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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION,
Plaintiff, : Case No.
-against- :
DUONG DINH TU,
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

Pursuant to Federal Rule of Civil Procedure 65(b), Plaintiff Microsoft Corporation
(“Microsoft”) files this emergency motion for an ex parte temporary restraining order and order to
show cause as to why a preliminary injunction should not be entered in the above-captioned action
(“TRO Motion”). Plaintiff’s TRO Motion seeks to enjoin Defendants from their ongoing (1)
violations of the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); (2)
trademark infringement in violation of the Lanham Act (15 U.S.C. § 1114 er seq.); (3) false
designation of origin, federal false advertising, and federal unfair competition in violation of the
Lanham Act (15 U.S.C. § 1125(a)); (4) trademark dilution in violation of the Lanham Act (15
U.S.C. § 1125(c)); (5) tortious interference with Microsoft’s business relationships with its
customers, (6) conversion of Microsoft’s property, (7) trespass to Microsoft’s chattels, and (8)
unjust enrichment at Microsoft’s expense.

In support of the Motion and as grounds therefore, Microsoft relies upon: (1) the Complaint

filed under seal by Plaintiff on December 5, 2023, and the appendices thereto; (2) Plaintiff’s
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Memorandum of Law in support of the TRO Motion filed on December 7, 2023; (3) the supporting
Declaration of Patrice Boffa filed on December 7, 2023, and the exhibits thereto; (4) the supporting
Declaration of Shinesa Cambric filed on December 7, 2023, and the exhibits thereto; (5) the
supporting Declaration of Jason Lyons filed on December 7, 2023, and the exhibits thereto; (6) the
supporting Declaration of Maurice Mason filed on December 7, 2023, and the exhibits thereto; (7)
the supporting Declaration of Jason Rozbruch filed on December 7, 2023, and the exhibits thereto;
and (8) the supporting Declaration of Christopher Stangl filed on December 7, 2023, and the
exhibit thereto.

As discussed in Plaintiff’s Memorandum of Law in support of this Motion, Plaintiff
requests an order directing several providers of the Internet infrastructure that Defendants use to
operate their unlawful scheme (the “Fraudulent Enterprise”) to take specific actions to disrupt the
Enterprise. It is imperative that these actions be closely coordinated and be effectuated on an ex
parte basis, shielded from anyone associated with the Fraudulent Enterprise, until the takedown of
this infrastructure is complete. If Defendants are alerted to these efforts prior to their completion,
there is substantial risk they will relocate the infrastructure to alternative domains, thwarting this
effort to stop the Fraudulent Enterprise.

Microsoft respectfully requests that this Court grant its TRO Motion.



Dated:
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December 7, 2023
New York, New York

CAHI@ REINDEL LLP

Béhn T. Markley

Samson A. Enzer

Jason Rozbruch

32 Old Slip

New York, New York 10005

MICROSOFT CORPORATION
Sean Farrell
One Microsoft Way
Redmond, Washington 98052

Counsel for Plaintiff Microsoft Corporation
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Plaintiff Microsoft Corporation (“Microsoft” or the “Company”) seeks judicial relief to
disrupt a criminal enterprise, run by the Defendants, that sells tools and services for committing
cybercrime (the “Fraudulent Enterprise” or “Enterprise”). The Fraudulent Enterprise uses internet
“bots” to defraud Microsoft’s security systems, allowing for the creation of millions of free
Microsoft email accounts in the names of fake people. Defendants then sell these fraudulent
accounts in bulk in their own illicit online marketplace to other criminals, who use the accounts to
spray computer viruses across the Internet, engage in phishing scams, and commit crippling
cyberattacks, terrorizing Microsoft customers around the world.

Defendants have also developed and unleashed bots to obtain so-called “CAPTCHA”
tokens, which they sell to their customers for use in bypassing online puzzles commonly used by
Microsoft and other technology companies to prove that an Internet user is a real person. These
criminal services specifically target not only Microsoft, but other technology companies as well,
including X (formerly Twitter) and Google. While the fraudulent email accounts and CAPTCHA
tokens sold by Defendants are typically only valid for a short period of time before Microsoft
identifies and invalidates them, Defendants acquire and sell the accounts and tokens so quickly,
and in such volume, that they have still managed to collect millions of dollars in unlawful proceeds,
while causing irreparable harm to Microsoft and its customers.

As explained below and in the accompanying declarations, this action is the culmination
of an extensive investigation led by Microsoft’s Digital Crimes Unit (“DCU”), with support from
external counsel and experienced consultants, including former officials from the U.S. Department
of Justice. The investigation included undercover test purchases of email accounts and CAPTCHA
tokens from Defendants’ own websites, as well as cryptocurrency payments to online accounts

that Defendants control. The investigation identified clear evidence that the Defendants not only
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operate the online marketplaces where these illicit goods and services are sold, but that they
personally wrote the code underlying those websites, and even created and uploaded to YouTube
a “how-to” video, in which they boldly described their scheme in detail.

Microsoft brings this action to obtain injunctive relief to disrupt the Defendants’ ongoing
criminal scheme and to recover damages for their (1) violations of the Racketeer Influenced and
Corrupt Organizations Act, (2) infringements of Microsoft’s valuable trademarks and other
violations of the Lanham Act, (3) tortious interference with Microsoft’s business relationships with
its customers, (4) conversion of Microsoft’s property, (5) trespass to Microsoft’s chattels, and
(6) unjust enrichment at Microsoft’s expense.

The relief sought includes judicial authorization to direct several providers of technological
infrastructure used by the Fraudulent Enterprise to take specific actions to disrupt the scheme. See
Microsoft’s Proposed Emergency Ex Parte Temporary Restraining Order and Order to Show
Cause (“Proposed Order™). It is imperative that these actions be closely coordinated, such that—
for example—Internet protocol (“IP”’) addresses used by the Fraudulent Enterprise in various
locations are turned off immediately, and simultaneously, upon receipt of this Court’s orders. It
is also critical that these actions be shielded from anyone associated with the Fraudulent Enterprise
until the takedown of this infrastructure is complete. If Defendants are alerted to these efforts prior
to their completion, there is substantial risk they will relocate the infrastructure to alternative

domains, thwarting this effort to stop the Fraudulent Enterprise.
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I. STATEMENT OF FACTS

A. Background

1. Microsoft’s Market-Leading Services, Reputation, and Trademarks

Microsoft is one of the leading computer technology companies in the world, offering
globally-recognized products, including its Windows operating system; the Microsoft 365 family
of business productivity software, including its Word, Excel, and PowerPoint software
applications; Outlook software for managing email communications, calendaring, and tasks;
Teams for virtual collaboration; Skype for instant messaging software; and LinkedIn for
professional networking.

Microsoft’s customers include individuals, state and federal courts, law enforcement
agencies, governments, hospitals, private businesses large and small, non-profit organizations,
public-sector institutions, and others. The Company’s products include widely-used email
services, including via Outlook email accounts (with the domain “outlook.com’) or Hotmail email
accounts (with the domain “hotmail.com™). While Microsoft offers subscription-based Outlook
and Hotmail email account services with premium benefits, it also offers free versions of both
services to attract new users and form lasting customer relationships. See Declaration of Jason
Lyons in Support of Plaintiff Microsoft’s Motion for an Emergency Ex Parte Temporary
Restraining Order and Order to Show Cause (“Lyons Decl.”) q 7.

In response to the increasing rate and pace of cybercrime threats in recent years, Microsoft
has developed, and offered to the marketplace, comprehensive cybersecurity solutions powered in
part by artificial intelligence. See Declaration of Shinesa Cambric in Support of Plaintiff
Microsoft’s Motion for an Emergency Ex Parte Temporary Restraining Order and Order to Show

Cause (“Cambric Decl.”) 99 7-18. Currently, more than one million customer organizations utilize
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these cybersecurity services to protect their digital estates. See Declaration of Jason Rozbruch in
Support of Plaintiff Microsoft’s Motion for an Emergency Ex Parte Temporary Restraining Order
and Order to Show Cause (“Rozbruch Decl.”) Ex. 14 (Microsoft Annual Report 2023) at 3. Due
to the superior quality and effectiveness of Microsoft’s products and services and its expenditure
of significant resources to market them to customers, Microsoft has generated substantial goodwill
while building brand names into strong and famous worldwide symbols that are well-recognized
within the Company’s channels of trade. See Cambric Decl. 99 5, 20.

Microsoft has registered trademarks representing the quality of its products and services
and its brand, including—among others—Outlook® and Hotmail®. See Lyons Decl. §30. Copies
of the trademark registrations for these trademarks are attached as Appendix B to the Complaint.
1d.

2. Microsoft’s Efforts to Prevent Cybercrime

The success of Microsoft’s business depends on its ability to deliver services in a safe and
secure fashion while generating and sustaining consumer trust and confidence in the integrity of
the digital economy and Internet as a whole. See Cambric Decl. § 7. Accordingly, the Company
undertakes costly, time-consuming, and labor-intensive efforts to secure its ecosystem to help
ensure that its customers enjoy a positive, worry-free experience when they use Microsoft’s
services. Id. Microsoft has spent tens of millions of dollars over the last few years alone
employing top-flight technical, legal, and business experts to prevent, disrupt, and deter
cybercrime. Id. 9 5, 7, 20; see Declaration of Patrice Boffa in Support of Plaintiff Microsoft’s
Motion for an Emergency Ex Parte Temporary Restraining Order and Order to Show Cause

(“Boffa Decl.”) q 18.
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First, to use Microsoft services, every customer must sign up for their own personal
Microsoft account. Lyons Decl. 4 8, 12. In so doing, customers must agree to the terms of
Microsoft’s Services Agreement and that they will abide by a strict code of conduct, representing
that they: (a) will not use any false, inaccurate, or misleading information when signing up for a
Microsoft account; (b) will not transfer their Microsoft account credentials to anyone else; and
(c) will not engage in any activity that is fraudulent, false, or misleading (such as by impersonating
someone else, creating fraudulent accounts, or automating inauthentic activity). Id. § 12.

Second, Microsoft employs security measures to verify that each user attempting to open
a Microsoft account is a human being. Lyons Decl. 49 8, 20; Boffa Decl. 99 5—6; Cambric Decl.
9 10. For example, the Company contracts with a leading cybersecurity vendor, Arkose Labs, to
employ a state-of-the-art CAPTCHA defense service, which serves as a gatekeeper, requiring
every would-be user to represent that they are a human (not a bot), and to verify the accuracy of
that representation by solving several puzzles—which, if answered correctly, provide a high level
of confidence that the user is real. Cambric Decl. § 10. After solving the CAPTCHA puzzle, the
user must then provide identifying information, including their birthday and name, so that
Microsoft has additional data on file to confirm the user’s authenticity. See Declaration of Maurice
Mason in Support of Plaintiff Microsoft’s Motion for an Emergency Ex Parte Temporary
Restraining Order and Order to Show Cause (“Mason Decl.”) § 10.

Third, Microsoft employs a variety of internal tools that leverage artificial intelligence and
machine learning to prevent bots and other malicious actors from entering its systems. Cambric
Decl. § 11. The Company also employs engineers, data scientists, and other investigators to
monitor its systems such as Outlook and Skype for signs of suspicious behavior (such as

indications of bots opening fraudulent Microsoft accounts in bulk) and suspend Microsoft accounts
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that are believed with a high degree of certainty to be acting in violation of Microsoft’s terms of
service. Id.

Fourth, Microsoft established the DCU in 2008. As noted, this is an internal team of
technical, legal, and business experts that fight cybercrime on a global scale, protect
individuals and organizations, and safeguard the integrity of Microsoft services. DCU
investigators frequently uncover evidence of cybercrime not otherwise detected by law
enforcement, and may bring information to the attention of law enforcement for criminal
prosecution. At its core, DCU works to increase the operational cost of cybercrime by
disrupting the infrastructure used by cybercriminals through civil lawsuits and technical
measures.

To date, DCU has disrupted the infrastructure of roughly 25 botnets, which are
networks of computers controlled by cybercriminals, or in some cases nation-states. Those
botnets were used to inject malware for unauthorized access to a victim’s computer, or to
deploy ransomware (a form of malware) to encrypt a victim’s computer system until a ransom
was paid to the attacker in exchange for a password needed to regain control of the system.
Cambric Decl. §9.! DCU regularly prevents these botnets from distributing their malware,
controlling victims’ computers, and terrorizing individuals and organizations around the

world. In partnership with U.S. and foreign governments, as well as Internet service

! See, e.g., Microsoft Corp. v. John Does 1-2, No. 1:23-cv-02447 (E.D.N.Y. 2023) (Morrison, 1.);
Microsoft Corp. v. Malikov, No. 1:22-cv-01328 (N.D. Ga.) (Cohen, l.); Microsoft Corp. v. John
Does 1-5., No. 1:15-cv-6565 (E.D.N.Y. 2015) (Gleeson, J.); Microsoft Corp. v. John Does 1-39,
No. 12-cv-1335 (E.D.N.Y. 2012) (Johnson, J.); Microsoft Corp. v. Peng Yong, No. 1:12-cv-1004
(E.D. Va. 2012) (Lee, J.); Microsoft Corp. v. Piatti, No. 1:11-cv-1017 (E.D. Va. 2011) (Cacheris,
1.); Microsoft Corp. v. John Does 1-11, No. 2:11-cv-00222 (W.D. Wash. 2011) (Robart, J.);
Microsoft Corp. v. John Does 1-27, No. 1:10-cv-156 (E.D. Va. 2010) (Brinkema, J.).
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providers, DCU has identified and shared information about crimes against approximately
500 million botnet victims worldwide.

B. The Defendants’ Criminal Scheme

Defendants are engaged in what is known as crime-as-a-service (“CaaS™), a business model
involving the sale of sophisticated criminal tools and services by experienced cybercriminals to
customers (sometimes with much less experience) for the commission of future crimes. CaaS
schemes such as the one run by Defendants are especially harmful to the public, as they empower
vast numbers of criminals with limited knowledge and expertise to carry out attacks with relative
ease. See Mason Decl. Y 6-23; Boffa Decl. Y 14-15; Declaration of Christopher Stangl in
Support of Plaintiff Microsoft’s Motion for an Emergency Ex Parte Temporary Restraining Order
and Order to Show Cause (“Stangl Decl.”) 99 10—11. While these Defendants are sophisticated,
and their criminal conduct wide-ranging, their scheme to obtain and sell fraudulent email accounts
and CAPTCHA tokens is, at its core, fairly straightforward.

1. The Procurement and Sale of Fraudulent Microsoft Email Accounts

Defendants’ online marketplace for the sale of fraudulent Microsoft Outlook accounts can

be found at https://hotmailbox.me/home (the “Hotmailbox Website’). Lyons Decl. 9 10, 13-18;

Stangl Decl. 9 10; Mason Decl. q 5; Boffa Decl. § 10. The shelves of this virtual store are
effectively stocked by Defendants’ bots, which, through a series of false representations, and by
impersonating actual humans, obtain millions of free Microsoft email accounts. Among other
things, the Defendants, through their bots:
o falsely represent that they will not “circumvent any restrictions on access
to, usage, or availability of [Microsoft’s] Services” (Lyons Decl. Ex. 2
§ 3(a)(vi)), when, in fact, they are actively breaching Microsoft’s security

restrictions against bots;

o provide false and fictitious identifying information, including fake names
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and birthdates for non-existent persons purporting to be real users of
Microsoft services;

o falsely represent they will “not . . . use any false, inaccurate or misleading
information when signing up for [a] Microsoft account” (id. § 4(a)(i)),
when, in fact, the bots already misrepresented that they are human users and
provided fake identifying information;

o falsely represent they will not “transfer [their] Microsoft account credentials
to another user or entity” (id.), when, in fact, the Defendants intend to, and
regularly do, sell such account credentials to customers of their criminal
services;

o falsely represent they will not “engage in activity that is fraudulent, false or
misleading” such as “impersonating someone else, creating fake accounts,
[or] automating inauthentic activity” (id. § 3(a)(v)), when, in fact, they do
exactly those things in bypassing Microsoft’s CAPTCHA challenges
(discussed below) and opening Outlook email accounts in the names of
fictitious users;

o falsely represent they will not “help others break these rules” (id. § 3(a)(x)),
when, in fact, Defendants’ entire scheme is designed to help their customers
violate multiple Microsoft rules, including those that prohibit “anything
illegal” (id. § 3(a)(i)), sending “spam or engag[ing] in phishing, or try[ing]
to generate or distribute malware” (id. § 3(a)(iii)), engaging in “activity that
is harmful” to others (id. § 3(a)(vii)), and “infring[ing] upon the rights of
others” (id. § 3(a)(viii)).
After making these overtly false statements, Defendants cause their bots to fraudulently solve and
bypass Microsoft’s CAPTCHA defenses. When any user (including the bots) seeks to create a
free Microsoft account they are asked to: “Please solve the [following] puzzle so we know you’re
not arobot.” See Mason Decl. § 13. Microsoft then presents a CAPTCHA challenge, for example,
asking the user to click each square containing a traffic light, crosswalk, automobile, or the like,
in a picture of a puzzle. Id. 10, 13, 16. On millions of occasions, Defendants’ bots solved these

CAPTCHA challenges, each time falsely representing they were “not a robot.” Lyons Decl. q 14;

Cambric Decl. 4 19; Boffa Decl. 9 16.
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Defendant Tu sought to explain this CAPTCHA-solving process in a how-to video he
posted on YouTube. See Mason Decl. 9 16—17 (discussing July 3, 2023 YouTube video titled,
“1stCAPTCHA Chrome Extension - Automatic reCAPTCHA Solver,” available at
https://www.youtube.com/watch?v=Me4qnLu3UKM). Defendant Tu stated:

We use state-of-the-art deep learning algorithms by Google, Meta, Microsoft, and

NVIDIA Al. When you encounter a CAPTCHA challenge, it is solved in the cloud,

and our active learning pipeline automatically and continuously improves the

Al Simply put, as more users use our extension, our Al gets better at solving

CAPTCHAs. When new CAPTCHA types are added, our Al learns to solve them

in real-time!
1d. 9 17; see also Bofta Decl. 9 8-9 (explaining that Microsoft cybersecurity vendor Arkose Labs
“observed anomalies in Microsoft account-creation traffic, including the creation of accounts at a
scale so large, fast, and efficient that it must have been perpetrated through automated, machine-
learning technology (rather than through human actions)”).

Each time Defendants’ bots complete a CAPTCHA test (e.g., by correctly identifying all
the traffic lights, crosswalks, or automobiles, etc.), the CAPTCHA software provides a unique
digital token that the bots redeem to satisfy that particular CAPTCHA challenge, which the bots
then use to procure a Microsoft email account. Boffa Decl. 99 5, 7.

The Hotmailbox Website offers Defendants’ customers a literal menu of these
fraudulently-obtained Microsoft email accounts for purchase. Lyons Decl. 4 13. For example, as
shown in Figure 1 below, a customer can purchase one of these Microsoft Outlook accounts
registered in the name of a fictitious user for $0.002222, or 1,000 of them for $2.22. See Lyons
Decl. 4 13; Boffa Decl. § 17. Defendants disclose that the account will only be “live” for 3 to 24
hours, which is the result of Microsoft’s continuous efforts to identify and suspend fraudulent

accounts. Cambric Decl. 9 11, 16; Boffa Decl. § 9. Given that bona fide consumers can open

Microsoft Outlook accounts on their own for free, there is no conceivable lawful purpose for
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buying a Microsoft Outlook account registered to a fake person in breach of Microsoft’s terms of
service. See Stangl Decl. 4 10; Mason Decl. 99 25-29; Lyons Decl. § 9. The brazenly criminal
nature of this scheme is made plain by the banner at the top of the screen in Figure 1 noting that
each account will be “locked very fast,” so “[p]lease use it as soon as you buy.” Lyons Decl. § 18.

FIGURE 1

Figure 1 also illustrates how the Defendants’ Hotmailbox Website continuously and
systematically misappropriates Microsoft’s trademarks—including those relating to Microsoft
Outlook—without Microsoft’s authorization. Lyons Decl. 4 30-32. As explained below in
Sections I(F) and II(B)(1)(b), the Defendants continuously sully Microsoft’s valuable trademarks
and brand by utilizing those trademarks to sell fraudulent accounts and to sell CAPTCHA-
defeating tokens on their 1stCAPTCHA Website as discussed below. Those trademarks are also
misappropriated every time a cybercriminal uses a fraudulent Microsoft account sold by the

Enterprise to send an email to an unwitting victim, because those emails appear to be from a

10
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legitimate Microsoft account, but are actually a Trojan horse used to spread malware and cause
substantial and sometimes devastating harm.

2. The Procurement and Sale of CAPTCHA-Defeating Tokens

As noted, Defendants also operate a second illicit online marketplace—available at
https://1stcaptcha.com—where they market and sell CAPTCHA tokens recovered by their bots
(the “I1stCAPTCHA Website™). This site does not sell actual email addresses like the Hotmailbox
Website, but instead offers tokens that can be used directly by Defendants’ customers to defeat
CAPTCHA tests presented by Microsoft, or any other business (e.g., a social media company) that
uses a similar anti-fraud tool. For example, as shown in Figure 2, a customer can purchase 1,000
CAPTCHA-solving tokens—each procured by the fraudulent process described above—for $2,
enabling them to obtain for themselves numerous fraudulent Microsoft Outlook accounts, or to use
the tokens on other sites. See id. 4 20. As a result of Microsoft’s continuous efforts to prevent
such misuses of its services, the tokens are only useable for a matter of seconds or less. See Lyons

Decl. q 23; Boffa Decl. q 5.

11
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FIGURE 2

The 1stCAPTCHA Website also includes a blog that brazenly provides step-by-step
instructions on how to use such tokens to bypass Microsoft’s security systems to obtain fraudulent
Outlook accounts. Lyons Decl. q 23.> As explained by Defendants, Step 1 is to commence the
process of opening a Microsoft account. /d. Step 2 begins when the CAPTCHA challenge is
presented (“so we know you’re not a robot”), at which point the customer is instructed to buy a
CAPTCHA-solving token, which Defendants’ bots then obtain for the customer through the
fraudulent process described above. See id. The guidance tells customers they can use their own

bots to open Microsoft accounts in bulk with such tokens, noting that customers should “[u]se tool

2 See id. Ex. 3 (How to submit funCAPTCHA token for outlook/hotmail captcha?, 1STCAPTCHA
(Sept. 6, 2023), https://1stcaptcha.com/blog/how-to-submit-funcaptcha-token-for-outlook-
hotmail-captcha/).

12
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to submit” the tokens; “dont [sic] copy paste by hand > You will be late” as “[t]he token alive very
short (< 1 second).” See id.*

FIGURE 3

The 1stCAPTCHA Website blog also contains entries explaining how to defeat the CAPTCHA
defenses employed by X (formerly Twitter) and Google, see Lyons Decl. 4 23,* demonstrating that
Defendants’ scheme is a significant issue not only for Microsoft, but for the technology industry
as a whole. Boffa Decl. § 21.

To meet the ever-changing threats from criminal actors like the Defendants, Microsoft

devotes tens of millions of dollars of resources each year to upgrading its cybersecurity measures,

3 Defendants initially marketed this criminal service via websites available at
https://anycaptcha.com (the “AnyCAPTCHA Website”) and https://nonecaptcha.com (the
“NoneCAPTCHA Website™), but later rebranded and moved the service to the 1stCAPTCHA
Website. Lyons Decl. 4 10, 22; Mason Decl. § 5; Boffa Decl. 9 9-12, 15, 20. Since this
rebranding, internet users who attempt to visit the AnyCAPTCHA and NoneCAPTCHA Websites
are automatically redirected to the 1stCAPTCHA Website. Lyons Decl. § 22.

4 See id. Ex. 4 (How to bypass Twitter FunCAPTCHA using 1stCAPTCHA, 1STCAPTCHA (Sept.
17, 2023), https://1stcaptcha.com/blog/how-to-bypass-twitter-funcaptcha-using-1stcaptcha/); id.
Ex. 5 (How to distinguish between different types of reCAPTCHA: v2, v3, enterprise, 1STCAPTCHA
(Sept. 6,2023), https://1stcaptcha.com/blog/how-to-distinguish-recaptcha-v2-v3-enterprise/).

13
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including making its CAPTCHA challenges more difficult for bots to solve, Cambric Decl. 99 5,
7, 20; see Boffa Decl. q 18, though Defendants have continually adapted in an attempt to overcome
these measures, Cambric Decl. § 17; Boffa Decl. 9. For example, in late August 2023, in response
to measures taken by Microsoft to suspend fraudulent Microsoft Outlook accounts that were
purchased from the Defendants’ Hotmailbox Website, the Defendants posted the banner (depicted
in Figure 1 above) warning customers to use the accounts immediately. See Lyons Decl. 9 13,
18.

C. Evidence Linking Defendants to the CAPTCHA Fraud

Defendants Duong Dinh Tu (“Tu”), Linh Van Nguyen (“Linh”) (a/k/a Nguyen Van Linh),
and Tai Van Nguyen (“Tai”) are members of and have been operating an illegal enterprise,
including the criminal services offered by the Hotmailbox and 1stCAPTCHA Websites. It is not
presently known whether there are others who are also part of this criminal conspiracy.

1. Defendant Duong Dinh Tu

According to a search of publicly available Internet domain registration data using a
domain name lookup (also called a WHOIS lookup), Defendant Duong Dinh Tu of Vietnam has
been the registrant of the Hotmailbox Website from at least in or about November 2021 through
in or about July 2023. Mason Decl. § 7. Defendant Tu has a YouTube channel—under the
YouTube handle “@duongdinhtu”—on which he publicizes both the Hotmailbox and
IstCAPTCHA services. Id. 9. This YouTube channel includes videos showing recordings of a
computer running bots to defraud Microsoft and bypass its CAPTCHA challenges. See id. 99 9—

17. As shown in Figure 4, Tu’s YouTube channel includes a video entitled “bypass arkose labs

14
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captcha” that has been viewed thousands of times, and includes a comments page in which he
posted a comment referring to 1stCAPTCHA as “our service.” Id. 49, 15.

FIGURE 4

DCU’s investigation also confirmed that Defendant Tu has personally edited the source
code for the 1stCAPTCHA service via a website known as GitHub, available at

https://github.com/1stcaptcha (the “1stCAPTCHA GitHub Page”). Id. q 18. GitHub is an Internet

cloud-based repository of computer code that helps software developers collaborate in
programming, storing, managing, revising, and tracking changes to their code. See id. 9 18; see
also Lyons Decl. 4 25. Among other things, the 1stCAPTCHA GitHub Page houses the software
code necessary to utilize the CAPTCHA-solving tokens sold on the 1stCAPTCHA Website.
Mason Decl. q 18. As shown in Figure 5, Tu has edited the 1stCAPTCHA source code several
times, including as recently as August 8, 2023, via a GitHub account registered under his Gmail

account address (“duongdinhtu93@gmail.com”). Id.

15



Case 1:23-cv-10685-PAE Document 13 Filed 12/13/23 Page 25 of 64

FIGURE 5

1. Defendant Linh Van Ngouvyen (a/k/a Noguyen Van Linh)

Defendant Linh Van Nguyen (a/k/a Nguyen Van Linh) also edited the source code for the
1stCAPTCHA service via the 1stCAPTCHA GitHub Page on over 100 occasions during the period
from approximately October 2020 through July 2023. Mason Decl. § 19. A screenshot of his

GitHub account page is depicted in Figure 6 below. See id.

16
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FIGURE 6

Linh is also connected directly to the 1stCAPTCHA Website via the payment processing
service, PayPal, which is used by Defendants, unbeknownst to PayPal, to collect illicit proceeds.
Id. 9 20. A screenshot of this PayPal interface plainly identifies Linh’s association with the

I1stCAPTCHA Website’s PayPal account, as depicted in Figure 7. Id.

17
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FIGURE 7

The 1stCAPTCHA Website also permits customers to send cash for illicit services through
a payment processing service at Vietcombank. Id. § 21. A screenshot of the user interface to
submit a Vietcombank payment to 1stCAPTCHA—noting Linh’s association with

IstCAPTCHA'’s Vietcombank account—is depicted in Figure 8 below. Id.

18
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FIGURE 8

Defendants Linh Van Nguyen (a/k/a Nguyen Van Linh) and Duong Dinh Tu are “friends”
on Facebook, according to Defendant Tu’s Facebook “friends” list. Id. 4 22. A screenshot from
the Facebook account of Defendant Tu, showing that Tu is “friends” with “Nguyen Linh” (who is
believed to be Defendant Linh Van Nguyen), is depicted in Figure 9 below. Id.

FIGURE 9

19
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2. Defendant Tai Van Nouyen

Like his co-Defendants, Defendant Tai Van Nguyen has edited the source code for the
1stCAPTCHA service via the 1stCAPTCHA GitHub Page. Id. § 23. Tai has a GitHub account
registered to his email account “nvt.kscntt@gmail.com.” Id. According to data retrieved from his
GitHub account, Tai edited the 1stCAPTCHA’s source code as recently as July 2023. Id.

D. Defendants’ Connection to This District

To investigate the Defendants’ criminal activities, Microsoft retained external cybercrime
experts at the Berkeley Research Group (“BRG”™). Lyons Decl. § 28. From August through
October 2023, BRG made several undercover purchases of Microsoft Outlook accounts from the
Hotmailbox Website and CAPTCHA-defeating tokens from the 1stCAPTCHA Website, including
purchases made from BRG’s offices in New York, New York. See Stangl Decl. 9 12-28. These
undercover purchases confirmed that the Hotmailbox and 1stCAPTCHA Websites provide
Microsoft Outlook accounts and CAPTCHA-defeating tokens to obtain bulk fraudulent Outlook
accounts in exchange for payment, and that those tools successfully bypass Microsoft’s
CAPTCHA security measures. See id.

Information obtained through BRG’s undercover purchases demonstrates that Defendants
are utilizing at least one Internet service provider (“ISP”) data center that is located in New York,
New York to facilitate the Enterprise’s criminal services. Lyons Decl. 9 28-29. Indeed, nearly
80% of the fraudulent Microsoft accounts obtained through BRG’s undercover purchases from the
Hotmailbox Website were registered with IP addresses deriving from an ISP data center in New

York, New York. See id.

20
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E. Harm to Microsoft, Its Customers, and the Public

Despite Microsoft’s best efforts at protecting itself and its customers, the Defendants’ bots
have repeatedly and persistently used fraud to bypass the Company’s security measures and
CAPTCHA challenges, procuring millions of fraudulent Microsoft email accounts, along with
CAPTCHA tokens, and selling them to cybercriminals. See Cambric Decl. § 19; Mason Decl.
1 25-29. As set forth above, fraudulent accounts sold by the Defendants can be used, and are
believed to have been used, in cybercrime activity that has inflicted severe harm on Microsoft
customers. Mason Decl. 4 25-29. Through their criminal enterprise, Defendants have caused
tens of millions of dollars in damage to Microsoft and have irreparably harmed its reputation,
goodwill, and critical customer relationships. Cambric 49 5, 7, 20; Boffa Decl. 99 17-18.

As described in the declarations accompanying this motion, Microsoft email accounts
fraudulently obtained and sold by Defendants have been used to perpetrate cybercrime activity,
including crimes committed by the groups known to Microsoft as Storm-0252, Storm-0455, and
Octo Tempest, the latter of which recently brought ransomware attacks against flagship Microsoft
customers. Mason Decl. §925-29. During these attacks, the computer systems of those customers
were infected with ransomware that disabled operation-critical systems, resulting in service
disruptions that inflicted hundreds of millions of dollars of damage. I/d. Additionally, in or about
March 2023, a major Microsoft customer and partner reported that it received a flood of requests
from Outlook and Hotmail accounts—Iater determined to have come from the Hotmailbox
Website—seeking free trials of its services. Cambric Decl. § 21. The requests were so numerous
that they eventually caused outages in that company’s systems, leading it to block all new account
sign-ups from Microsoft Outlook and Hotmail, thus irreparably harming Microsoft’s business

relationship with the company. /d.

21



Case 1:23-cv-10685-PAE Document 13 Filed 12/13/23 Page 31 of 64

Defendants’ ongoing fraudulent scheme presents a continuing threat to Microsoft, its
customers, and the public, all of whom have suffered and will continue to suffer irreparable harm
at the hands of Defendants absent injunctive and other relief to disrupt their criminal scheme.
Cambric Decl. § 22; Lyons Decl. 4 35. Indeed, as a direct result of Defendants’ conduct, Microsoft
has already been forced to spend tens of millions of dollars in connection with investigating,
identifying, and remediating the threats caused by the Fraudulent Enterprise. Cambric Decl. 4 5,
7, 20; Boffa Decl. 9 17-18.

F. Defendants’ Exploitation of Microsoft’s Trademarks

In selling fraudulent Microsoft accounts, the Hotmailbox Website misuses several
Microsoft trademarks without Microsoft’s authorization, including its Outlook launch icon
trademark, its Outlook word mark, and its Hotmail word mark, registration copies of which are
annexed as Appendix B to Microsoft’s Complaint. Lyons Decl. 49 30-31. A screenshot of the
Hotmailbox Website illustrating how it misappropriates those trademarks, as well as a zoomed-in
side-by-side comparison with Microsoft’s trademarks, are depicted in Figures 10 and 11 below.

1d.

22
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FIGURE 10

FIGURE 11

Microsoft’s Registered Trademark Hotmailbox Website

OUTLOOK

Microsoft’s Registered Trademark Hotmailbox Website

23
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HOTMAIL

Microsoft’s Registered Trademark Hotmailbox Website

The 1stCAPTCHA Website also uses Microsoft’s Outlook launch icon trademark without
Microsoft’s authorization to sell fraudulently-obtained CAPTCHA tokens. Id. 4 32. A screenshot
of the 1stCAPTCHA Website illustrating how it misappropriates that trademark, as well as a

zoomed-in side-by-side comparison with Microsoft’s trademark, are depicted in Figures 12 and 13

below. Id.

24
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FIGURE 12

FIGURE 13

Microsoft’s Registered Trademark I1stCAPTCHA Website

G. Disrupting the Fraudulent Enterprise

Through this lawsuit, Microsoft is requesting judicial authorization to take down the digital
infrastructure supporting Defendants’ operations. /Id. q 33. It is imperative that the requested

actions be closely coordinated, such that IP addresses used by the Defendants’ Fraudulent

25
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Enterprise in various locations are directed by the Court to be turned off immediately, and
simultaneously, to prevent the Defendants from relocating to alternative infrastructure and
domains. I/d. Microsoft’s Proposed Order is therefore framed in a manner that enables coordinated
efforts that will maximize the effectiveness of the relief sought. /d.

In the aggregate, the steps set forth in Microsoft’s Proposed Order will immediately prevent
Defendants from operating their Enterprise and will give control of their websites to Microsoft.
Id. 9 34. The steps described in the Proposed Order are appropriate and necessary to suspend the
ongoing injuries inflicted by the Fraudulent Enterprise on Microsoft, its consumers, and the public.
1d. 4 35; Cambric Decl. § 22.

II. ARGUMENT

Plaintiff’s requested relief is warranted because (1) it is likely to succeed on the merits of
its claims under the Racketeer Influenced and Corrupt Organizations Act, 18 U.S.C. § 1962
(“RICO”) and the Lanham Act, 15 U.S.C. §§ 1114 et seq., 1125(a) and (c), and for tortious
interference with business relationships, conversion, trespass to chattels, and unjust enrichment;
(2) Defendants’ conduct has caused Plaintiff irreparable harm, including to its reputational value
and goodwill; (3) the balance of equities tips decidedly in Plaintiff’s favor, as there is no legitimate
reason why Defendants should be permitted to continue their unlawful scheme; (4) issuing an
injunction is in the public interest because it will deprive cybercriminals of key tools that they use
to harm the public; and (5) the All Writs Act provides this Court with the authority needed to direct

third parties to assist Plaintiff in dismantling Defendants’ unlawful infrastructure. The relief
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sought by Plaintiff must occur ex parte because if Defendants are notified of this action, they will
swiftly move their infrastructure, frustrating the prosecution of this action.

A. Legal Standard

A plaintiff is entitled to a temporary restraining order and preliminary injunction where
(1) it is likely to succeed on the merits, (2) it is likely to suffer irreparable harm in the absence of
preliminary relief, (3) the balance of equities tips in its favor, and (4) an injunction is in the public
interest. Winter v. Nat. Res. Def. Council, Inc., 555 U.S. 7, 20 (2008); Citigroup Glob. Mkts., Inc.
v. VCG Special Opportunities Master Fund Ltd., 598 F.3d 30, 34 (2d Cir. 2010); see also Abdul
Wali v. Coughlin, 754 F.2d 1015, 1025 (2d Cir. 1985) (“A movant seeking to [demonstrate that
‘he is likely to prevail on the merits’] need not show that success is an absolute certainty. He need
only make a showing that the probability of his prevailing is better than fifty percent.”).

In the Second Circuit, this standard is “flexible” and a movant is entitled to relief—even
without demonstrating a likelihood of success on the merits—if it can show that there are “serious
questions going to the merits” and that the “balance of hardships tips decidedly in its favor,”
assuming that the other factors are satisfied. Citigroup Glob. Mkts., Inc., 598 F.3d at 35-38
(internal quotation marks omitted) (quoting Jackson Dairy, Inc. v. H. P. Hood & Sons, Inc., 596
F.2d 70, 72 (2d Cir. 1979)); see also id. at 35 (“The ‘serious questions’ standard permits a district
court to grant a preliminary injunction in situations where it cannot determine with certainty that
the moving party is more likely than not to prevail on the merits of the underlying claims, but
where the costs outweigh the benefits of not granting the injunction.”).

B. Plaintiff’s Requested Relief Is Warranted

In this case, there is a very high likelihood that Plaintiff will succeed on the merits, and

that Plaintiff (along with other companies and the public at large) will continue to be irreparably
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harmed if the Defendants are able to continue to operate their Enterprise—specifically, the
Hotmailbox and 1stCAPTCHA Websites. Defendants have no legitimate interests that would be
harmed if this Court issues a temporary restraining order and injunction, and the effect on third
parties (such as domain registries and registrars or IP address hosting companies) from which
Defendants acquired the Appendix A domains will be negligible and temporary. The public
interest also weighs heavily in favor of relief because harms caused by Defendants affect not only
Microsoft, but also other companies and the public at large. Accordingly, the relief Plaintiff
requests is warranted.

1. Plaintiff Is Likely to Succeed on the Merits of Its Claims

Plaintiff is likely to succeed on the merits of its claims, and as such its request for a
Temporary Restraining Order and a preliminary injunction should be granted. Plaintiff sets forth
the following statutory and common law claims: (1) violation of RICO, 18 U.S.C. § 1962; (2)
trademark infringement under the Lanham Act, 15 U.S.C. § 1114 et seq.; (3) false designation of
origin, federal false advertising, and federal unfair competition under the Lanham Act, 15 U.S.C.
§ 1125(a); (4) trademark dilution under the Lanham Act, 15 U.S.C. § 1125(c); (5) tortious
interference with business relationships; (6) conversion; (7) trespass to chattels; and (8) unjust
enrichment.

a) Plaintiff Is Likely to Succeed on Its RICO Claim

RICO prohibits “any person employed by or associated with any enterprise engaged in, or
the activities of which affect, interstate or foreign commerce to conduct or participate, directly or
indirectly, in the conduct of such enterprise’s affairs through a pattern of racketeering activity.”
18 U.S.C. § 1962(c). It is unlawful under RICO “for any person to conspire to violate” § 1962(c),

regardless of whether that conspiracy ultimately comes to fruition. Id. § 1962(d). Moreover,
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“la]ny person injured in his business or property by reason of a violation of” either of these
provisions is entitled to recovery, id. § 1964(c), and this Court has “jurisdiction to prevent and
restrain” such violations “by issuing appropriate orders,” id. § 1964(a). See also United States v.
Carson, 52 F.3d 1173, 1181-82 (2d Cir. 1995) (“the jurisdictional powers in § 1964(a) serve the
goal of foreclosing future violations,” and “the equitable relief available under RICO is intended
to be ‘broad enough to do all that is necessary’”) (quoting S. Rep. No. 91-617, at 79 (1969));
United States v. Sasso, 215 F.3d 283, 290 (2d Cir. 2000) (same); Trane Co. v. O’Connor Sec., 718
F.2d 26, 29 (2d Cir. 1983) (preliminary injunctions are proper under RICO where plaintiff
“establishe[s] a likelihood of irreparable harm™). Microsoft is also entitled to disgorgement of
Defendants’ profits because such disgorgement will “serve[] to ‘prevent and restrain’ future RICO
violations” by Defendants. See Carson, 52 F.3d at 1182; Sasso, 215 F.3d at 290-91; United States
v. Priv. Sanitation Indus. Ass’n of Nassau/Suffolk, Inc., 914 F. Supp. 895, 901 (E.D.N.Y. 1996).
In other words, awarding Microsoft disgorgement of Defendants’ profits is appropriate here
because taking away the roughly $3 million in profits they have collected, see Boffa Decl. q 17,
will deprive the Defendants of the resources needed to continue their scheme, see Carson, 52 F.3d
at 1182; Sasso, 215 F.3d at 290-91; Priv. Sanitation Indus. Ass’n of Nassau/Suffolk, Inc., 914 F.
Supp. at 901.

Put simply, the evidence before this Court demonstrates that Defendants have formed and
associated with an unlawful enterprise, which they have used to engage in a pattern of racketeering
activity involving millions of predicate acts of wire fraud, see 18 U.S.C. § 1343, which is a RICO

predicate act under 18 U.S.C. § 1961(1)(B).
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i. The Racketeering Enterprise

An associated-in-fact enterprise consists of “a group of persons associated together for a
common purpose of engaging in a course of conduct” and “is proved by evidence of an ongoing
organization, formal or informal, and by evidence that the various associates function as a
continuing unit.” Boyle v. United States, 556 U.S. 938, 944-45 (2009) (quoting United States v.
Turkette, 452 U.S. 576, 583 (1981)). Such an enterprise “must have at least three structural
features: a purpose, relationships among those associated with the enterprise, and longevity
sufficient to permit these associates to pursue the enterprise’s purpose.” Id. at 946.

In this case, the Fraudulent Enterprise has existed at least since August 2021, see Boffa
Decl. § 8, when Defendants conspired to, and did, form an association-in-fact racketeering
enterprise with a common purpose of developing and operating a scheme to profit from
fraudulently-procured Microsoft accounts. This enterprise has continuously and effectively
carried out its purpose of profiting from unlawful conduct through the AnyCAPTCHA,
NoneCAPTCHA, 1stCAPTCHA, and Hotmailbox Websites, among other means, and will
continue to do so absent the relief Microsoft requests.

The purpose of the Fraudulent Enterprise and the relationship between the Defendants is
proven by (1) the repeated development and dissemination of fraudulently-procured Microsoft
accounts, as well as CAPTCHA-defeating tokens, (2) the subsequent development and operation
of fraudulently-procured Microsoft accounts to proliferate cyberattacks, and (3) Defendants’
respective and interrelated roles in the sale, operation of, and profiting from their unlawful scheme,
in furtherance of their common financial interests. See Mason Decl. ] 623 (explaining the roles
of each Defendant in the Fraudulent Enterprise); see also Boyle, 556 U.S. at 947 (relationship and

common interest may be inferred from “evidence used to prove the pattern of racketeering
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activity”); United States v. Diaz, 176 F.3d 52, 79 (2d Cir. 1999) (“[E]vidence of prior uncharged
crimes and other bad acts . . . [i]s relevant because it tend[s] to prove the existence, organization
and nature of the RICO enterprise, and a pattern of racketeering activity by each defendant-
appellant.”).

The fact that the Defendants are associated in a common criminal enterprise is evidenced
by, among other things, their collective collaboration in programming the software used to
perpetrate their fraudulent scheme on the 1stCAPTCHA GitHub Page, see Mason Decl. 49 18-19,
23, and the Facebook “friendship” between Defendants Linh and Tu, id. § 22. See supra Section
I(C).

ii. Defendants’ Pattern of Racketeering

A pattern for RICO purposes “requires at least two acts of racketeering activity,” the “last
of which occurred within ten years” after “the commission of a prior act of racketeering activity.”
H.J. Inc. v. Northwestern Bell Tel. Co., 492 U.S. 229, 237 (1989) (quoting 18 U.S.C. § 1961). A
threat of continuing activity “is generally presumed when the enterprise’s business is primarily or
inherently unlawful.” MinedMap, Inc. v. Northway Mining, LLC, 2022 WL 570082, at *2 (2d Cir.
Feb. 25, 2022) (quoting Spool v. World Child Int’l Adoption Agency, 520 F.3d 178, 185 (2d Cir.
2008)). In this case, Defendants have conspired to, and have, conducted and participated in the
operations of the Fraudulent Enterprise through a continuous pattern of predicate racketeering acts
of wire fraud. Each predicate act of wire fraud is related to and in furtherance of the common
unlawful purpose shared by the members of the Enterprise. These acts are ongoing and will
continue unless and until this Court grants Plaintiff’s request for a Temporary Restraining Order.

Defendants’ acts of racketeering activity include millions of acts of wire fraud in violation

of 18 U.S.C. § 1343. Under § 1343, whoever, “having devised or intending to devise any scheme
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or artifice to defraud, or for obtaining money or property by means of false or fraudulent pretenses,
representations, or promises, transmits or causes to be transmitted by means of wire”
communication “in interstate or foreign commerce, any writings, signs, signals, pictures, or sounds
for the purpose of executing such scheme or artifice,” is guilty of wire fraud. Defendants’ illegal
acts were conducted using interstate or foreign wires, and thus affected interstate or foreign
commerce. Violation of the wire fraud statute constitutes “racketeering activity.” 18 U.S.C. §
1961(1)(B).

In particular, Defendants received millions of dollars in payments in interstate and
international commerce in exchange for their illicit services by operating the AnyCAPTCHA,
NoneCAPTCHA, 1stCAPTCHA, and Hotmailbox Websites. See Mason Decl. Y 20-21; Lyons
Decl. 9 17, 27; Stangl Decl. 9 10-28; Boffa Decl. § 17; see also United States v. Lowson, 2010
WL 9552416, at *2 (D.N.J. Oct. 12, 2010) (denying motion to dismiss wire fraud counts where
defendants “knowingly and willfully engaged to defraud Ticketmaster” by ‘“circumvent[ing]
computer code,” by “writ[ing] automated software to defeat the vendors’ security measures,
including CAPTCHA,” and by “opening thousands of connections and using CAPTCHA Bots to
quickly solve CAPTCHA challenges™); see also id. (defendants “allegedly used various means of
deception, including mimicking the steps a human would take when answering CAPTCHA
challenges (including making mistakes), using thousands of non-consecutive IP addresses to create
the illusion that the addresses were not owned by a single company,” and “registering for fan clubs
under fake names™). Here, as in Lowson, Defendants’ “deceptive tactics in themselves suggest
that the defendants knew what they were doing was wrong.” 2010 WL 9552416, at *2; see also
Lyons Decl. § 18 (Defendants’ “instruction on the Hotmailbox Website to use the fraudulent

b

Microsoft accounts ‘as soon as you buy,”” in order “to avoid suspension” by Microsoft, is
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“evidence that the Fraudulent Enterprise is aware that its account-creation and sale scheme violates
Microsoft’s Services Agreement”).

iii. Plaintiff Was Harmed as a Direct Result of Defendants’
Racketeering Activity

As a direct result of Defendants’ conduct, Microsoft has been forced to spend tens of
millions of dollars in connection with investigating, identifying, and remediating the threats caused
by the Fraudulent Enterprise’s racketeering activity. Cambric Decl. 4 5, 7, 20; Boffa Decl. 9 17—
18. There is, accordingly, (1) “a direct relationship between the plaintiff’s injury and the
defendant’s injurious conduct” and (2) “but for the RICO violation, [Microsoft] would not have
been injured.” Alix v. McKinsey & Co., 23 F.4th 196, 203 (2d Cir. 2022), cert. denied, 143 S. Ct.
302 (2022). Plaintiff is therefore likely to succeed on the merits of its RICO claim.

b) Plaintiff Is Likely to Succeed on Its Lanham Act Claims

Defendants’ misappropriation of Microsoft’s registered trademarks constitutes trademark
dilution, trademark infringement, false designation of origin, federal false advertising, and federal
unfair competition under Sections 43(c), 32(1), and 43(a) of the Lanham Act.

Section 43(c) of the Lanham Act prohibits the use of a mark or trade name in commerce
that is likely to cause dilution by blurring or dilution by tarnishment of the famous mark, regardless
of the presence or absence of actual or likely confusion, of competition, or of actual economic
injury. 15 U.S.C. § 1125(¢c); see also Glob. Brand Holdings, LLC v. Church & Dwight Co., 2017
WL 6515419, at *1-2 (S.D.N.Y. Dec. 19, 2017) (“a ‘trademark dilution’ claim does not require a
plaintiff to demonstrate likelihood of confusion between the two marks . . . [the mark’s] ‘fame is

the key ingredient’”) (quoting Savin Corp. v. Savin Grp., 391 F.3d 439, 449 (2d Cir. 2004)).
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Section 32(1) of the Lanham Act prohibits the use of a reproduction, counterfeit, copy, or
“colorable imitation” of a registered mark in connection with the distribution of goods and services
where such use is likely to cause confusion or mistake or to deceive. 15 U.S.C. § 1114(1).

Section 43(a) of the Lanham Act prohibits the use of a trademark, any false designation of
origin, false designation of fact, or misleading representation of fact which:

is likely to cause confusion, or to cause mistake, or to deceive as to the affiliation,

connection, or association of such person with another person, or as to the origin,

sponsorship, or approval of his or her goods, services, or commercial activities by
another person, or . . . in commercial advertising or promotion, misrepresents the

nature, characteristics, qualities, or geographic origin of his or her or another

person’s goods, services, or commercial activities.

15 U.S.C. § 1125(a). Microsoft is likely to succeed under each provision.

First, Defendants’ conduct constitutes a clear violation of Lanham Act Section 43(c) (15
U.S.C. § 1125(c)) because they use Microsoft’s registered trademarks on their Hotmailbox and
1stCAPTCHA Websites (i.e., in commerce) without Microsoft’s authorization, Lyons Decl. 44 30—
32, and because Microsoft’s asserted marks are “famous and distinctive,” see Microsoft Corp. v.
Does 1-2, 2020 WL 13894281, at *7 (E.D. Va. Nov. 20, 2020) (Microsoft’s “Hotmail®” and
“Outlook®” trademarks are “famous and distinctive”), report and recommendation adopted, 2021

WL 12124650 (E.D. Va. Apr. 5, 2021).5 Although Defendants’ misuse of Microsoft’s registered

trademarks may not necessarily cause “confusion, mistake, or misrepresentation”—as the

> “To be considered famous, a mark must be widely recognized by the general consuming public
of the United States.” Adidas Am., Inc. v. Thom Browne Inc., 599 F. Supp. 3d 151, 161 (S.D.N.Y.
2022) (internal citations and quotations omitted) (finding fame of mark sufficiently pled when
complaint included “numerous examples of media coverage identifying the [mark’s] global fame
as well as examples of its ubiquity”). The factors a court may consider in determining whether a
mark is famous all support the conclusion that each of the registered trademarks at issue is famous:
(1) duration, extent, and geographic reach of mark’s advertising and publicity; (2) amount, volume,
and geographic extent of sales of goods and services offered under the mark; (3) extent of actual
recognition of the mark; and (4) whether the mark is registered. See 15 U.S.C. § 1125(c)(2)(A).
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cybercriminals visiting Defendants’ Websites presumably know that the services offered are illicit
and not sanctioned by Microsoft—Microsoft nonetheless has a valid trademark dilution claim
under 15 U.S.C. § 1125(c). See Bd. of Managers of Soho Int’l Arts Condo. v. City of N.Y., 2003
WL 21403333, at *18 (S.D.N.Y. June 17, 2003) (“‘[D]ilution’ under the Lanham Act does not
require . . . [a] likelihood of confusion, mistake, or misrepresentation . . . The owner need only
demonstrate that another has used the trademark in commerce.”).

Second, Defendants’ conduct also violates Lanham Act Sections 32(1) and 43(a) (15
U.S.C. §§ 1114(1) and 15 U.S.C. § 1125(a)) on the ground that such conduct has caused “initial-
interest confusion” and “post-sale confusion.” Coty Inc. v. Excell Brands, LLC, 277 F. Supp. 3d
425, 441, 458 (S.D.N.Y. 2017) (finding that plaintiff established likelihood of success on the
merits as to its claims under the Lanham Act Sections 32(1) and 43(a) and noting that, “in addition
to confusion arising at the point of sale, courts recognize, and [plaintift] alleges, two other types
of confusion: initial-interest and post-sale confusion”). Initial-interest confusion, on the one hand,
occurs “when a consumer, seeking a particular trademark holder’s product, is instead lured away
to the product of a competitor because of the competitor’s use of a similar mark, even though the
consumer is not actually confused about the source of the products or services at the time of actual
purchase.” 1-800 Contacts, Inc. v. WhenU.com, 309 F. Supp. 2d 467, 491 (S.D.N.Y. 2003), rev’d
and remanded on other grounds, 414 F.3d 400 (2d Cir. 2005). Post-sale confusion, on the other
hand, may occur “among non-purchasers” and may “aris[e] from use of a mark outside of a retail
environment after any sale or purchase of a product has concluded.” Id.

Initial-Interest Confusion: Here, Defendants, by using near-identical versions of
Microsoft’s registered trademarks, Lyons Decl. Y 30—32, may cause consumers seeking legitimate

Microsoft accounts to accidentally arrive on Defendants” Websites. See, e.g., Coty Inc., 277 F.
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Supp. 3d at 441-42; Planned Parenthood Fed'n of Am., Inc. v. Bucci, 1997 WL 133313, at *12
(S.D.N.Y. Mar. 24, 1997) (Defendant’s use of a domain name and home page address similar to
plaintiff’s mark “on their face, causes confusion among Internet users and may cause Internet users
who seek plaintiff’s web site to expend time and energy accessing defendant’s web site.”), aff'd,
152 F.3d 920 (2d Cir. 1998); N.Y. State Soc’y of Certified Pub. Accts. v. Eric Louis Assocs., Inc.,
79 F. Supp. 2d 331, 342 (S.D.N.Y. 1999) (use by defendant of a domain name and metatag similar
to plaintiff's common-law service mark “caused a likelihood of confusion because it created initial
interest confusion”); Bihari v. Gross, 119 F. Supp. 2d 309, 319 (S.D.N.Y. 2000) (“In the
cyberspace context, the concern is that potential customers of one website will be diverted and
distracted to a competing website. The harm is that the potential customer believes that the
competing website is associated with the website the customer was originally searching for and
will not resume searching for the original website.”); BigStar Ent., Inc. v. Next Big Star, Inc., 105
F. Supp. 2d 185, 207 (S.D.N.Y. 2000) (“The concern is that many of those initially interested
potential customers of plaintiff's would be diverted and distracted by defendants’ site and would
either believe that defendants’ site is associated with plaintiff's or would not return to plaintiff's
domain.”).

Post-Sale Confusion:  Here, Defendants sell fraudulent Microsoft accounts to
cybercriminals who in turn use them to conduct phishing scams, deploy cyberattacks, and engage
in other unlawful conduct. See Mason Decl. Y 25-29. Cybercriminals may therefore use
Microsoft’s Outlook word mark in a context “among non-purchasers” and “outside of a retail
environment,” and thus in a manner that causes post-sale confusion. See 1-800 Contacts, Inc., 309
F. Supp. 2d at 491. For example, after a cybercriminal purchases a fraudulent Microsoft Outlook

account from the Defendants, the cybercriminal may send emails containing ransomware-infected
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attachments to unwitting victims, who are lulled into opening the attachments by the fact that they
were transmitted by a seemingly legitimate Microsoft email account bearing the Outlook word
mark.

Third, Defendants’ violations of the Lanham Act, as set forth above, entitle Microsoft to
(1) disgorgement of Defendants’ profits and (ii) treble damages. See 15 U.S.C. § 1117(a)—(b).

Microsoft is entitled to disgorgement because it has demonstrated Defendants’ violation of
15 U.S.C. § 1125(a), as well as Defendants’ willful violation of 15 U.S.C. § 1125(c). See id.
§ 1117(a) (A plaintiff that “establishe[s]” a “violation under section 1125(a),” or “a willful
violation under section 1125(c) . . . shall be entitled . . . to recover (1) defendant’s profits, (2) any
damages sustained by the plaintiff, and (3) the costs of the action.”); id. § 1117(b) (“In assessing
damages for any violation of section 1114(1)(a) . . . , the court shall, unless the court finds
extenuating circumstances, enter judgment for three times such profits or damages . . . .”); see also
Romag Fasteners, Inc. v. Fossil, Inc., 140 S. Ct. 1492, 1495, 1497 (2020) (recognizing that
disgorgement under Lanham Act is available where defendant infringes trademark or where
defendant willfully dilutes trademark). Here, the circumstances weigh strongly in favor of
awarding Defendants’ profits to Microsoft. Defendants plainly misuse Microsoft’s trademarks in
a willful manner, their resulting gains are unquestionably ill-gotten, and their unjust enrichment
has caused Microsoft and its users significant financial and reputational harm. The disgorgement
of profits attributable to Defendants’ infringing scheme is also necessary to deter future violations.

Microsoft is also entitled to treble damages under 15 U.S.C. § 1117(b) because Defendants
were fully aware that they were without the right or authority to use Microsoft’s trademarks in
order to sell the illicit products they offered on the Hotmailbox and 1stCAPTCHA Websites. See

15 U.S.C. § 1117(b) (treble damages appropriate where defendant “intentionally us[es] a mark or
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designation, knowing such mark or designation is a counterfeit mark . . . , in connection with the
sale, offering for sale, or distribution of goods or services”) (emphasis added); Chanel, Inc. v.
Veronique Idea Corp., 795 F. Supp. 2d 262, 271 (S.D.N.Y. 2011) (recognizing plaintiff’s
entitlement to treble damages when “no rational jury could fail to find that Defendants
intentionally purchased and sold jewelry products bearing [plaintiff’s mark] at issue with full
knowledge that they were without the right or authority to do so”’) (emphasis added). Moreover,
an award of treble damages would serve to prevent further infringement by Defendants. See
Victorinox AG v. The B & F Sys., Inc., 2015 WL 9256944, at *3 (S.D.N.Y. Dec. 15, 2015)
(awarding treble damages to deter future misconduct and as a “fair approach” to the “difficult task”
of quantifying the extent of confusion and tarnishment), aff’d, 709 F. App’x 44 (2d Cir. 2017), as
amended (2d Cir. Oct. 4, 2017).

¢) Plaintiff Is Likely to Succeed on Its Tortious Interference Claim

Under New York law, a claim for tortious interference requires that (1) the plaintiff had
business relations with a third party; (2) the defendant interfered with those business relations;
(3) the defendant acted for a wrongful purpose or used dishonest, unfair, or improper means; and
(4) the defendant’s acts injured the relationship. Catskill Dev., L.L.C. v. Park Place Ent. Corp.,
547 F.3d 115, 132 (2d Cir. 2008). With respect to the third element, a defendant’s “commission
of a ‘crime or an independent tort’ clearly constitutes wrongful means.” Id. (quoting Carvel Corp.
v. Noonan, 3 N.Y.3d 182, 189 (2004)).

Here, Defendants acted for a wrongful purpose and through dishonest, unfair, and improper
means, to interfere with and cause damage to Microsoft’s business relationships, not only with its
end-user customers, but also with key corporate partners. Cambric Decl. 9 5, 19-22; see also

Google LLC v. Starovikov, 2021 WL 6754263, at *2-3 (S.D.N.Y. Dec. 16, 2021) (finding
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likelihood of success on Google’s tortious interference with business relationships claim where
cybercriminal defendants, among other wrongful conduct, “injur[ed] Google’s goodwill”).

d) Plaintiff Is Likely to Succeed on Its Conversion Claim

Under New York law, a claim for conversion requires that (1) plaintiff’s property subject
to conversion is a specific identifiable thing; (2) plaintiff had ownership, possession, or control
over the property before its conversion; and (3) defendant exercised an unauthorized dominion
over the thing in question, to the alteration of its condition or to the exclusion of the plaintiff's
rights. Moses v. Martin, 360 F. Supp. 2d 533, 541 (S.D.N.Y. 2004); see also Thyroffv. Nationwide
Mut. Ins. Co., 8 N.Y.3d 283, 284, 288—-89 (2007) (conversion applies to electronic computer
records and data).

In this case, Defendants interfered with and converted Microsoft’s account-creation
systems. Defendants deceived Microsoft’s CAPTCHA defense systems, infiltrated those systems,
and then stole valuable information therefrom which Defendants used to create and sell fraudulent
accounts and tokens for subsequent use by criminals for cybercrime activity and other unlawful
ends. See Mason Decl. 99 3, 5, 9-17, 25-29; Cambric Decl. 9 5-6, 15, 17, 19; Stangl Decl. 44 10—
11; Boffa Decl. 99 3, 5, 8-13; Lyons Decl. 9 4, 12—-15, 19-24. Accordingly, Microsoft, will
succeed on its conversion claim.

e) Plaintiff Is Likely to Succeed on Its Trespass to Chattels Claim

Under New York law, a claim for trespass to chattels requires that (1) defendants acted
with intent, (2) to physically interfere with plaintiff’s lawful possession, and (3) harm resulted.
Rekor Sys., Inc. v. Loughlin, 2022 WL 789157, at *13 (S.D.N.Y. Mar. 14, 2022); Register.com,
Inc. v. Verio, Inc., 356 F.3d 393, 404 (2d Cir. 2004) (“A trespass to a chattel may be committed

by intentionally . . . using or intermeddling with a chattel in the possession of another, where the
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chattel is impaired as to its condition, quality, or value.”) (alteration in original) (internal
quotations and citations omitted).

Defendants have interfered with and taken as their own Plaintiff’s resources, particularly
the “tokens” procured from the CAPTCHA challenges employed by Microsoft. These activities
injure the value of Plaintiff’s property and constitute a trespass. Defendants’ deception of
Microsoft’s CAPTCHA defense systems, followed by Defendants’ infiltration of those systems
and stealing of valuable CAPTCHA-defeating tokens (for subsequent use by criminals to deploy
cyberattacks and for other unlawful ends), constitute trespass without permission of Microsoft’s
systems and property, leading to substantial harm. Cambric ] 5, 7, 20; Boffa Decl. 9 17-18.

f) Plaintiff Is Likely to Succeed on Its Unjust Enrichment Claim

Under New York law, a claim for unjust enrichment requires that (1) defendant benefitted,
(2) at plaintiff’s expense, and (3) equity and good conscience require restitution. Beth Israel Med.
Ctr. v. Horizon Blue Cross & Blue Shield of N.J., Inc., 448 F.3d 573, 586 (2d Cir. 2008).
Defendants have clearly benefitted at Microsoft’s expense by infiltrating Microsoft’s systems,
stealing the data necessary to create fraudulent Microsoft accounts, and then selling those
fraudulent accounts (along with CAPTCHA tokens) to cybercriminals for them to wreak havoc on
Microsoft and its customers. Defendants have profited from their unlawful selling of fraudulent
Microsoft accounts to the tune of roughly $3 million. Boffa Decl. q 17.

Unjust enrichment “contemplates an obligation imposed by equity to prevent injustice,”
Cooper v. Anheuser-Busch, LLC, 553 F. Supp. 3d 83, 115 (S.D.N.Y. 2021) (internal quotations
and citations omitted), and prohibiting Defendants from profiting from their crimes would do just
that. Courts have found a likelihood of success on the merits of unjust enrichment claims in similar

circumstances. See, e.g., Starovikov, 2021 WL 6754263, at *3 (finding that Google demonstrated
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likelihood of success on its unjust enrichment claim against cybercriminals); Ex Parte Temporary
Restraining Order, Seizure Order and Order to Show Cause Re Preliminary Injunction at 3,
Microsoft Corp. v. John Does 1-2, No. 1:23-cv-02447 (E.D.N.Y. Mar. 31, 2023) (Morrison, J.),
ECF No. 13 (finding that Microsoft demonstrated likelihood of success on its claim for unjust
enrichment against cybercriminals); Ex Parte Temporary Restraining Order, Seizure Order and
Order to Show Cause Re Preliminary Injunction at 2, Microsoft Corp. v. John Does 1-5., No. 1:15-
cv-6565 (E.D.N.Y. Nov. 23, 2015), ECF No. 12 (same); Ex Parte Temporary Restraining Order,
Seizure Order and Order to Show Cause Re Preliminary Injunction at 3, Microsoft Corp. v. John
Does 1-39, No. 1:12-cv-1335 (E.D.N.Y. Mar. 19, 2012) (Kuntz, J.), ECF No. 13 (same).
Accordingly, Plaintiff is likely to succeed on the merits of its claim for unjust enrichment.

2. Defendants’ Conduct Has Caused Irreparable Harm

Microsoft has suffered a “reduc[tion]” in “reputational value and goodwill,” which
“constitutes the irreparable harm that is requisite to the issuance of the preliminary injunction.”
See Church of Scientology Int’l v. Elmira Mission of the Church of Scientology, 794 F.2d 38, 44
(2d Cir. 1986); see also Register.com, Inc., 356 F.3d at 404 (“[Defendant’s] actions would cause
[plaintiff] irreparable harm through loss of reputation, good will, and business opportunities.”);
Tom Doherty Assocs., Inc. v. Saban Ent., Inc., 60 F.3d 27, 38 (2d Cir. 1995) (“a loss of prospective
goodwill can constitute irreparable harm”); Broker Genius, Inc. v. Volpone, 313 F. Supp. 3d 484,
496 (S.D.N.Y. 2018) (same); Starovikov, 2021 WL 6754263, at *2 (finding irreparable harm where
defendants’ conduct “infring[ed] Google’s trademarks, injur[ed] Google’s goodwill, and
damag[ed] its reputation™); O.D.F. Optronics Ltd. v. Remington Arms Co., 2008 WL 4410130, at
*8 (S.D.N.Y. Sept. 26, 2008) (“harm to [plaintiff’s] goodwill and loss of customer relationships”

sufficed for requisite showing of “irreparable harm”); see also Engine Cap. Mgmt., LP v. Engine
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No. 1 GP LLC, 2021 WL 1372658, at *12 (S.D.N.Y. Apr. 12, 2021) (“a rebuttable presumption of
irreparable harm arises if a plaintiff demonstrates a likelihood of success on the merits” of its
Lanham Act claim) (citing 15 U.S.C. § 1116(a)), appeal withdrawn, 2021 WL 5831085 (2d Cir.
Aug. 17,2021).

Here, notwithstanding Microsoft’s best efforts at protecting itself and its customers,
Defendants have caused tens of millions of dollars in damage to Microsoft and have irreparably
harmed its reputation, goodwill, and critical customer relationships. See Cambric Decl. 9] 5, 7,
20; Boffa Decl. 99 17-18. Defendants’ ongoing fraudulent scheme presents a continuing threat to
Microsoft, its customers, and the public, all of whom have suffered and will continue to suffer
irreparable harm at the hands of the Defendants’ Enterprise absent injunctive and other relief to
disrupt the criminal scheme. See Cambric Decl. 9§ 22; Lyons Decl. § 35.

This harm is irreparable, moreover, because Microsoft is unlikely to ever be
compensated—even after final judgment—due to the fact that Defendants are -elusive
cybercriminals who will seek to evade the enforcement of any award. See CRP/Extell Parcel I,
L.P.v. Cuomo,394 F. App’x 779, 781 (2d Cir. 2010) (“[ W]e have held that a finding of irreparable
harm may lie in connection with an action for money damages where the claim involves an
obligation owed by an insolvent or a party on the brink of insolvency.”) (citing Brenntag Int’l
Chems. Inc. v. Bank of India, 175 F.3d 245, 249-50 (2d Cir. 1999)); see also id. at 782 (irreparable
harm exists where “there is a substantial chance that upon final resolution of the action the parties
cannot be returned to the positions they previously occupied”) (quoting Brenntag Int’l Chems.

Inc., 175 F.3d at 249-50).

42



Case 1:23-cv-10685-PAE Document 13 Filed 12/13/23 Page 52 of 64

3. The Balance of Equities Tips Decidedly in Plaintiff’s Favor

The balance of equities decidedly tips in Microsoft’s favor because Defendants will suffer
no harm to any legitimate interest if this Court issues a temporary restraining order and preliminary
injunction. There is simply no reason (in equity or otherwise) why Defendants should be permitted
to continue engaging in an illegal scheme to injure Microsoft, its customers, and third parties. See,
e.g., Starovikov, 2021 WL 6754263, at *2—3 (finding that balance of hardships tipped in plaintiff
Google’s favor, that there was “no legitimate reason” why defendants should be able to continue
their conduct, and that there was “no countervailing factor weighing against a preliminary
injunction,” where defendants, a “criminal enterprise,” were “infringing Google’s trademarks” and
“injuring Google’s goodwill”); FTC v. Verity Int’l, Ltd., 2000 WL 1805688, at *1 (S.D.N.Y. Dec.
8, 2000) (finding that “equities weigh[ed] in favor of” restraining order that would “protect the
public from [defendant’s] deceptive practice,” which likely violated federal law).

4. The Public Interest Favors an Injunction

This Court’s issuance of an injunction would serve the public interest and is explicitly
authorized by RICO and the Lanham Act. Every day that passes, Defendants sell more
fraudulently-procured Microsoft accounts to cybercriminals who will then use them for cybercrime
activity and other unlawful means. The public interest is clearly served by enforcing statutes
designed to protect the public, such as RICO and the Lanham Act. See, e.g., ProFitness Physical
Therapy Ctr. v. Pro-Fit Orthopedic & Sports Physical Therapy P.C., 314 F.3d 62, 68 (2d Cir.
2002) (acknowledging the “strong interest in preventing public confusion™); Starovikov, 2021 WL
6754263, at *4 (“the public interest is clearly served by enforcing statutes designed to protect the
public, such as RICO . . . and the Lanham Act”); Juicy Couture, Inc. v. Bella Int’l Ltd., 930 F.

Supp. 2d 489, 505 (S.D.N.Y. 2013) (issuing preliminary injunction in connection with Lanham
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Act claim and finding that the “public interest would not be disserved,” where plaintiff established
that defendants’ actions were “likely to cause consumer confusion™).

Numerous courts have granted injunctive relief targeted at disabling malicious cybercrime
infrastructures. See, e.g., Microsoft Corp. v. John Does 1-2, No. 1:23-cv-02447 (E.D.N.Y. Mar.
31, 2023) (Morrison, J.), ECF No. 13; Microsoft Corp. v. Malikov, No. 1:22-cv-01328 (N.D. Ga.
Apr. 8, 2022) (Cohen, J.), ECF No. 27; Microsoft Corp. v. John Does 1-5, No. 1:15-cv-6565
(E.D.N.Y. Dec. 8, 2015) (Gleeson, J.), ECF No. 18; Microsoft Corp. v. Peng Yong, No. 1:12-cv-
1004 (E.D. Va. Sept. 10, 2012) (Lee, J.), ECF No. 21; Microsoft Corp. et al. v. John Does 1-39,
No. 1:12-cv-1335 (E.D.N.Y. Mar. 29, 2012) (Johnson, J.), ECF No. 22; Microsoft Corp. v. Piatti,
No. 1:11-cv-1017 (E.D. Va. Sept. 22, 2011) (Cacheris, J.), ECF No. 14; Microsoft Corp. v. John
Does 1-11, No. 2:11-cv-00222 (W.D. Wash. Mar. 9, 2011) (Robart, J.), ECF No. 19; Microsoft
Corp. v. John Does 1-27, No. 1:10-cv-156 (E.D. Va. Feb. 22, 2010) (Brinkema, J.), ECF No. 13;
Starovikov, 2021 WL 6754263; FTC v. Pricewert LLC, No. 5:09-cv-2407 (N.D. Cal. June 2, 2009)
(Whyte, J.), ECF No. 12. The same result is warranted here.

In the foregoing cases, each involving claims similar to those presented here, the courts
granted as a remedy the transfer of malicious domains to the control of the plaintiff(s), and away
from the control of defendant(s). Such relief is appropriate and necessary, within the Court’s broad
equitable authority to craft remedies to prevent irreparable harm, and is not prohibited by any
statute or rule of law.

Federal courts have very broad, inherent equitable authority to craft injunctions for any
civil violation of law—especially in cases involving violations of RICO and the Lanham Act.
Indeed, RICO contemplates broadly that district courts

shall have jurisdiction to prevent and restrain violations of section 1962 . . . by
issuing appropriate orders, including, but not limited to: ordering any person to
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divest himself of any interest, direct or indirect, in any enterprise; imposing
reasonable restrictions on the future activities or investments of any person,
including, but not limited to, prohibiting any person from engaging in the same type
of endeavor as the enterprise engaged in, the activities of which affect interstate or
foreign commerce; or ordering dissolution or reorganization of any enterprise,
making due provision for the rights of innocent persons.

18 U.S.C. § 1964(a); see Chevron Corp. v. Donziger, 833 F.3d 74, 137 (2d Cir. 2016) (“[A] federal
court is authorized to grant equitable relief to a private plaintiff who has proven injury to its
business or property by reason of a defendant’s violation of § 1962[.]”). Likewise, the Lanham
Act contemplates that district courts “shall have power to grant injunctions, according to the
principles of equity and upon such terms as the court may deem reasonable, to prevent the violation
of any right of the registrant of a mark registered in the Patent and Trademark Office or to prevent
a violation under subsection (a), (c), or (d) of section 1125 of this title.” 15 U.S.C. § 1116(a); see
Coty Inc., 277 F. Supp. 3d at 465 (“courts may grant injunctions ‘according to the principles of
equity and upon such terms as the court may deem reasonable’”’) (quoting 15 U.S.C. § 1116(a)).
See also Weinberger v. Romero-Barcelo, 456 U.S. 305, 313 (1982) (“Unless a statute in so many
words, or by a necessary and inescapable inference, restricts the court’s jurisdiction in equity, the
full scope of that jurisdiction is to be recognized and applied.”) (quoting Porter v. Warner Holding
Co., 328 U.S. 395, 398 (1946)); Federal Marine Terminals, Inc. v. Burnside Shipping Co., 394
U.S. 404,412 (1969) (“[ T]he legislative grant of a new right does not ordinarily cut off or preclude
other nonstatutory rights in the absence of clear language to that effect.”).

This language evinces a Congressional intent to afford broad remedies, and federal courts
have taken that view in prior cybercrime matters brought by Microsoft. Orders to disable
Defendants’ cybercrime infrastructure would be squarely within the Court’s broad equitable

authority.
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5. The All Writs Act Authorizes the Court to Direct Third Parties to Perform
Acts Necessary to Avoid Frustration of the Requested Relief

Microsoft’s Proposed Order would direct that the third-party domain registries and service
providers, through which Defendants operate their Fraudulent Enterprise, reasonably cooperate to
effectuate this order. Specifically, the Proposed Order provides that the domains listed in
Appendix A be disabled or transferred to Plaintiff’s control, in order to mitigate the risk and injury
caused by Defendants. These third parties are the only entities that can effectively disable
Defendants’ domains, disable Defendants’ malicious software at those domains, and preserve the
evidence. Consequently, their cooperation is necessary.

Plaintiff requests this relief under the All Writs Act (“AWA”), which provides that a court
may issue all writs necessary or appropriate for the administration of justice. 28 U.S.C. § 1651(a).
The Supreme Court has recognized that the AWA can extend to third parties necessary to affect
the implementation of a court order:

The power conferred by the [AWA] extends, under appropriate circumstances, to

persons who, though not parties to the original action or engaged in wrongdoing,

are in a position to frustrate the implementation of a court order or the proper

administration of justice, and encompasses even those who have not taken any
affirmative action to hinder justice.

United States v. N.Y. Tel. Co., 434 U.S. 159, 174 (1977) (citations omitted); see also id. at 176
(holding order to telephone company to assist in implementation of a pen register warrant was
authorized under the All Writs Act).

There are two steps to any analysis of the AWA as applied to third parties. First, there are
three threshold requirements: (1) issuance of the writ must be “in aid of” the issuing court’s
jurisdiction, (2) the type of writ requested must be “necessary or appropriate” to provide such aid
to the issuing court’s jurisdiction, and (3) the issuance of the writ must be “agreeable to the usages

and principles of law.” See United States v. Amante, 418 F.3d 220, 222 (2d Cir. 2005); Yonkers
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Racing Corp. v. City of Yonkers, 858 F.2d 855, 863 (2d Cir. 1988); 28 U.S.C. § 1651. If these
threshold requirements are met, New York Telephone directs courts, in their discretion, to consider
three requirements for third-party writs: (1) “the closeness of [the third party’s] relationship to the
underlying criminal conduct and government investigation”; (2) “the burden the requested order
would impose on [the third party]”; and (3) “the necessity of imposing such a burden on [the third
party].” In re Apple, Inc., 149 F. Supp. 3d 341, 344, 351 (E.D.N.Y. 2016); see also N.Y. Tel. Co.,
434 U.S. at 174-78.

Plaintiff has plainly met the threshold factors. First, this action was commenced under
multiple federal statutes—the Lanham Act and RICO—meaning that the Court “unquestionably
has subject matter jurisdiction over this action pursuant to 28 U.S.C. Section 1331, and, therefore,
has jurisdiction to issue the requested [AWA] Order.” United Spinal Ass’n v. Bd. of Elections in
City of N.Y., 2017 WL 8683672, at *5 (S.D.N.Y. Oct. 11, 2017), report and recommendation
adopted, 2018 WL 1582231 (S.D.N.Y. Mar. 27, 2018). This Court’s utilization of the AWA is
also “necessary or appropriate” here. As the Supreme Court stated in New York Telephone,
“[u]nless appropriately confined by Congress, a federal court may avail itself of all auxiliary writs
as aids in the performance of its duties.” 434 U.S. at 172—73. The requested writ is necessary here
given the structure of Defendants’ Fraudulent Enterprise, which exploits the infrastructure and
businesses of third parties such as domain registries and registrars. See In re Apple, Inc., 149 F.
Supp. 3d at 352 (recognizing the order was necessary and appropriate in a cell phone decryption
case).

Plaintiff’s Proposed Order also comports with appropriate principles of law. When the
first two requirements are met, the All Writs Act empowers the court “to enjoin and bind non-

parties to an action when needed to preserve the court’s ability to reach or enforce its decision in
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a case over which it has proper jurisdiction.” U.S. Commodity Futures Trading Comm’n v.
Amaranth Advisors, LLC, 523 F. Supp. 2d 328, 335 (S.D.N.Y. 2007) (quoting In re Baldwin-
United Corp., 770 F.2d 328, 338 (2d Cir. 1985)). In this case, where Defendants constantly
“recycle and mask IP addresses”—i.e., in order to avoid detection, Defendants constantly change
the IP addresses from which the fraudulent accounts are logging into Microsoft’s systems (Lyons
Decl. 49 28-29)—an order that enjoins Defendants but does not direct the domain registries under
the AWA will leave Microsoft, and then this Court, playing a game of “whack-a-mole.” See, e.g.,
Arista Records, LLC v. Tkach, 122 F. Supp. 3d 32, 34 (S.D.N.Y. 2015) (noting that, in a domain
name seizure case, “‘Plaintiffs explain that they were then drawn into what they describe as a
technological globetrotting game of ‘whack-a-mole’ in an effort to enforce the TRO”). Because
of the resilient nature of Defendants’ Fraudulent Enterprise, see Cambric Decl. 4 17; Boffa Decl.
9 9, any partial disruption will have little to no effect as Defendants will maintain the ability to
reassert control. In other words, this Court’s decision will not be fully enforced.

The third parties named in the Proposed Order are also each completely necessary for an
effective permanent injunction. Absent a complete disabling of Defendants’ malicious software
and a transfer of the relevant domains away from their control, Defendants will be able simply to
shift their infrastructure to new IP addresses and domains. The AWA was enacted for precisely
this sort of case. See In re Application of United States for an Order Authorizing an In-Progress
Trace of Wire, 616 F.2d 1122, 1129 (9th Cir. 1980) (“[T]he Court [in New York Telephone] made
the commonsense observation that, without the participation of the telephone company, ‘there is
no conceivable way in which the surveillance authorized . . . could have been successfully
accomplished.’”) (alteration in original) (quoting N.Y. Tel. Co., 434 U.S. at 175); In re Baldwin-

United Corp., 770 F.2d at 338 (“An important feature of the All-Writs Act is its grant of authority
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to enjoin and bind non-parties to an action when needed to preserve the court’s ability to reach or
enforce its decision in a case over which it has proper jurisdiction.”); see also Dell, Inc. v.
Belgiumdomains, LLC, 2007 WL 6862341, at *4—6 (S.D. Fla. Nov. 21, 2007) (applying All Writs
Act in conjunction with trademark seizure under Rule 65 and Lanham Act and directing third party
VeriSign, Inc. to take actions on certain domain names); In re Baldwin-United Corp., 770 F.2d at
339 (“We do not believe that Rule 65 was intended to impose such a limit on the court’s authority
provided by the All-Writs Act to protect its ability to render a binding judgment.”).

In sum, requiring these third parties to reasonably assist in the execution of this order will
not offend due process, as the Proposed Order (1) requires only minimal assistance from the third
parties in executing the order (acts that they would take in the ordinary course of their operations),
(2) requires that it be implemented with the least degree of interference with the normal operation
of the third parties, and (3) does not deprive the third parties of any tangible or significant property
interests.® If, in the implementation of the Proposed Order, any third party wishes to bring an issue
to the attention of the Court, Plaintiff will bring it immediately. The third parties will have an
opportunity to be heard at the preliminary injunction hearing, which must occur shortly after the
execution of the Proposed Order. See Fed. R. Civ. P. 65(b)(2). Accordingly, the directions to the
third parties in the Proposed Order are narrow, satisfy due process, and are necessary to effect the
requested relief and ensure that the relief is not rendered fruitless.

6. An Ex Parte TRO and Preliminary Injunction Is the Only Effective Means
of Relief, and Alternative Service Is Warranted Under the Circumstances

The Temporary Restraining Order that Microsoft requests must issue ex parte for the relief

to be effective given the extraordinary factual circumstances here—namely, Defendants’ technical

® Microsoft will work with the providers identified in the Proposed Order to deploy technology
designed to ensure no third party is deprived of any property interest.
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sophistication and ability to move their malicious infrastructure if they are given any advance
notice of this action. Rule 65 of the Federal Rules of Civil Procedure permits an ex parte temporary
restraining order where, as here, the moving party sets forth facts showing an immediate and
irreparable injury and why notice should not be required. See Fed. R. Civ. P. 65(b)(1); see also In
re Vuitton et Fils S.A., 606 F.2d 1, 4 (2d Cir. 1979) (“Ex parte temporary restraining orders are no
doubt necessary in certain circumstances . . .”’) (quoting Granny Goose Foods, Inc. v. Brotherhood
of Teamsters & Auto Truck Drivers, Local No. 70,415 U.S. 423, 439 (1974)).

If notice is given prior to issuance of a Temporary Restraining Order, Defendants will
likely be able to quickly mount an alternate infrastructure for their Fraudulent Enterprise. Lyons
Decl. 4 33. Thus, providing notice of the requested Temporary Restraining Order will undoubtedly
facilitate efforts by Defendants to defend their operations. It is well established that ex parte relief
is appropriate under the circumstances present here, where notice would render the requested relief
ineffective. See, e.g., In re Vuitton et Fils S.A., 606 F.2d at 4-5 (holding that notice prior to issuing
temporary restraining order was not necessary where notice would “serve only to render fruitless
further prosecution of the action”); id. at 2 (plaintiff’s “[prior] experience . . . taught it that once
one member of this community of counterfeiters learned that he had been identified by [plaintift]
and was about to be enjoined from continuing his illegal enterprise, he would immediately transfer
his inventory to another counterfeit seller, whose identity would be unknown to [plaintift]”); AT&T
Broadband v. Tech Commc 'ns, Inc., 381 F.3d 1309, 1319-20 (11th Cir. 2004) (affirming ex parte
search and seizure order to seize contraband technical equipment, given evidence that, in the past,
defendants and persons similarly situated had secreted evidence once notice given); Little Tor Auto
Ctr. v. Exxon Co., USA, 822 F. Supp. 141, 143 (S.D.N.Y. 1993) (ex parte temporary restraining

order is appropriate where contraband “may be destroyed as soon as notice is given”).
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Moreover, where (as here) there is evidence that operators of cybercrime infrastructure will
attempt to evade enforcement attempts if they have notice, ex parte relief is particularly
appropriate. See, e.g., Microsoft Corp. v. John Does 1-2, No. 1:23-cv-02447 (E.D.N.Y. Mar. 31,
2023), ECF No. 13; Microsoft Corp. v. Peng Yong, No. 1:12-cv-1004 (E.D. Va. Sept. 10, 2012),
ECF No. 21; Microsoft Corp. v. Piatti, No. 1:11-cv-1017 (E.D. Va. Sept. 22, 2011), ECF No. 14;
Microsoft Corp. v. John Does 1-27, No. 1:10-cv-156 (E.D. Va. Feb. 22, 2010), ECF No. 13. In
each of these cases, courts issued ex parte TROs to disable cybercrime infrastructure, recognizing
the risk that Defendants would move the infrastructure and destroy evidence if prior notice were
given.

To ensure due process, immediately upon entry of the requested ex parte Temporary
Restraining Order, Plaintiff will undertake all reasonable efforts to effect formal and informal
notice of the preliminary injunction hearing to Defendants and to serve the Complaint and all other
papers. Specifically:

Plaintiff Will Provide Notice by Email, Facsimile and/or Mail: Microsoft has identified
or will identify email addresses, mailing addresses, and/or facsimile numbers provided by the
Defendants, and will further identify such contact information pursuant to the terms of the
requested Temporary Restraining Order. See Rozbruch Decl.  11-15. Plaintiff will provide
notice of the preliminary injunction hearing and will effect service of the Complaint by
immediately sending the same pleadings described above to the email addresses provided to the
hosting companies, registrars, and registries, and to any other email addresses, facsimile numbers,
and mailing addresses that can be identified. /d. Based on Microsoft’s investigation, it appears
that the most effective means of contacting the Defendants are the email addresses used to register

the domains at issue or to otherwise carry out their activities. /d. § 10. Notably, when Defendants
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registered for the domain names of their websites, they agreed not to engage in abusive activities
and to accept notice of hosting-related disputes through the email, facsimile, and mail addresses
provided by them. Id. 99 21-32.

Plaintiff Will Provide Notice to Defendants by Publication: Plaintiff will notify the
Defendants of the preliminary injunction hearing and the Complaint against their misconduct by
publishing the materials on a centrally located, publicly accessible source on the Internet for a
period of 6 months. Id. 4 12.

Plaintiff Will Provide Notice to Defendants by Personal Delivery: Plaintiff has
identified domain names from which Defendants’ infrastructure operates, and, pursuant to the
requested Temporary Restraining Order, will obtain from the domain registrars any and all
physical addresses of the Defendants. Microsoft will also attempt to serve by hand, pursuant to
Federal Rules of Civil Procedure 4(e)(2)(A) and 4(f)(3), the formal notice of the preliminary
injunction hearing, the Complaint, the instant motion and supporting documents, as well as any
Order issued by this Court to any United States addresses, to the extent any are identified. Id. 9 14.

Plaintiff Will Provide Notice by Personal Delivery and Treaty If Possible: If valid
physical addresses of Defendants can be identified, Microsoft will notify Defendants and serve
process upon them by personal delivery, or through the Hague Convention on service of process
or similar treaty-based means, to the extent available. See id. | 14.

Notice and service by the foregoing means satisfy due process; are appropriate, sufficient,
and reasonable to apprise Defendants of this action; and are necessary under the circumstances.

Legal notice and service by email, facsimile, mail, and publication satisfies due process as
these means are reasonably calculated, in light of the circumstances, to apprise the interested

parties of the requested Temporary Restraining Order, the preliminary injunction hearing, and the
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lawsuit. See Mullane v. Cent. Hanover Bank & Tr. Co., 339 U.S. 306, 314 (1950). Such methods
are also authorized under Federal Rule of Civil Procedure 4(f)(3), which allows a party to serve
defendants by means not prohibited by international agreement.

Moreover, Plaintiff’s proposed methods of notice and service have been approved in other
cases involving international defendants attempting to evade authorities. See, e.g., Rio Props., Inc.
v. Rio Int’l Interlink, 284 F.3d 1007, 101318 (9th Cir. 2002) (authorizing service by email on
international defendant); Payne v. McGettigan’s Mgmt. Servs. LLC, 2019 WL 6647804, at *1-2
(S.D.N.Y. Nov. 19, 2019) (noting that courts have found various alternative methods of service
appropriate and authorizing service via email on foreign defendant); Elsevier, Inc. v. Siew Yee
Chew, 287 F. Supp. 3d 374, 379-80 (S.D.N.Y. 2018) (finding, in trademark infringement action,
that service on foreign defendants via email satisfied constitutional standards of due process); Ex
Parte Temporary Restraining Order and Order to Show Cause Re Preliminary Injunction q 7,
Microsoft Corp. v. John Does 1-27,No. 1:10-cv-156 (E.D. Va. Feb. 22, 2010) (Brinkema J.), ECF
No. 13 (finding service proper where plaintiff effectuated notice of temporary restraining order
and preliminary injunction order, preliminary injunction hearing, and complaint by “personal
delivery upon defendants who provided contact information in the U.S.”; “personal delivery
through the Hague Convention on Service Abroad upon defendants who provided contact
information in China”; “transmission by e-mail, facsimile and mail to the contact information
provided by defendants to their domain name registrars and as agreed to by defendants in their
domain name registration agreements”; and “publishing notice on a publicly available Internet
website™); Microsoft Corp. v. Does 1-18,2014 WL 1338677, at *3 (E.D. Va. Apr. 2,2014) (finding
service was proper where plaintiff sent “copies of the original Complaint, Russian translations, a

link to all pleadings, and the temporary restraining order notice language to all email addresses
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associated with the Bamital botnet command and control domains” and “published in English and
Russian the Complaint, Amended Complaint, Summons, and all orders and pleadings in this action
at the publicly available website www.noticeofpleadings.com”) (citing Fed. R. Civ. P. 4()(3)).

Such service is particularly warranted in cases such as this involving Internet-based
misconduct, carried out by international defendants, causing immediate, irreparable harm. As the
Ninth Circuit observed:

[Defendant] had neither an office nor a door; it had only a computer terminal. If any

method of communication is reasonably calculated to provide [defendant] with notice,

surely it is email—the method of communication which [defendant] utilizes and prefers.

In addition, email was the only court-ordered method of service aimed directly and

instantly at [Defendant] . . . Indeed, when faced with an international e-business scofflaw,

playing hide-and-seek with the federal court, email may be the only means of effecting
service of process.
Rio Properties, Inc., 284 F.3d at 1018. Significantly, courts in the Second Circuit have followed
Rio Properties. See, e.g., Payne, 2019 WL 6647804, at *1; Elsevier, Inc., 287 F. Supp. 3d at 379—
80.

For all of the foregoing reasons, Plaintiff respectfully requests that this Court enter the
requested Temporary Restraining Order and Order to Show Cause why a preliminary injunction
should not issue, and further order that the means of notice of the preliminary injunction hearing,
the Complaint, the instant motion and supporting documents, as well as any Order issued by this
Court, as set forth herein, meet Federal Rule of Civil Procedure 4(f)(3), satisfy due process, and
are reasonably calculated to notify Defendants of this action.

III. CONCLUSION

For the reasons set forth herein, Plaintiff respectfully requests that this Court grant its

motion for a Temporary Restraining Order and Order to Show Cause regarding why a preliminary
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injunction should not issue. Plaintiff further respectfully requests that the Court permit notice of

the preliminary injunction hearing and above-referenced documents by alternative means.

Dated: December 7, 2023 CAHILL GORDON & REINDEL LLP

New York, New York ‘%
By: (———

Bftan T. Markley

Samson A. Enzer

Jason Rozbruch

32 Old Slip

New York, New York 10005

MICROSOFT CORPORATION
Sean Farrell
One Microsoft Way
Redmond, Washington 98052

Counsel for Plaintiff Microsoft Corporation
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION, :
Plaintiff, : Case No.
-against- :
DUONG DINH TU,
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

DECLARATION OF SHINESA CAMBRIC IN SUPPORT OF
PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

I, Shinesa Cambric, declare as follows:

1. I am the Principal Product Manager of the Anti-Abuse and Fraud Defense Team at
Microsoft Corporation. I respectfully submit this declaration in support of Microsoft’s motion for
an emergency ex parte temporary restraining order and order to show cause why a preliminary
injunction should not be entered in the above-captioned case.

2. In my role at Microsoft, I assess whether malicious actors or their “bots™' are
creating accounts in the ecosystem of Microsoft software and services offered to Microsoft

customers, or are otherwise violating Microsoft’s terms of service.? I am also a member of a task

! Internet bots are software programs that simulate human user behavior and perform repetitive,
automated tasks.

2 A true and correct copy of Microsoft’s Services Agreement detailing its terms of service,
published July 30, 2023 and effective September 30, 2023, is attached to this declaration as Exhibit
1, and is also available online at https://www.microsoft.com/en-us/servicesagreement/.
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force of Microsoft employees that has been assembled to address the cybersecurity threats
presented by the illicit online criminal enterprise referred to herein as the “Fraudulent Enterprise.”

3. Prior to joining Microsoft, I held various roles in the cybersecurity departments of
several major corporations, including Vistra Corp., Fossil Group Inc., Rockwell Collins,
NewellRubbermaid, MedQuist, Inc., and International Paper. In each role, I focused on using
state-of-the-art technology to prevent malicious actors from penetrating company security
systems. I am a Certified Cloud Security Professional (CCSP), a Certified Information Security
Manager (CISM), and a Certified Data Privacy Solutions Engineer (CDPSE). A true and correct
copy of my curriculum vitae and certifications is attached to this declaration as Exhibit 2.

4. Since in or about June 2022, I have been investigating the structure and function of
the Fraudulent Enterprise, which is in the business of using fraud and deception to breach
Microsoft’s security systems, open Microsoft accounts in the names of fictitious users, and then
sell these fake Microsoft accounts to cybercriminals for use in a wide variety of internet-based
crimes (the “Fraudulent Scheme”).

5. Through this scheme, the Fraudulent Enterprise has created and sold millions of
fake Microsoft accounts. Microsoft has incurred tens of millions of dollars in expenses to abate
the threats caused by the Fraudulent Enterprise, including millions of dollars on upgrades to adapt
to its evolving fraud. The Fraudulent Enterprise has also caused irreparable damage to Microsoft’s
reputation, goodwill, and relationships with key customers and will continue to do so absent
injunctive and other relief to disrupt the scheme.

6. I make this declaration based upon my personal knowledge, and upon information
and belief from my review of documents and evidence collected during this investigation of the

Fraudulent Enterprise.
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I. Microsoft’s Efforts to Protect Customers

7. Microsoft invests significant time and money to deliver services to its customers in
a safe and secure fashion, and to generate and sustain overall consumer trust and confidence in the
integrity of the digital economy and Internet. As a result, Microsoft undertakes costly, time-
consuming, and labor-intensive efforts to secure its software ecosystem to help ensure that its
customers enjoy a positive, worry-free experience when they use Microsoft’s services. In recent
years alone, Microsoft has spent tens of millions of dollars employing top-flight technical, legal,
and business experts to prevent, disrupt, and deter cybercrime.

8. As the Principal Product Manager of Microsoft’s Anti-Abuse and Fraud Defense
Team, I participate directly in these efforts, some of which are summarized below.

A. Prevention

0. Because bots can perform repetitive tasks rapidly, they are frequently used by
cybercriminals for a wide array of illegal ends, including to spray emails and other
communications across the Internet to disseminate computer viruses, such as “ransomware” used
to extort payments from victims, and other types of malicious software (‘“malware”).

10. To prevent bots controlled by malicious actors from opening Microsoft accounts,
Microsoft contracts with a leading vendor called Arkose Labs, which employs a state-of-the-art
CAPTCHA defense service that serves as a gatekeeper requiring every would-be user who wishes
to open a Microsoft account to represent that they are a human being (not a bot), and to verify the
accuracy of that representation by solving several puzzles—which, if answered correctly, provide
a high level of confidence that the user is, in fact, human. CAPTCHA stands for “Completely
Automated Public Turing test to tell Computers and Humans Apart.”

11. Microsoft also uses a variety of internal tools that leverage artificial intelligence
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and machine learning to prevent bots and other malicious actors from entering its systems.
Microsoft employs engineers, data scientists, and other investigators to monitor its systems (such
as its Outlook and Skype platforms) for signs of suspicious behavior (such as indications of bots
opening fake Microsoft accounts in bulk) and suspend Microsoft accounts that are believed with a
high degree of certainty to be acting in violation of Microsoft’s terms of service.

B. Detection and Suspension

12. Microsoft also employs in-house-developed algorithms that leverage artificial
intelligence, machine learning, and heuristics to aggregate and assess signals related to suspicious
behaviors, attributes, and patterns for users and devices that would indicate the presence of a bot
or other malicious actor.

13. To identify these activities and actors, Microsoft classifies users according to a
ranking system based on signal combinations. This ranking system—which ranks accounts as (i)
unknown, (ii) basic, (ii1), preferred, (iv) suspicious, (v) or abusive—is crucial because Microsoft
suspends accounts only when it has high confidence, based on the algorithms and signals being
shared, that the account deserves suspension.

II. Discovery of the Fraudulent Enterprise

14. In 2021, Microsoft’s Identity Organization and Security Research teams initially
detected the Fraudulent Enterprise after noticing suspicious patterns of Microsoft accounts being
opened by overlapping Internet Protocol (IP) addresses.?

15. After conducting an investigation into the source of these suspicious patterns,

Microsoft determined that the Fraudulent Enterprise had been causing bots to use fraud and

> An IP address is a unique identifying number that is assigned to every device connected to the
internet.
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deception to bypass Microsoft’s CAPTCHA challenges, open Microsoft accounts in bulk in the
names of fictitious users, and sell these fake Microsoft accounts to cybercriminals.

16. From April 2023 through June 2023, to stem the harm caused by the Fraudulent
Enterprise, Microsoft systematically identified and suspended up to 200,000 fake Microsoft
accounts per day that were opened by bots controlled by the Enterprise.

17. In response, the Fraudulent Enterprise adapted its methods and tactics and managed
to continue breaching Microsoft’s security systems and opening substantial volumes of fake
Microsoft accounts. Microsoft’s Identity Organization and Security Research teams then
introduced two new cybersecurity algorithms, which utilized insights from past data studies as
well as ongoing investigations of the Fraudulent Enterprise. These algorithms were integrated into
Microsoft’s production systems for the purpose of identifying fake Microsoft accounts that met
the Fraudulent Enterprise’s new patterns even faster and with high levels of precision. These
algorithms continue to seek out potentially problematic accounts, using a combination of account
features and logs derived from Identity Organization data sources, including domain features,
recovery data, and alias features.

18. To further address the issues caused by the Fraudulent Enterprise, Microsoft formed
a task force of roughly twenty investigators and engineers. The task force continues to confer on
a regular basis for the purpose of attempting to abate the threats caused by the Fraudulent
Enterprise.

III. Harm to Microsoft, Its Customers and the Public

19. Despite Microsoft’s best efforts at warding off the Fraudulent Enterprise, it has
nonetheless continued its misconduct on a massive scale, creating a substantial risk that Microsoft,

its customers, and the public will be harmed by malware spread using fake Microsoft accounts
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sold by the Fraudulent Enterprise. Based on our analysis of internal Microsoft data pertaining to
the scheme, we estimate that the Fraudulent Enterprise has created and sold roughly 750 million
fake Microsoft accounts to date.

20. Microsoft has incurred tens of millions of dollars in expenses to abate the threats
caused by the Fraudulent Enterprise, including millions of dollars on upgrades to CAPTCHA
challenges to adapt to its evolving scheme. The Fraudulent Enterprise has also caused irreparable
damage to Microsoft’s reputation, goodwill, and relationships with key customers.

21. For example, in or about March 2023, a major Microsoft customer experienced
attacks arising out of the actions of the Fraudulent Enterprise. Specifically, fake Microsoft
Outlook and Hotmail accounts purchased from the Fraudulent Enterprise were reaping the benefits
of the customer’s services provided as test trials to prospective users, even though these fake
accounts had no intention of ever paying for those services. These accounts also caused outages
in the customer’s systems. Due to these difficulties, the customer blocked all new account sign-
ups from Microsoft Outlook and Hotmail, thus irreparably harming Microsoft’s business
relationship and harming countless legitimate Microsoft customers.

22. The Fraudulent Enterprise’s ongoing fraudulent scheme presents a continuing
threat to Microsoft, its customers, and the public, all of whom have suffered and will continue to
suffer irreparable harm at the hands of the Fraudulent Enterprise absent injunctive and other relief

to disrupt their scheme.
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I declare under penalty of perjury of the laws of the United States of America that the

foregoing is true and correct.

Executed on this D0 day of Novepner . 2023 in 30\0(\56’ y Ner S

. b
|

Shinesa Cambric
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Exhibit 1
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Published: July 30, 2023

Effective: September 30, 2023

Introduction to the Microsoft Services Agreement

The Microsoft Services Agreement is an agreement between you and Microsoft (or one of its affiliates) that governs your use of Microsoft consumer
online products and services.

We understand that you may have questions about the Microsoft Services Agreement. We have an FAQ page (https://www.microsoft.com/en-
us/servicesagreement/faq) that provides more information, including what Microsoft products and services it covers. Whenever we make changes, we
provide a summary of the most notable changes to the current Microsoft Services Agreement. We will also continue to provide a summary of the
changes to the previous version, and a link to the previous version, of the Microsoft Services Agreement on the Summary_of Changes
(https://www.microsoft.com/en-us/servicesagreement/updates) page.

Summary of Arbitration Provisions

The Microsoft Services Agreement contains binding arbitration and class action waiver terms that apply to U.S. residents. You and we agree to submit
disputes to a neutral arbitrator and not to sue in court in front of a judge or jury, except in small claims court. Please see Section 15 for details.

ESTIMATED READING TIME: 55 Minutes; 14268 words

Microsoft Services Agreement

IF YOU LIVE IN (OR YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE AND
CLASS ACTION WAIVER IN SECTION 15. IT AFFECTS HOW DISPUTES ARE RESOLVED.

These terms (“Terms”) cover the use of those Microsoft consumer products, websites, and services listed at the end of these Terms here
(https://www.microsoft.com/servicesagreement#serviceslist) (the “Services"). You accept these Terms by creating a Microsoft account, through your use
of the Services, or by continuing to use the Services after being notified of a change to these Terms.

Your Privacy
Your Content
Code of Conduct

sing_the Services & Support

Using_Third-Party Apps and Services

Service Availability

Updates to the Services or Software, and Changes to These Terms

Software License
Payment Terms

Contracting_Entity, Choice of Law, Jurisdiction

Warranties
Limitation of Liability.

Service-Specific Terms

>

bo

X<

Store

Microsoft Family Features

Group Messaging

Skype,_Microsoft Teams, and GroupMe

Bing_.and MSN
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Cortana

Microsoft 365 Apps and Services

Health Bots
Digital Goods
Microsoft Storage
Microsoft Rewards
Azure

Microsoft Soundscape

Power Platform
Dynamics 365
Al Services

Binding_Arbitration and Class Action Waiver

Miscellaneous

NOTICES

STANDARD APPLICATION LICENSE TERMS

Covered Services

Your Privacy

1. Your Privacy. Your privacy is important to us. Please read the Microsoft Privacy Statement (https://go.microsoft.com/fwlink/?Linkld=521839) (the
"Privacy Statement") as it describes the types of data we collect from you and your devices ("Data"), how we use your Data, and the legal bases we
have to process your Data. The Privacy Statement also describes how Microsoft uses your content, which is your communications with others; postings
submitted by you to Microsoft via the Services; and the files, photos, documents, audio, digital works, livestreams and videos that you upload, store,
broadcast, create, generate, or share through the Services or inputs that you submit in order to generate content ("Your Content"). Where processing
is based on consent and to the extent permitted by law, by agreeing to these Terms, you consent to Microsoft's collection, use and disclosure of Your

Content and Data as described in the Privacy Statement. In some cases, we will provide separate notice and request your consent as referenced in the
Privacy Statement.

Your Content

2. Your Content. Many of our Services allow you to create, store or share Your Content or receive material from others. We don’t claim ownership of
Your Content. Your Content remains yours and you are responsible for it.

a. When you share Your Content with other people, you understand that they may be able to, on a worldwide basis, use, save, record, reproduce,
broadcast, transmit, share and display Your Content for the purpose that you made Your Content available on the Services without compensating
you. If you do not want others to have that ability, do not use the Services to share Your Content. You represent and warrant that for the duration
of these Terms, you have (and will have) all the rights necessary for Your Content that is uploaded, stored, or shared on or through the Services
and that the collection, use, and retention of Your Content will not violate any law or rights of others. Microsoft cannot be held responsible for
Your Content or the material others upload, store or share using the Services.

b. To the extent necessary to provide the Services to you and others, to protect you and the Services, and to improve Microsoft products and
services, you grant to Microsoft a worldwide and royalty-free intellectual property license to use Your Content, for example, to make copies of,
retain, transmit, reformat, display, and distribute via communication tools Your Content on the Services. If you publish Your Content in areas of
the Service where it is available broadly online without restrictions, Your Content may appear in demonstrations or materials that promote the
Service. Some of the Services are supported by advertising. Controls for how Microsoft personalizes advertising are available at
https://choice.live.com (https://go.microsoft.com/fwlink/?Linkld=286759). We do not use what you say in email, chat, video calls or voice mail, or
your documents, photos or other personal files, to target advertising to you. Our advertising policies are covered in detail in the Privacy
Statement.
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3. Code of Conduct. You are accountable for your conduct and content when using the Services.
a. By agreeing to these Terms, you're agreeing that, when using the Services, you will follow these rules:

i. Don't do anything illegal, or try to generate or share content that is illegal.

ii. Don't engage in any activity that exploits, harms, or threatens to harm children.

iii. Don't send spam or engage in phishing, or try to generate or distribute malware. Spam is unwanted or unsolicited bulk email, postings,
contact requests, SMS (text messages), instant messages, or similar electronic communications. Phishing is sending emails or other electronic
communications to fraudulently or unlawfully induce recipients to reveal personal or sensitive information, such as passwords, dates of birth,
Social Security numbers, passport numbers, credit card information, financial information, or other sensitive information, or to gain access to
accounts or records, exfiltration of documents or other sensitive information, payment and/or financial benefit. Malware includes any activity
designed to cause technical harm, such as delivering malicious executables, organizing denial of service attacks or managing command and
control servers.

iv. Don't publicly display or use the Services to generate or share inappropriate content or material (involving, for example, nudity, bestiality,
pornography, offensive language, graphic violence, self-harm, or criminal activity).

v. Don't engage in activity that is fraudulent, false or misleading (e.g., asking for money under false pretenses, impersonating someone else,
creating fake accounts, automating inauthentic activity, generating or sharing content that is intentionally deceptive, manipulating the
Services to increase play count, or affect rankings, ratings, or comments).

vi. Don't circumvent any restrictions on access to, usage, or availability of the Services (e.g., attempting to “jailbreak” an Al system or
impermissible scraping).

vii. Don't engage in activity that is harmful to you, the Services, or others (e.g., transmitting viruses, stalking, trying to generate or sharing
content that harasses, bullies or threatens others, posting terrorist or violent extremist content, communicating hate speech, or advocating
violence against others).

viii. Don't violate or infringe upon the rights of others (e.g., unauthorized sharing of copyrighted music or other copyrighted material, resale
or other distribution of Bing maps, or taking photographs or video/audio recordings of others without their consent for processing of an
individual’s biometric identifiers/information or any other purpose using any of the Services).

ix. Don't engage in activity that violates the privacy of others.

x. Don't help others break these rules.

More information about our policies, moderation and enforcement processes and service specific terms is available at aka.ms/trustandsafety.
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4. Using the Services & Support.

a. Microsoft account. You'll need a Microsoft account to access many of the Services. Your Microsoft account lets you sign in to products,
websites and services provided by Microsoft and some Microsoft partners.

i. Creating an Account. You can create a Microsoft account by signing up online. You agree not to use any false, inaccurate or misleading
information when signing up for your Microsoft account. In some cases, a third party, like your Internet service provider, may have assigned a
Microsoft account to you. If you received your Microsoft account from a third party, the third party may have additional rights over your
account, like the ability to access or delete your Microsoft account. Please review any additional terms the third party provided you, as
Microsoft has no responsibility regarding these additional terms. If you create a Microsoft account on behalf of an entity, such as your
business or employer, you represent that you have the legal authority to bind that entity to these Terms. You cannot transfer your Microsoft
account credentials to another user or entity. To protect your account, keep your account details and password confidential. You are
responsible for all activity that occurs under your Microsoft account.

ii. Account Use. You must use your Microsoft account to keep it active. This means you must sign in at least once in a two-year period to
keep your Microsoft account, and associated Services, active, unless a longer period is provided in the Microsoft account activity policy at
https://go.microsoft.com/fwlink/p/?linkid=2086738 or in an offer for a paid portion of the Services. If you don't sign in during this time, we
will assume your Microsoft account is inactive and will close it for you. Please see section 4.a.iv.2 for the consequences of a closed Microsoft

account. You must sign into your Outlook.com inbox and your OneDrive (separately) at least once in a one-year period, otherwise we will
close your Outlook.com inbox and your OneDrive for you. If we reasonably suspect that your Microsoft account is at risk of being used by a
third party fraudulently (for example, as a result of an account compromise), Microsoft may suspend your account until you can reclaim
ownership. Based on the nature of the compromise, we may be required to disable access to some or all of Your Content. If you are having
trouble accessing your Microsoft account, please visit this website: https://go.microsoft.com/fwlink/?Linkld=238656.

iii. Kids and Accounts. By creating a Microsoft account or using the Services, you accept and agree to be bound by these Terms and
represent that you have either reached the age of "majority" where you live or your parent or legal guardian agrees to be bound by these
Terms on your behalf. If you do not know whether you have reached the age of majority where you live, or do not understand this section,
please ask your parent or legal guardian for help. If you are the parent or legal guardian of a minor, you and the minor accept and agree to
be bound by these Terms and are responsible for all use of the Microsoft account or Services, including purchases, whether the minor's
account is now open or created later.

iv. Closing Your Account.

1. You can cancel specific Services or close your Microsoft account at any time and for any reason. To close your Microsoft account,
please visit https://account.live.com/closeaccount.aspx. When you ask us to close your Microsoft account, you can choose to put it in a
suspended state for either 30 or 60 days just in case you change your mind. After that 30- or 60-day period, your Microsoft account will
be closed. Please see section 4.a.iv.2 below for an explanation as to what happens when your Microsoft account is closed. Logging back

in during the suspension period will reactivate your Microsoft account.

2. If your Microsoft account is closed (whether by you or us), a few things happen. First, your right to use the Microsoft account to access
the Services stops immediately. Second, we'll delete Data or Your Content associated with your Microsoft account or will otherwise
disassociate it from you and your Microsoft account (unless we are required by law to keep it, return it, or transfer it to you or a third
party identified by you). You should have a regular backup plan as Microsoft won't be able to retrieve Your Content or Data once your
account is closed. Third, you may lose access to products you've acquired.

b. Moderation and Enforcement. Many of our Services that allow you to interact, create, generate, and share content with others leverage safety
systems to protect our Services and other users.

i. Policies. Our Code of Conduct identifies what's prohibited when using our Services. Specific Services have additional policies and
community standards applicable to their users, which are available here (https://aka.ms/trustandsafety).

ii. Reporting a Concern. You can report concerning content or conduct that may violate our Code of Conduct here
(https://aka.ms/reportconcerns).

iii. Review. Where applicable, we may use automated systems and humans to review content to identify suspected spam, viruses, fraud,
phishing, malware, jailbreaking, or other illegal or harmful content or conduct.

iv. Enforcement. We reserve the right to deny content if it exceeds limits on storage or file size allowed by the Service. We may block,
remove or decline to display content if it appears to violate our Code of Conduct or another Service policy or where required by law. If you
violate these terms or Service-Specific Terms, we may take action against your account. This could include limiting access to certain features
or Services, stopping providing Services, closing your Microsoft account immediately or blocking delivery of a communication (like email, file
sharing or instant message) to or from the Services. Closure of your access to a Service or your account may result in forfeiture of content
licenses, associated content, memberships, and Microsoft account balances associated with the account. When reviewing alleged violations
of these Terms, Microsoft reserves the right to review content to resolve the issue. However, we cannot monitor the entire Services and make
no attempt to do so. For more information about the moderation and enforcement processes, Service specific terms and appeals, see
https://aka.ms/trustandsafety. Information about our policy relating to claims of intellectual property infringement may be found at NOTICES.

c. Work or School Accounts. You can sign into certain Microsoft services with a work or school email address. If you do, you agree that the
owner of the domain associated with your email address may be notified of the existence of your Microsoft account and its associated
subscriptions, control and administer your account, and access and process your Data, including the contents of your communications and files,
and that Microsoft may notify the owner of the domain if the account or Data is compromised. You further agree that your use of the Microsoft
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Microsoft account and you use a separate work or school email address to access Services covered under these Terms, you may be prompted to
update the email address associated with your Microsoft account in order to continue accessing such Services.

d. Additional Equipment/Data Plans. To use many of the Services, you'll need an internet connection and/or data/cellular plan. You might also
need additional equipment, like a headset, camera or microphone. You are responsible for providing all connections, plans, and equipment
needed to use the Services and for paying the fees charged by the provider(s) of your connections, plans, and equipment. Those fees are in
addition to any fees you pay us for the Services and we will not reimburse you for such fees. Check with your provider(s) to determine if there are
any such fees that may apply to you.

e. Service Notifications. When there’s something we need to tell you about a Service you use, we'll send you Service notifications. If you gave us
your email address or phone number in connection with your Microsoft account, then we may send Service notifications to you via email or via
SMS (text message), including to verify your identity before registering your mobile phone number and verifying your purchases. We may also
send you Service notifications by other means (for example by in-product messages). Data or messaging rates may apply when receiving
notifications via SMS.

f. Support. Customer support for some Services is available at https://support.microsoft.com. Certain Services may offer separate or additional
customer support, subject to the terms available at https://microsoft.com/support-service-agreement, unless otherwise specified. Support may

not be available for preview or beta versions of features or Services.

g. Ending your Services. If your Services are canceled (whether by you or us), first your right to access the Services stops immediately and your
license to the software related to the Services ends. Second, we'll delete Data or Your Content associated with your Service or will otherwise
disassociate it from you and your Microsoft account (unless we are required by law to keep it, return it, or transfer it to you or a third party
identified by you). As a result you may no longer be able to access any of the Services (or Your Content that you've stored on those Services). You
should have a regular backup plan. Third, you may lose access to products you've acquired. If you have canceled your Microsoft account and have
no other account able to access the Services your Services may be canceled immediately.

Using Third-Party Apps and Services

5. Using Third-Party Apps and Services. The Services may allow you to access or acquire products, services, websites, links, content, material, games,
skills, integrations, bots or applications from independent third parties (companies or people who aren’t Microsoft) (“Third-Party Apps and
Services"). Many of our Services also help you find, make requests to, or interact with Third-Party Apps and Services or allow you to share Your
Content or Data, and you understand that by using our Services you are directing them to make Third-Party Apps and Services available to you. The
Third-Party Apps and Services may allow you to store Your Content or Data with the publisher, provider or operator of the Third-Party Apps and
Services. The Third-Party Apps and Services may present you with a privacy policy or require you to accept their terms before you can install or use the
Third-Party App or Service. See section 14.b for additional terms for applications acquired through certain Stores owned or operated by Microsoft or
its affiliates (including, but not limited to, the Office Store, the Microsoft Store on Xbox and the Microsoft Store on Windows). You should review the
third-party terms and privacy policies before acquiring, using, requesting, or linking your Microsoft Account to any Third-Party Apps and Services. Any
third-party terms do not modify any of these Terms. You are responsible for your dealings with third parties. Microsoft does not license any intellectual
property to you as part of any Third-Party Apps and Services and is not responsible or liable to you or others for information or services provided by
any Third-Party Apps and Services.

Service Availability

6. Service Availability.

a. The Services, Third-Party Apps and Services, or material or products offered through the Services may be unavailable from time to time, may be
offered for a limited time, or may vary depending on your region or device. If you change the location associated with your Microsoft account,
you may need to re-acquire the material or applications that were available to you and paid for in your previous region.

b. We strive to keep the Services up and running; however, all online services suffer occasional disruptions and outages, and Microsoft is not liable
for any disruption or loss you may suffer as a result. In the event of an outage, you may not be able to retrieve Your Content or Data that you've
stored. We recommend that you regularly backup Your Content and Data that you store on the Services or store using Third-Party Apps and
Services.
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Updates to tge §erV|c o ware, and Changes hese Term

7. Updates to the Services or Software, and Changes to These Terms.

a. We may change these Terms at any time, and we'll tell you when we do. Using the Services after the changes become effective means you
agree to the new terms. If you don't agree to the new terms, you must stop using the Services, close your Microsoft account and, if you are a
parent or guardian, help your minor child close his or her Microsoft account.

b. Sometimes you'll need software updates to keep using the Services. We may automatically check your version of the software and download
software updates or configuration changes. You may also be required to update the software to continue using the Services. Such updates are
subject to these Terms unless other terms accompany the updates, in which case, those other terms apply. Microsoft isn't obligated to make any
updates available and we don’t guarantee that we will support the version of the system or device for which you purchased or licensed the
software, apps, content or other products.

c. Additionally, there may be times when we need to remove or change features or functionality of the Service or stop providing a Service or
access to Third-Party Apps and Services altogether. Except to the extent required by applicable law, we have no obligation to provide a re-
download or replacement of any material, Digital Goods (defined in section 14.), or applications previously purchased. We may release the
Services or their features in a preview or beta version, which may not work correctly or in the same way the final version may work.

d. So that you can use material protected with digital rights management (DRM), like some music, games, movies, books and more, DRM software
may automatically contact an online rights server and download and install DRM updates.

Software License

8. Software License. Unless accompanied by a separate Microsoft license agreement (for example, if you are using a Microsoft application that is
included with and a part of Windows, then the Microsoft Software License Terms for the Windows Operating System govern such software), any
software provided by us to you as part of the Services is subject to these Terms. Applications acquired through certain Stores owned or operated by
Microsoft or its affiliates (including, but not limited to the Office Store, Microsoft Store on Windows and Microsoft Store on Xbox) are subject to
section 14.b.i below.

a. If you comply with these Terms, we grant you the right to install and use one copy of the software per device on a worldwide basis for use by
only one person at a time as part of your use of the Services. For certain devices, such software may be pre-installed for your personal, non-
commercial use of the Services. The software or website that is part of the Services may include third-party code. Any third-party scripts or code,
linked to or referenced from the software or website, are licensed to you by the third parties that own such code, not by Microsoft. Notices, if any,
for the third-party code are included for your information only.

b. The software is licensed, not sold, and Microsoft reserves all rights to the software not expressly granted by Microsoft, whether by implication,
estoppel, or otherwise. This license does not give you any right to, and you may not:

i. circumvent or bypass any technological protection measures in or relating to the software or Services;

ii. disassemble, decompile, decrypt, hack, emulate, exploit, or reverse engineer any software or other aspect of the Services that is included in
or accessible through the Services, except and only to the extent that the applicable copyright law expressly permits doing so;

iii. separate components of the software or Services for use on different devices;

iv. publish, copy, rent, lease, sell, export, import, distribute, or lend the software or the Services, unless Microsoft expressly authorizes you to
do so;

v. transfer the software, any software licenses, or any rights to access or use the Services;

vi. use the Services in any unauthorized way that could interfere with anyone else’s use of them or gain access to any service, data, account,
or network;

vii. enable access to the Services or modify any Microsoft-authorized device (e.g., Xbox consoles, Microsoft Surface, etc.) by unauthorized
third-party applications.
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Payment Terms
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9. Payment Terms. If you purchase a Service, then these payment terms apply to your purchase and you agree to them.

a. Charges. If there is a charge associated with a portion of the Services, you agree to pay that charge. The price stated for the Services excludes
all applicable taxes and currency exchange settlements, unless stated otherwise. The price for Skype paid products includes a charge for the
product and a charge for taxes. You are solely responsible for paying such taxes or other charges. Taxes are calculated based on your location at
the time your Microsoft account was registered. We may suspend or cancel the Services if we do not receive an on time, full payment from you.
Suspension or cancellation of the Services for non-payment could result in a loss of access to and use of your account and its content. Connecting
to the Internet via a corporate or other private network that masks your location may cause charges to be different from those displayed for your
actual location.

b. Your Billing Account. To pay the charges for a Service, you will be asked to provide a payment method at the time you sign up for that
Service. You can access and change your billing information and payment method on the Microsoft account management website
(https://go.microsoft.com/fwlink/p/?linkid=618281) and for Skype by signing into your account portal at https://skype.com/go/myaccount.
Additionally, you agree to permit Microsoft to use any updated account information regarding your selected payment method provided by your

issuing bank or the applicable payment network. You agree to promptly update your account and other information, including your email address
and payment method details, so we can complete your transactions and contact you as needed in connection with your transactions. Changes
made to your billing account will not affect charges we submit to your billing account before we could reasonably act on your changes to your
billing account.

c. Billing. By providing Microsoft with a payment method, you (i) represent that you are authorized to use the payment method you provided
and that any payment information you provide is true and accurate; (ii) authorize Microsoft to charge you for the Services or available content
using your payment method; and (iii) authorize Microsoft to charge you for any paid feature of the Services you choose to sign up for or use
while these Terms are in force. We may bill you (a) in advance; (b) at the time of purchase; (c) shortly after purchase; or (d) on a recurring basis for
subscription Services. Also, we may charge you up to the amount you have approved, and we will notify you in advance of any change in the
amount to be charged for recurring subscription Services. We may bill you at the same time for more than one of your prior billing periods for
amounts that haven't previously been processed.

d. Recurring Payments. When you purchase the Services on a subscription basis (e.g., monthly, every 3 months or annually), you agree that you
are authorizing recurring payments, and payments will be made to Microsoft by the method and at the recurring intervals you have agreed to,
until the subscription for that Service is terminated by you or by Microsoft. You must cancel your Services before the next billing date to stop
being charged to continue your Services. We will provide you with instructions on how you may cancel the Services. By authorizing recurring
payments, you are authorizing Microsoft to store your payment instrument and process such payments as either electronic debits or fund
transfers, or as electronic drafts from your designated account (for Automated Clearing House or similar payments), or as charges to your
designated account (for credit card or similar payments) (collectively, “Electronic Payments"”). Subscription fees are generally charged in advance
of the applicable subscription period. If any payment is returned unpaid or if any credit card or similar transaction is rejected or denied, Microsoft
or its service providers reserve the right to collect any applicable return item, rejection or insufficient funds fee and process any such payment as
an Electronic Payment.

e. Online Statement and Errors. Microsoft will provide you with an online billing statement on the Microsoft account management website

(https://go.microsoft.com/fwlink/p/?linkid=618282), where you can view and print your statement. For Skype, you can access your online
statement by signing into your account at www.skype.com (https://www.skype.com). This is the only billing statement that we provide. If we make

an error on your bill, you must tell us within 90 days after the error first appears on your bill. We will then promptly investigate the charge. If you
do not tell us within that time, you release us from all liability and claims of loss resulting from the error and we won't be required to correct the
error or provide a refund. If Microsoft has identified a billing error, we will correct that error within 90 days.

f. Refund Policy. Unless otherwise provided by law or by a particular Service offer, all purchases are final and non-refundable. If you believe that
Microsoft has charged you in error, you must contact us within 90 days of such charge. No refunds will be given for any charges more than 90
days old. We reserve the right to issue refunds or credits at our sole discretion. If we issue a refund or credit, we are under no obligation to issue
the same or similar refund in the future. This refund policy does not affect any statutory rights that may apply. For more refund information,
please visit our help topic (https://go.microsoft.com/fwlink/p/?linkid=618283).

g. Canceling the Services. You may cancel a Service at any time, with or without cause. Cancelling paid Services stops future charges to continue
the Service. To cancel a Service and request a refund, if you are entitled to one, visit the Microsoft account management website. You can request
a refund from Skype using the Cancellation and Refund form (https://go.microsoft.com/fwlink/p/?linkid=618286). You should refer back to the

offer describing the Services as (i) you may not receive a refund at the time of cancellation; (ii) you may be obligated to pay cancellation charges;
(i) you may be obligated to pay all charges made to your billing account for the Services before the date of cancellation; and (iv) you may lose
access to and use of your account when you cancel the Services. We will process your Data as described above in section 4. If you cancel, your
access to the Services ends at the end of your current Service period or, if we bill your account on a periodic basis, at the end of the period in
which you canceled. If you initiate a chargeback or reversal with your bank for your payment of Services, we will deem you to have canceled as of
the date that the original payment was made, and you authorize us to immediately cancel your service and/or revoke any content that was
provided to you in exchange for such payment.

h. Trial-Period Offers. If you are taking part in any trial-period offer, you may be required to cancel the trial Service(s) within the timeframe
communicated to you when you accepted the offer in order to avoid being charged to continue the Service(s) at the end of the trial period.

i. Promotional Offers. From time to time, Microsoft may offer Services for a trial period during which Microsoft will not charge you for the
Services. Microsoft reserves the right to charge you for such Services (at the normal rate) if Microsoft determines (in its reasonable discretion) that
you are breaching the terms and conditions of the offer.
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reasonable manner, at least 15 days before the price change. If you do not agree to the price change, you must cancel and stop using the
Services before the price change takes effect. If there is a fixed term and price for your Service offer, that price will remain in force for the fixed
term.

k. Payments to You. If we owe you a payment, then you agree to timely and accurately provide us with any information we need to get that

payment to you. You are responsible for any taxes and charges you may incur as a result of this payment to you. You must also comply with any
other conditions we place on your right to any payment. If you receive a payment in error, we may reverse or require return of the payment. You
agree to cooperate with us in our efforts to do this. We may reduce the payment to you without notice to adjust for any previous overpayment.

|. Gift Cards. Redemption and use of gift cards (other than Skype gift cards) are governed by the Microsoft Gift Card Terms and Conditions
(https://support.microsoft.com/help/10562/microsoft-account-gift-card-terms-and-conditions). Information on Skype gift cards is available on

m. Bank Account Payment Method. You may register an eligible bank account with your Microsoft account to use it as a payment method.
Eligible bank accounts include accounts held at a financial institution capable of receiving direct debit entries (e.g., a United States-based financial
institution that supports automated clearing house ("ACH") entries, a European financial institution that supports Single Euro Payments Area
("SEPA") or "iDEAL" in the Netherlands). Terms you agreed to when adding your bank account as a payment method in your Microsoft account
(e.g., the "mandate” in the case of SEPA) also apply. You represent and warrant that your registered bank account is held in your name or you are
authorized to register and use this bank account as a payment method. By registering or selecting your bank account as your payment method,
you authorize Microsoft (or its agent) to initiate one or more debits for the total amount of your purchase or subscription charge (in accordance
with the terms of your subscription service) from your bank account (and, if necessary, initiate one or more credits to your bank account to
correct errors, issue a refund or similar purpose), and you authorize the financial institution that holds your bank account to deduct such debits or
accept such credits. You understand that this authorization will remain in full force and effect until you remove your bank account information
from your Microsoft account. Contact customer support as outlined above in section 4.e as soon as possible if you believe you have been charged
in error. Laws applicable in your country may also limit your liability for any fraudulent, erroneous or unauthorized transactions from your bank
account. By registering or selecting a bank account as your payment method, you acknowledge that you have read, understand and agree to
these Terms.

Contracting Entity, Choice of Law, Jurisdiction

10. Contracting Entity. For use of free and paid consumer Skype-branded Services, you're contracting with, and all references to “Microsoft” in these
Terms mean, Skype Communications S.a.r.l, 23 — 29 Rives de Clausen, L-2165 Luxembourg. For all other Services, you're contracting with Microsoft
Corporation, One Microsoft Way, Redmond, WA 98052, U.S.A.

11. Choice of Law and Place to Resolve Disputes. If you live in (or, if a business, your principal place of business is in) the United States, the laws of
the state where you live (or, if a business, where your principal place of business is located) govern all claims, regardless of conflict of laws principles,
except that the Federal Arbitration Act governs all provisions relating to arbitration. You and we irrevocably consent to the exclusive jurisdiction and
venue of the state or federal courts in King County, Washington, for all disputes arising out of or relating to these Terms or the Services that are not
heard in arbitration or small claims court.

Warranties

12. Warranties. MICROSOFT, AND OUR AFFILIATES, RESELLERS, DISTRIBUTORS, AND VENDORS, MAKE NO WARRANTIES, EXPRESS OR
IMPLIED, GUARANTEES OR CONDITIONS WITH RESPECT TO YOUR USE OF THE SERVICES. YOU UNDERSTAND THAT USE OF THE SERVICES IS
AT YOUR OWN RISK AND THAT WE PROVIDE THE SERVICES ON AN "AS IS" BASIS "WITH ALL FAULTS" AND "AS AVAILABLE." YOU BEAR THE
ENTIRE RISK OF USING THE SERVICES. MICROSOFT DOESN'T GUARANTEE THE ACCURACY OR TIMELINESS OF THE SERVICES. TO THE
EXTENT PERMITTED UNDER YOUR LOCAL LAW, WE EXCLUDE ANY IMPLIED WARRANTIES, INCLUDING FOR MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, WORKMANLIKE EFFORT, AND NON-INFRINGEMENT. YOU MAY HAVE
CERTAIN RIGHTS UNDER YOUR LOCAL LAW. NOTHING IN THESE TERMS IS INTENDED TO AFFECT THOSE RIGHTS, IF THEY ARE APPLICABLE.
YOU ACKNOWLEDGE THAT COMPUTER AND TELECOMMUNICATIONS SYSTEMS ARE NOT FAULT-FREE AND OCCASIONAL PERIODS OF
DOWNTIME OCCUR. WE DO NOT GUARANTEE THE SERVICES WILL BE UNINTERRUPTED, TIMELY, SECURE, OR ERROR-FREE OR THAT
CONTENT LOSS WON'T OCCUR, NOR DO WE GUARANTEE ANY CONNECTION TO OR TRANSMISSION FROM THE COMPUTER NETWORKS.

Limitation of Liability

13. Limitation of Liability. If you have any basis for recovering damages (including breach of these Terms), you agree that your exclusive
remedy is to recover, from Microsoft or any affiliates, resellers, distributors, Third-Party Apps and Services providers, and vendors, direct
damages up to an amount equal to your Services fee for the month during which the loss or breach occurred (or up to $10.00 if the Services
are free). You can't recover any other damages or losses, including direct, consequential, lost profits, special, indirect, incidental, or punitive.
These limitations and exclusions apply even if this remedy doesn't fully compensate you for any losses or fails of its essential purpose or if we knew or
should have known about the possibility of the damages. To the maximum extent permitted by law, these limitations and exclusions apply to anything
or any claims related to these Terms, the Services, or the software related to the Services.

Service-Specific Terms

14. Service-Specific Terms. The terms before and after section 14 apply generally to all Services. This section contains service-specific terms that are
in addition to the general terms. These service-specific terms govern if there are any conflicts with the general terms.
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a. Xbox.

i. Personal Noncommercial Use. The Xbox online service, Xbox Game Studios games (including Mojang Games)

(https://www.xbox.com/xbox-game-studios), applications, subscriptions (e.g., Xbox Game Pass subscription service offerings), services (e.g.,
Xbox Cloud Gaming), and content provided by Microsoft (collectively, the "Xbox Services") are only for your personal and noncommercial
use.

ii. Xbox Services. When you sign up to receive Xbox Services, information about your game play, activities and usage of games and Xbox
Services will be tracked and shared with applicable third-parties, including game developers, in order for Microsoft to deliver the Xbox
Services and for the third-parties to operate non-Microsoft games and services. If you choose to link your Microsoft Xbox Services account
with your account on a non-Microsoft service or sign in to your Xbox Services account to access a non-Microsoft Service (for example, a non-
Microsoft game publisher of Third-Party Apps and Services), you agree that: (a) Microsoft may share limited account and usage-related
information (including without limitation gamertag, gamerscore, game history, usage data and friends list), with that non-Microsoft party as
stated in the Microsoft Privacy Statement, and (b) if allowed by your Xbox privacy settings, the non-Microsoft party may also have access to
Your Content from in-game communications or other applications that you use when you are signed into your account with that non-
Microsoft party. Also, if allowed by your Xbox privacy settings, Microsoft can publish your name, gamertag, gamerpic, motto, avatar,
gameclips and games that you've played in communications to people you allow.

iii. Your Content. As part of building the Xbox Services community, you grant to Microsoft, its affiliates and sublicensees a free and
worldwide right to use, modify, reproduce, distribute, broadcast, share and display Your Content or your name, gamertag, motto, or avatar
that you posted for any Xbox Services.

iv. Game Managers. Some games may use game managers, ambassadors, or hosts. Game managers and hosts are not authorized Microsoft
spokespersons. Their views do not necessarily reflect those of Microsoft.

v. Kids on Xbox. If you are a minor using the Xbox Services, your parent or guardian may have control over many aspects of your account
and may receive reports about your use of the Xbox Services.

vi. Game Currency or Virtual Goods. The Xbox Services may include a virtual, game currency (like gold, coins or points) that may be
purchased from or on behalf of Microsoft using actual monetary instruments if you have reached the age of “majority” where you live. The
Xbox Services may also include virtual, digital items or goods that may be purchased from or on behalf of Microsoft using actual monetary
instruments or using game currency. Game currency and virtual goods may never be redeemed for actual monetary instruments, goods or
other items of monetary value from Microsoft or any other party. Other than a limited, personal, revocable, non-transferable, non-
sublicensable license to use the game currency and virtual goods in the Xbox Services only, you have no right or title in or to any such game
currency or virtual goods appearing or originating in the Xbox Services, or any other attributes associated with use of the Services or stored
within the Xbox Services. Microsoft may at any time regulate, control, modify and/or eliminate the game currency and/or virtual goods
associated with any one or more Xbox games or apps as it sees fit in its sole discretion.

vii. Software Updates. For any device that can connect to Xbox Services, we may automatically check your version of Xbox console software
or the Xbox app software and download Xbox console or Xbox app software updates or configuration changes, including those that prevent
you from accessing the Xbox Services, using unauthorized Xbox games or Xbox apps, or using unauthorized hardware peripheral devices
with an Xbox console.

viii. Cheating and Tampering Software. For any device that can connect to Xbox Services, we may automatically check your device for
unauthorized hardware or software that enables cheating or tampering in violation of the Code of Conduct or these Terms, and download
Xbox app software updates or configuration changes, including those that prevent you from accessing the Xbox Services, or from using
unauthorized hardware or software that enables cheating or tampering.

ix. Additional Subscription Terms and Conditions. Xbox Services subscriptions are subject to additional terms and conditions set forth in
the Xbox Subscriptions Terms & Conditions | Xbox (https://www.xbox.com/en-us/legal/subscription-terms).

x. Inactive Xbox Service Subscriptions. Microsoft may turn off your recurring billing and stop recurring charges in select countries if you do
not use your Xbox Services subscription for a period of time. Microsoft will provide notice to you before turning off recurring billing. For
more information, including the applicable period of inactivity, see Subscription inactivity FAQ | Xbox Support (https://support.xbox.com/en-
US/help/subscriptions-billing/manage-subscriptions/xbox-subscription-inactivity-policy).
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b. Store. "Store" refers to a Service that allows you to browse, download, purchase, and rate and review applications (the term "application”
includes games) and other digital content. These Terms cover use of certain Stores owned or operated by Microsoft or its affiliates (including, but
not limited to, the Office Store, Microsoft Store on Xbox and Microsoft Store on Windows). "Office Store" means a Store for Office products and
apps for Office, Microsoft 365, SharePoint, Exchange, Access and Project (2013 versions or later), or any other experience that is branded Office
Store. "Microsoft Store on Windows" means a Store, owned and operated by Microsoft or its affiliates, for Windows devices such as phone, PC
and tablet, or any other experience that is branded Microsoft Store and accessible on Windows devices such as phone, PC, or tablet. “Microsoft
Store on Xbox" means a Store owned and operated by Microsoft or its affiliates and made available on Xbox consoles, or any other experience
that is branded Microsoft Store and made available on an Xbox console.

i. License Terms. We will identify the publisher of each application available in the relevant Store. Unless different license terms are provided
with the application, the Standard Application License Terms (“SALT") at the end of these Terms are an agreement between you and the
application publisher setting forth the license terms that apply to an application you download through any Store owned or operated by
Microsoft or its affiliates (excluding the Office Store). For clarity, these Terms cover the use of, and services provided by, Microsoft Services.
Section 5 of these Terms also applies to any Third-Party Apps and Services acquired through a Store. Applications downloaded through the
Office Store are not governed by the SALT and have separate license terms that apply.

ii. Updates. Microsoft will automatically check for and download updates to your applications, even if you're not signed into the relevant
Store. You can change your Store or system settings if you prefer not to receive automatic updates to Store applications. However, certain
Office Store applications that are entirely or partly hosted online may be updated at any time by the application developer and may not
require your permission to update.

iii. Ratings and Reviews. If you rate or review an application or other Digital Good in the Store, you may receive email from Microsoft
containing content from the publisher of the application or Digital Good. Any such email comes from Microsoft; we do not share your email
address with publishers of applications or other Digital Goods you acquire through the Store.

iv. Safety Warning. To avoid possible injury, discomfort or eye strain, you should take periodic breaks from use of games or other
applications, especially if you feel any pain or fatigue resulting from usage. If you experience discomfort, take a break. Discomfort might
include feelings of nausea, motion sickness, dizziness, disorientation, headache, fatigue, eye strain, or dry eyes. Using applications can distract
you and obstruct your surroundings. Avoid trip hazards, stairs, low ceilings, fragile or valuable items that could be damaged. A very small
percentage of people may experience seizures when exposed to certain visual images like flashing lights or patterns that may appear in
applications. Even people with no history of seizures may have an undiagnosed condition that can cause these seizures. Symptoms may
include lightheadedness, altered vision, twitching, jerking or shaking of limbs, disorientation, confusion, loss of consciousness, or convulsions.
Immediately stop using and consult a doctor if you experience any of these symptoms, or consult a doctor before using the applications if
you've ever suffered symptoms linked to seizures. Parents should monitor their children’s use of applications for signs of symptoms.

Microsoft Family Features

c. Microsoft Family Features. Parents and kids can use Microsoft family features, including Microsoft Family Safety, to build trust based on a
shared understanding of what behaviors, websites, apps, games, physical locations, and spending is right in their family. Parents can create a
family by going to https://account.microsoft.com/family. (or by following the instructions on their Windows device or Xbox console) and inviting
kids or other parents to join. There are many features available to family members, so please carefully review the information provided when you
agree to create or join a family and when you purchase Digital Goods for family access. By creating or joining a family, you agree to use the family

in accordance with its purpose and won't use it in an unauthorized way to unlawfully gain access to another person’s information.

Group Messaging

d. Group Messaging. Various Microsoft services allow you to send messages to others via voice or SMS ("messages"), and/or allow Microsoft and
Microsoft-controlled affiliates to send such messages to you and one or more other users on your behalf. WHEN YOU INSTRUCT MICROSOFT
AND MICROSOFT-CONTROLLED AFFILIATES TO SEND SUCH MESSAGES TO YOU OR TO OTHERS, YOU REPRESENT AND WARRANT TO US THAT
YOU AND EACH PERSON YOU HAVE INSTRUCTED US TO MESSAGE CONSENT TO RECEIVE SUCH MESSAGES AND ANY OTHER RELATED
ADMINISTRATIVE TEXT MESSAGES FROM MICROSOFT AND MICROSOFT-CONTROLLED AFFILIATES. "Administrative text messages" are periodic
transactional messages from a particular Microsoft service, including but not limited to a "welcome message" or instructions on how to stop
receiving messages. You or group members no longer wishing to receive such messages can opt-out of receiving further messages from
Microsoft or Microsoft-controlled affiliates at any time by following the instructions provided. If you no longer wish to receive such messages or
participate in the group, you agree that you will opt out through the instructions provided by the applicable program or service. If you have
reason to believe that a group member no longer wishes to receive such messages or participate in the group, you agree to remove them from
the group. You also represent and warrant to us that you and each person you have instructed us to message understands that each group
member is responsible for the costs of any message charges assessed by his or her mobile carrier, including any international message charges
that may apply when messages are transmitted from US-based numbers.
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e. Skype, Microsoft Teams, and GroupMe.

i. Emergency Services. There are important differences between traditional mobile or fixed line telephone services and Skype, Microsoft
Teams, and GroupMe. Microsoft has limited obligations under applicable local or national rules, regulations or law to offer access to
emergency services, such as 911 or 112 emergency calling (“Emergency Services"), through Skype, Microsoft Teams, and GroupMe.

ii. Only limited software versions of the Skype to Phone feature of Skype may support calls to Emergency Services in a very limited number of
countries, and depending on the platform used. You can find details about availability and how to configure this feature here:
https://www.skype.com/go/emergency. If your Skype to Phone emergency call is connected, you will need to provide the details of your
physical location to enable the emergency services to respond to you.

iii. APIs or Broadcasting. If you want to use Skype in connection with any broadcast, you must comply with the "Broadcast TOS" at
https://www.skype.com/go/legal.broadcast. If you want to use any application program interface ("API") exposed or made available by Skype
you must comply with the applicable licensing terms, which are available at www.skype.com/go/legal.

iv. Fair Use Policies. Fair usage policies may apply to your use of Skype. Please review these policies which are designed to protect against
fraud and abuse and may place limits on the type, duration or volume of calls or messages that you are able to make. These policies are
incorporated in these Terms by reference. You can find these policies at: https://www.skype.com/en/legal/fair-usage/.

v. Mapping. Skype contains features that allow you to submit information to, or plot yourself on a map using, a mapping service. By using
those features, you agree to these Terms and the Google Maps terms available at
https://www.google.com/intl/en ALL/help/terms maps.html.

vi. Personal/Noncommercial Use. The use of Skype is for your personal and noncommercial use. You are permitted to use Skype at work for
your own business communications.

vii. Skype Number/Skype To Go. If Skype provides you with a Skype Number or Skype To Go number, you agree that you do not own the
number or have a right to retain that number forever. For more details on Skype Number see https://secure.skype.com/en/skype-number/.

viii. Skype Manager. A "Skype Manager Admin Account" is created and managed by you, acting as an individual administrator of a Skype
Manager group and not as a business entity. You may link your individual Microsoft account to a Skype Manager group (“Linked Account™).
You may appoint additional administrators to your Skype Manager group subject to their acceptance of these Terms. If you allocate Skype
Numbers to a Linked Account, you are responsible for compliance with any requirements related to the residency or location of your Linked
Account users. If you choose to unlink a Linked Account from a Skype Manager group, any allocated subscriptions, Skype Credit or Skype
Numbers will not be retrievable and Your Content or material associated with the unlinked account will no longer be accessible by you. You
agree to process any personal information of your Linked Account users in accordance with all applicable data protection laws.

ix. Skype Charges. Skype paid products are sold to you by Skype Communications S.a.r.l, however the seller-of-record accountable for taxes
is Skype Communications US Corporation. Taxes means the amount of taxes, regulatory fees, surcharges or other fees that we are required to
collect from you and must pay to any United States (federal, state or local) or foreign government, agency, commission or quasi-
governmental body as a result of our provision of Skype paid products to you. These taxes are listed at www.skype.com/go/ustax. All prices

for Skype paid products are inclusive of a charge for your product and a charge for taxes, unless otherwise stated. The charges payable for
calling phones outside of a subscription consist of a connection fee (charged once per call) and a per-minute rate as set out at
www.skype.com/go/allrates. Call charges will be deducted from your Skype Credit balance. Skype may change its calling rates at any time by

posting such change at www.skype.com/go/allrates. The new rate will apply to your next call after publication of the new rates. Please check
the latest rates before you make your call. Fractional call minutes and fractional cent charges will be rounded up to the next whole unit.
Notwithstanding the foregoing, you may be entitled, under applicable law, to a refund, upon request, of any pre-paid subscription balance in
the event you switch your Skype Number to another provider.

x. Skype Credit. Skype does not guarantee that you will be able to use your Skype Credit balance to purchase all Skype paid products. If you
do not use your Skype Credit for a period of 180 days, Skype will place your Skype Credit on inactive status. You can reactivate the Skype
Credit by following the reactivation link at https://www.skype.com/go/store.reactivate.credit. You can enable the Auto Recharge feature when
you buy Skype Credit by ticking the appropriate box. If enabled, your Skype Credit balance will be recharged with the same amount and by

your chosen payment method every time your Skype balance goes below the threshold set by Skype from time to time. If you purchased a
subscription with a payment method other than credit card, PayPal or Moneybookers (Skrill), and you have enabled Auto-Recharge, your
Skype Credit balance will be recharged with the amount necessary to purchase your next recurring subscription. You can disable Auto-
Recharge at any time by accessing and changing your settings in your account portal in Skype. If your Microsoft Account is closed, for any
reason, any unused Skype credit associated with your Microsoft account will be lost and cannot be retrieved.

xi. International Message Fees. GroupMe currently uses US-based numbers for each group created. Every text message sent to or received
from a GroupMe number will count as an international text message sent to or received from the United States. Depending upon your
location, Microsoft Teams may be using a phone number that could count as an international text message. Please check with your provider
for the associated international rates.



Bing and Mgﬁse 1:23-cv-10685-PAE Document 14-1 Filed 12/13/23 Page 15 of 30

f. Bing and Microsoft Start (including MSN).

i. Bing and Microsoft Start Materials. The articles, text, photos, maps, videos, video players, and third-party material available on Bing and
Microsoft Start, including through Microsoft bots, applications and programs, are for your noncommercial, personal use only. Other uses,
including downloading, copying, or redistributing these materials, or using these materials or products to build your own products, are
permitted only to the extent specifically authorized by Microsoft or rights holders, or allowed by applicable copyright law. Microsoft or other
rights holders reserve all rights to the material not expressly granted by Microsoft under the license terms, whether by implication, estoppel,
or otherwise.

ii. Bing Maps. You may not use Bird's eye imagery of the United States, Canada, Mexico, New Zealand, Australia or Japan for governmental
use without our separate written approval.

iii. Bing Places. When you provide your Data or Your Content to Bing Places, you grant Microsoft a worldwide, royalty-free license to use,
reproduce, save, modify, aggregate, promote, transmit, display, and distribute your Data and Your Content (including intellectual property
rights in your Data and Your Content), and sub-license any or all of the foregoing rights to third parties.

Cortana

g. Cortana.

i. Personal Noncommercial Use. Cortana is Microsoft's personal assistant Service. The features, services and content provided by Cortana
(collectively “Cortana Services") are only for your personal and noncommercial use.

ii. Functionality and Content. Cortana provides a range of features, some of which are personalized. Cortana Services may allow you to
access services, information or functionality provided by other Microsoft Services or Third-Party Apps and Services. The service-specific Terms
of section 14 also apply to your use of applicable Microsoft Services accessed through Cortana Services. Cortana provides information for
your planning purposes only and you should exercise your own independent judgment when reviewing and relying on this information.
Microsoft does not guarantee the reliability, availability or timeliness of personalized experiences provided by Cortana. Microsoft is not
responsible if a Cortana feature delays or prevents you from receiving, reviewing or sending a communication or notification, or obtaining a
service.

iii. Third-Party Apps and Services. As part of delivering the Cortana Services, Cortana may suggest and help you interact with Third-Party
Apps and Services (third-party skills or connected services). If you choose, Cortana may exchange information with Third-Party Apps and
Services, such as your zip code and queries and responses returned by the Third-Party App and Services, to help you obtain requested
services. Cortana may enable you to make purchases through Third-Party Apps and Services using the account preferences and settings you
have established directly with those Third-Party Apps and Services. You can disconnect your Cortana Service from Third-Party Apps and
Services at any time. Your use of Cortana Services to connect with Third-Party Apps and Services is subject to section 5 of these Terms.
Publishers of Third-Party Apps and Services may change or discontinue the functionality or features of their Third-Party Apps and Services or
integration with Cortana Services. Microsoft is not responsible or liable for manufacturer provided software or firmware.

iv. Cortana-Enabled Devices. Cortana-enabled devices are products or devices that are enabled to access Cortana Services, or products or
devices that are compatible with Cortana Services. Cortana-enabled devices include third-party devices or products that Microsoft does not
own, manufacture, or develop. Microsoft is not responsible or liable for these third-party devices or products.

v. Software Updates. We may automatically check your version of Cortana Services software and download software updates or
configuration change or require any manufacturers of Cortana enabled devices to keep the Cortana Services software up to date.

Microsoft 365 Apps and Services

h. Microsoft 365 Apps and Services.

i. Use Terms. Microsoft 365 Family, Microsoft 365 Personal, Microsoft 365 Basic, Sway, OneNote.com and any other Microsoft 365 app or
Service or Office-branded Service is for your personal, noncommercial use, unless you have commercial use rights under a separate
agreement with Microsoft. Use of apps such as Word, Excel, PowerPoint, Outlook, OneDrive, Access, and Publisher in Microsoft 365 Family,
Microsoft 365 Personal, and any other Microsoft 365 app or subscription Service is governed by supplemental license terms located at
https://aka.ms/useterms together with these Terms.

ii. Additional Outlook Terms. Outlook includes use of Bing Maps. Any content provided through Bing Maps, including geocodes, can only
be used within the product through which the content is provided. Your use of Bing Maps is governed by the Bing Maps End User Terms of
Use available at go.microsoft.com/?linkid=9710837 and the Microsoft Privacy Statement available at go.microsoft.com/fwlink/?
LinkID=248686.
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i. Health Bots. Health bots, which may include action plans, insights, reminders and other features, are not medical devices and are only intended
for fitness and wellness purposes with a program issued by a care provider. They are not designed or intended as substitutes for professional
medical advice or for use in the diagnosis, cure, mitigation, prevention, or treatment of disease or other conditions. You assume full responsibility
for your use of health bots. Microsoft is not responsible for any decision you make based on information you receive from health bots. You
should always consult a doctor with any questions you may have regarding a medical condition, diet, fitness, or wellness program before using
health bots. Never disregard professional medical advice or delay in seeking it because of information you accessed on or through the Services.
As with any technology, health bots may not work as intended for a variety of reasons including loss of power connectivity.

Digital Goods

j. Digital Goods. Through Microsoft Groove, Microsoft Movies & TV, Store, Xbox Services and any other related and future services, Microsoft
may enable you to obtain, listen to, view, play or read (as the case may be) music, images, video, text, books, games or other material (“Digital
Goods") that you may get in digital form. The Digital Goods are only for your personal, noncommercial entertainment use. You agree not to
redistribute, broadcast, publicly perform or publicly display or transfer any copies of the Digital Goods. Digital Goods may be owned by Microsoft
or by third parties. In all circumstances, you understand and acknowledge that your rights with respect to Digital Goods are limited by these
Terms, copyright law, and the Usage Rules located at https://go.microsoft.com/fwlink/p/?Linkld=723143. You agree that you will not attempt to
modify any Digital Goods obtained through any of the Services for any reason whatsoever, including for the purpose of disguising or changing
ownership or source of the Digital Goods. Microsoft or the owners of the Digital Goods may, from time to time, remove Digital Goods from the

Services without notice.

Microsoft Storage

k. Microsoft Storage.

i. OneDrive Storage Allocation. If you have more content stored in your OneDrive than is provided to you under the terms of your free or
paid subscription service for Microsoft storage and you do not respond to notice from Microsoft to fix your account by removing excess
content or moving to a new subscription plan with more storage, we reserve the right to close your account and delete or disable access to
Your Content on OneDrive. Read more about Microsoft storage quotas here (https://prod.support.services.microsoft.com/en-gb/office/how-
does-microsoft-storage-work-2a261b34-421c-4a47-9901-74ef5bd0c426).

ii. OneDrive Service Performance. Depending on factors such as your equipment, internet connection and Microsoft's efforts to maintain
the performance and integrity of its service, you may occasionally experience delays in uploading or syncing content on OneDrive.

iii. Outlook.com Storage Allocation. If you exceed your Outlook.com mailbox storage quota or your Microsoft storage quota that is
provided to you under a free or paid subscription, you will be unable to send or receive messages until you remove excess content or move
to a new subscription with sufficient storage. If you fail to remove excess content or obtain sufficient additional storage after receiving notice
from Microsoft, we reserve the right to delete or disable access to Your Content. Read more about Microsoft storage quotas here.
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|. Microsoft Rewards.

i. General Information. Microsoft Rewards (the "Rewards Program") is free to join, and it enables you to earn points ("Points") for certain
activities and for personal use of certain Microsoft products and services. If you have a Microsoft account and are located in a participating
Region (defined below), you have been automatically enrolled in the Rewards Program and can begin earning Points immediately. You can
cancel your participation in the Rewards Program at any time by following the instructions below.

ii. You can redeem your Points in a variety of ways (“Redemption Options"), including for certain products and services listed on the
Redemption Page at https://aka.ms/redeemrewards ("Rewards"). To be eligible to redeem your Points for any Redemption Option, you must

first activate your Rewards Program account ("Rewards Account") on the Rewards Dashboard at https://rewards.microsoft.com/ or on certain
other Microsoft sites and pages. There is no cost to activate your Rewards Account.

iii. Certain restrictions and limitations apply to earning, redeeming, and other uses of Points in the Rewards Program. For more information
see the Rewards section at https://support.microsoft.com ("FAQ").

iv. Requirements. You need a valid Microsoft account and you must reside in one of the geographic areas listed in the FAQ ("Regions") to
activate your Rewards Account and to earn, redeem, or otherwise use Points. You may open and use only one Rewards Account, even if you
have multiple email addresses. Each household is limited to six Rewards Accounts. The Rewards Program is solely for your personal and
noncommercial use. Use of a virtual private network (VPN) or other technology or service that can be used to mask or obfuscate your
geographic location may result in cancellation of your Rewards Account and forfeiture of your accrued Points.

v. Earning Points. You may be presented with opportunities to earn Points for certain qualifying activities ("Offers"), such as Searches,
Acquisitions, use of certain Microsoft products and services, and other opportunities from Microsoft. You must have an active Rewards
Account to take advantage of such Offers. Eligible Offers may vary by Region and may only be available for a certain time or subject to other
limitations. You must comply with all terms and conditions of a particular Offer to earn Points awarded with that Offer. You may be presented
with Offers directly on the Rewards Dashboard or when you use certain Microsoft products and services.

vi. For purposes of the Rewards Program, a "Search" is the act of an individual user manually entering text for the good faith purpose of
obtaining Bing search results for such user’s own research purposes and does not include any query entered by a bot, macro, or other
automated or fraudulent means of any kind; and an "Acquisition" is the process of purchasing goods or downloading and acquiring a
license for digital content directly from Microsoft, whether free or paid. Points are not offered for every Acquisition from Microsoft, and
certain restrictions may apply.

vii. Restrictions & Limitations on Points. Points are awarded by Microsoft to individual Rewards Accounts and cannot be transferred to any
other person or entity. Notwithstanding the foregoing, Microsoft may from time to time in its sole discretion permit you (i) to share your
Points within your household (limits may apply), (i) to contribute your Points to support a nonprofit organization listed on the Redemption
Page, or (iii) depending on your Region and subject to other terms and conditions, to redeem all or some of your Points for points in certain
other rewards or loyalty programs, including programs operated by Microsoft or authorized third parties. Points are and remain at all times
the property of Microsoft, and do not constitute your personal property; they have no cash value, and you may not obtain any cash or money
in exchange for them. Points are awarded to you on a promotional basis only. You cannot purchase Points. Microsoft may limit the quantity
of Points or Rewards that can be earned or redeemed per person, per household, or over a set period (e.g., a day) provided that you are not
disadvantaged in breach of good faith; please refer to the FAQ for currently applicable limitations. Unless an Offer or Redemption Option
explicitly states otherwise, Points earned in the Program are not valid in, and may not be used in combination with, any other program
offered by Microsoft or third parties. Unredeemed Points associated with your Rewards Account expire if you do not earn or redeem
any Points in your Rewards Account for 18 consecutive months.

viii. Redemptions Redemption Options will be made available to you on the Redemption Page and on certain other Microsoft sites and
pages. You must earn and have available in your Rewards Account all of the Points required for a Redemption Option before you can redeem
your Points for that Redemption Option. There may be a limited number of a particular Reward available, and those Rewards will be delivered
on a first-come, first-served basis. You may be required to provide additional information, like your mailing address and a telephone number
(other than a VOIP or toll-free number), and you may also be asked to enter a fraud-prevention code or sign additional legal documents to
redeem Points for certain Redemption Options. Once you redeem your Points, you cannot cancel or return the Redemption Option for a
refund of Points except in the case of defective products or as required by applicable law. If you select a Redemption Option that is out of
stock or unavailable for other reasons, we may substitute a Redemption Option of comparable value or refund your points at our sole
discretion.

ix. Microsoft may update or discontinue offering specific Redemption Options at any time for any reason. Some Redemption Options may
have age or Region eligibility requirements, or other terms or conditions on their redemption or use. Any such requirements or conditions
will be included in the relevant redemption offer. You are responsible for all federal, state, and local taxes and any other costs of accepting
and using the Redemption Option. Rewards will be emailed to the email address associated with your Microsoft account, so keep your email
address up to date. Rewards that are undeliverable will not be reissued and are therefore forfeited. Rewards may not be resold. You may
redeem no more than 550,000 Points per calendar year in the Rewards Program.

x. Cancelling Your Rewards Account. If you no longer wish to participate in the Rewards Program, follow the instructions on the opt out
page (https://account.microsoft.com/rewards/optout?confirm=false) to cancel your Rewards Account. If you cancel your Rewards Account,
you will immediately forfeit all of your earned Points and will lose your ability to earn new Points in the future. To begin earning Points again,
you must open a new Rewards Account (but Microsoft will not reinstate any previously forfeited Points). Your Rewards Account may be
cancelled (and your Points forfeited) if you do not log in to your Microsoft account for 18 consecutive months.
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any part thereof at any time, in its sole discretion, and without prior notice. However, if the Rewards Program is cancelled or discontinued, we
will make reasonable efforts to notify you by email and on the Rewards Dashboard and to provide you with at least 90 days to redeem your

accrued Points, unless we determine that such cancellation must take effect immediately for legal or security reasons.

xii. Other Terms. Microsoft reserves the right to immediately cancel your Rewards Account, disqualify you from future participation in the
Rewards Program, forfeit all of your earned Points, and cancel or suspend any Redemption Option you have obtained through the Rewards
Program if Microsoft believes you have tampered with, abused, or defrauded any aspect of the Rewards Program or breached these terms.
Microsoft further reserves the right to cancel or suspend any Redemption Option you have obtained or attempted to obtain through the
Rewards Program if Microsoft determines you are ineligible to receive that Redemption Option for legal reasons (such as export laws). While
Microsoft makes every effort to ensure accuracy, errors occasionally occur. Microsoft therefore reserves the right to correct such errors at any
time, even if it affects current Offers or your pending, earned, or redeemed Points or Rewards. In the event of any inconsistency or
discrepancy between these Rewards Program terms or other statements contained in any related materials or advertising, these terms prevail,
govern, and control.

Azure

m. Azure. Your use of the Azure service is governed by the terms and conditions of the separate agreement under which you obtained the
services, as detailed on the Microsoft Azure Legal Information page at https://azure.microsoft.com/en-us/support/legal/.

Microsoft Soundscape
n. Microsoft Soundscape. You acknowledge that Microsoft Soundscape (1) is not designed, intended, or made available as a medical device, and

(2) is not designed or intended to be a substitute for professional medical advice, diagnosis, treatment, or judgment and should not be used to
replace or as a substitute for professional medical advice, diagnosis, treatment, or judgment.

Power Platform

o. Power Platform. Your use of the Power Platform service is governed by the terms and conditions of the separate agreement under which you
obtained the services, as detailed on the Power Platform Legal Information page at Microsoft Power Platform

(https://powerplatform.microsoft.com/en-us/business-applications/legal/).

Dynamics 365

p. Dynamics 365. Your use of the Dynamics 365 service is governed by the terms and conditions of the separate agreement under which you
obtained the services, as detailed on the Dynamics 365 Legal Information page at Microsoft Dynamics 365

(https://dynamics.microsoft.com/business-applications/legal/).

Al Services

g. Al Services. "Al services" are services that are labeled or described by Microsoft as including, using, powered by, or being an Artificial
Intelligence ("Al") system.

i. Reverse Engineering. You may not use the Al services to discover any underlying components of the models, algorithms, and systems. For
example, you may not try to determine and remove the weights of models.

ii. Extracting Data. Unless explicitly permitted, you may not use web scraping, web harvesting, or web data extraction methods to extract
data from the Al services.

iii. Limits on use of data from the Al Services. You may not use the Al services, or data from the Al services, to create, train, or improve
(directly or indirectly) any other Al service.

iv. Use of Your Content. As part of providing the Al services, Microsoft will process and store your inputs to the service as well as output
from the service, for purposes of monitoring for and preventing abusive or harmful uses or outputs of the service.

v. Third party claims. You are solely responsible for responding to any third-party claims regarding Your use of the Al services in compliance
with applicable laws (including, but not limited to, copyright infringement or other claims relating to content output during Your use of the Al
services).
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15. Binding Arbitration and Class Action Waiver If You Live In (or, If a Business, Your Principal Place of Business Is In) the United States. We
hope we never have a dispute, but if we do, you and we agree to try for 60 days, upon receipt of a Notice of Dispute, to resolve it informally. If we
can't, you and we agree to binding individual arbitration before the American Arbitration Association ("AAA") under the Federal Arbitration
Act ("FAA"), and not to sue in court in front of a judge or jury. Instead, a neutral arbitrator will decide and the arbitrator’s decision will be final
except for a limited right of review under the FAA. Class action lawsuits, class-wide arbitrations, private attorney-general actions, requests for
public injunctions, and any other proceeding or request for relief where someone acts in a representative capacity aren’t allowed. Nor is
combining individual proceedings without the consent of all parties. "We," "our," and "us" includes Microsoft and Microsoft's affiliates.

a. Disputes Covered—Everything Except IP. The term "dispute” is as broad as it can be. It includes any claim or controversy between you and us
concerning the Services, the software related to the Services, the Services' or software’s price, your Microsoft account, marketing,
communications, your purchase transaction, billing, or these Terms, under any legal theory including contract, warranty, tort, statute, or
regulation, except disputes relating to the enforcement or validity of your, your licensors’, our, or our licensors’ intellectual property
rights.

b. Send a Notice of Dispute Before Arbitration. If you have a dispute that our customer service representatives can't resolve and you wish to
pursue arbitration, you must first send an individualized Notice of Dispute to Microsoft Corporation, ATTN: CELA Arbitration, One Microsoft
Way, Redmond, WA 98052-6399, U.S.A., or submit the form electronically. The Notice of Dispute form is available at
https://go.microsoft.com/fwlink/?Linkld=245499. Complete that form in full, with all the information it requires. We'll do the same if we have a
dispute with you. This Notice of Dispute is a prerequisite to initiating any arbitration. Any applicable statute of limitations will be tolled from the
date of a properly submitted individualized Notice of Dispute through the first date on which an arbitration may properly be filed under this

section 15.

c. Small Claims Court Option. Instead of sending a Notice of Dispute, either you or we may sue the other party in small claims court seeking
only individualized relief, so long as the action meets the small claims court’s requirements and remains an individual action seeking
individualized relief. The small claims court must be in your county of residence (or, if a business, your principal place of business).

d. Arbitration Procedure. The AAA will conduct any arbitration under its Commercial Arbitration Rules (or if you are an individual and use the
Services for personal or household use, or if the value of the dispute is less than $75,000 whether or not you are an individual or how you use the
Services, its Consumer Arbitration Rules). For more information, see www.adr.org or call 1-800-778-7879. Section 15 and these Terms govern to
the extent they conflict with any applicable AAA rules. To initiate an arbitration, submit the Demand for Arbitration form available at
https://go.microsoft.com/fwlink/?Linkld=245497 to the AAA and mail a copy to us. The form must contain information that is specific to you and
your claim. In a dispute involving $25,000 or less, any hearing will be telephonic or by videoconference unless the arbitrator finds good cause to
hold an in-person hearing instead. Any in-person hearing will take place in your county of residence (or, if a business, your principal place of
business). The arbitrator may award the same damages to you individually as a court could. The arbitrator may award declaratory or injunctive
relief only to you individually to satisfy your individual claim, but not relief that would affect non-parties.

The arbitrator rules on all issues except that a court has exclusive authority: (i) to decide arbitrability, as well as formation, existence, scope,
validity, and enforceability of this arbitration agreement; (ii) to decide whether the parties have complied with the pre-arbitration requirements
(including the individualized Notice of Dispute and Demand for Arbitration forms); (iii) to enforce the prohibition on class, representative, private
attorney-general, or combined actions or proceedings, or public injunctive relief; and (iv) to enjoin an arbitration from proceeding if it does not
comply with this section 15.

If your Notice of Dispute involves claims similar to those of at least 24 other customers, and if you and those other customers are represented by
the same lawyers, or by lawyers who are coordinating with each other, you and we agree that these claims will be “Related Cases.” Related Cases
may only be filed in batches of up to 50 individual arbitrations at a time, and those individual arbitrations will be resolved in the following
manner: (i) for the first batch, each side may select up to 25 of these Related Cases to be filed and resolved in individual arbitrations under this
section 15; (i) none of the other Related Cases may be filed or prosecuted in arbitration until the first batch of up to 50 individual arbitrations is
resolved; and (iii) if, after that first batch, the parties are unable to informally resolve the remaining Related Cases, a second batch of Related
Cases may be filed, where each side may select up to 25 of the Related Cases to be resolved in individual arbitrations under this section 15. This
process of batched individual arbitrations will continue until the parties resolve all Related Cases informally or through individual arbitrations. A
court has exclusive authority to enforce this paragraph, including whether it applies to a given set of claims, and to enjoin the filing or
prosecution of arbitrations that do not comply with this paragraph.

e. Arbitration Fees and Payments.

if: (i) the dispute involves less than $75,000; and before initiating arbitration (i) you complied with all pre-arbitration requirements in this
section 15, including, if applicable, the Related Cases paragraph. Otherwise, the AAA rules will govern payment of filing fees and the AAA's
and arbitrator’s fees and expenses. If, at the conclusion of the arbitration, the arbitrator awards you more than our last written offer made
before the arbitrator was appointed, we will: pay you (i) the amount of the award or $1,000 (whichever is more); and; (ii) for any reasonable
attorney'’s fees you incurred; and any reasonable expenses (including expert witness fees and costs) that your attorney accrued in connection
with your individual arbitration.

f. Rejecting Future Arbitration Changes. You may reject any change we make to section 15 (except address changes) by personally signing and
sending us notice within 30 days of the change by U.S. Mail to the address in section 15.b. If you do, the most recent version of section 15 before
the change you rejected will apply.

g. Severability. If, after exhaustion of all appeals, a court finds any part of this section 15 unenforceable as to any claim or request for a remedy,
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as a request for a public injunction remedy, in which case the arbitrator issues an award on liability and individual relief before a court considers
that request). Otherwise, if any other part of section 15 is found to be unenforceable, the remainder will remain in effect (with an arbitration

award issued before any court proceeding begins).

Miscellaneous

16. Miscellaneous. This section, and sections 1, 9 (for amounts incurred before the end of these Terms), 10, 11, 12, 13, 15, 18 and those that by their
terms apply after the Terms end will survive any termination or cancellation of these Terms. We may assign these Terms, in whole or in part, at any time
without notice to you. You may not assign your rights or obligations under these Terms or transfer any rights to use the Services. This is the entire
agreement between you and Microsoft for your use of the Services. It supersedes any prior agreements between you and Microsoft regarding your
use of the Services. All parts of these Terms apply to the maximum extent permitted by relevant law. If a court or arbitrator holds that we can't enforce
a part of these Terms as written, we may replace those terms with similar terms to the extent enforceable under the relevant law, but the rest of these
Terms won't change. Section 15.g says what happens if parts of section 15 (arbitration and class action waiver) are found to be unenforceable. Section
15.g prevails over this section if inconsistent with it. Except for section 15 (arbitration and class action waiver) these Terms are solely for your and our
benefit; they aren't for the benefit of any other person, except for Microsoft's successors and assigns.

17. Export Laws. You must comply with all domestic and international export laws and regulations that apply to the software and/or Services, which
include restrictions on destinations, end users, and end use. For further information on geographic and export restrictions, visit
https://www.microsoft.com/exporting.

18. Reservation of Rights and Feedback. Except as expressly provided under these Terms, Microsoft does not grant you a license or any other rights
of any type under any patents, know-how, copyrights, trade secrets, trademarks or other intellectual property owned or controlled by Microsoft or any
related entity, including but not limited to any name, trade dress, logo or equivalents. If you give to Microsoft any idea, proposal, suggestion or
feedback, including without limitation ideas for new products, technologies, promotions, product names, product feedback and product
improvements (“Feedback"), you give to Microsoft, without charge, royalties or other obligation to you, the right to make, have made, create
derivative works, use, share and commercialize your Feedback in any way and for any purpose. You will not give Feedback that is subject to a license
that requires Microsoft to license its software, technologies or documentation to any third party because Microsoft includes your Feedback in them.
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Notices and procedure for making claims of intellectual property infringement. Microsoft respects the intellectual property rights of third parties.
If you wish to send a notice of intellectual property infringement, including claims of copyright infringement, please use our procedures for submitting
Notices of Infringement (https://www.microsoft.com/en-us/legal/intellectualproperty/infringement), which procedures form part of these Terms. ONLY
INQUIRIES RELEVANT TO THIS PROCEDURE WILL RECEIVE A RESPONSE.

Microsoft uses the processes set out in Title 17, United States Code, Section 512, and, where applicable, Chapter Il of Regulation (EU) 2022/2065, to
respond to notices of copyright infringement. In appropriate circumstances, Microsoft may also disable or terminate accounts of users of Microsoft
services who may be repeat infringers. Furthermore, in appropriate circumstances, Microsoft may suspend processing notices by individuals or entities
that frequently submit unfounded notices. A further explanation of the applicable procedures for a given Service, including possible redress for
decisions taken by Microsoft as part of these procedures, may be found at Notices of Infringement (https://www.microsoft.com/en-

us/legal/intellectualproperty/infringement).

Notices and procedures regarding intellectual property concerns in advertising. Please review our Intellectual Property Guidelines
(https://go.microsoft.com/fwlink/?Linkld=243207) regarding intellectual property concerns on our advertising network.

Copyright and trademark notices. The Services are copyright © Microsoft Corporation and/or its suppliers, One Microsoft Way, Redmond, WA
98052, U.S.A. All rights reserved. The Terms incorporate Microsoft Trademark & Brand Guidelines (https://www.microsoft.com/en-

us/legal/intellectualproperty/trademarks/usage/general.aspx) (as amended from time to time). Microsoft and the names, logos, and icons of all
Microsoft products, software, and services may be either unregistered or registered trademarks of the Microsoft group of companies in the United
States and/or other jurisdictions. The following is a non-exhaustive list of Microsoft's trademarks (https://www.microsoft.com/en-

us/legal/intellectualproperty/trademarks/en-us.aspx). The names of actual companies and products may be the trademarks of their respective owners.
Any rights not expressly granted in these Terms are reserved. Certain software used in certain Microsoft website servers is based in part on the work of
the Independent JPEG Group. Copyright © 1991-1996 Thomas G. Lane. All rights reserved. "gnuplot" software used in certain Microsoft website
servers is copyright © 1986-1993 Thomas Williams, Colin Kelley. All rights reserved.

Medical notice. Microsoft does not provide medical or any other health care advice, diagnosis, or treatment. Always seek the advice of your physician
or other qualified health care provider with any questions you may have regarding a medical condition, diet, fitness, or wellness program. Never
disregard professional medical advice or delay in seeking it because of information you accessed on or through the Services.

Stock quotes and index data (including index values). Financial information provided through the Services is for your personal, noncommercial use
only. You may not use any of the finance data or marks of any third-party licensor in connection with the issuance, creation, sponsorship, trading,
marketing, or promotion of any financial instruments or investment products (for example, indices, derivatives, structured products, investment funds,
exchange-traded funds, investment portfolios, etc., where the price, return and/or performance of the instrument or investment product is based on,
related to, or intended to track any of the finance data) without a separate written agreement with the third-party licensor.

Financial notice. Microsoft isn't a broker/dealer or registered investment advisor under United States federal securities law or securities laws of other
jurisdictions and doesn't advise individuals as to the advisability of investing in, purchasing, or selling securities or other financial products or services.
Nothing contained in the Services is an offer or solicitation to buy or sell any security. Neither Microsoft nor its licensors of stock quotes or index data
endorse or recommend any particular financial products or services. Nothing in the Services is intended to be professional advice, including without
limitation, investment or tax advice.

Tax Notices. Please review our tax notification page (https://aka.ms/taxservice) for U.S. state and local sales/use tax information.

Notice about the H.264/AVC and VC-1 Video Standards. The software may include H.264/AVC and/or VC-1 codec technology that is licensed by
MPEG LA, L.L.C. This technology is a format for data compression of video information. MPEG LA, L.L.C. requires this notice:

THIS PRODUCT IS LICENSED UNDER THE H.264/AVC, AND THE VC-1 PATENT PORTFOLIO LICENSES FOR THE PERSONAL AND NONCOMMERCIAL USE
OF A CONSUMER TO (A) ENCODE VIDEO IN COMPLIANCE WITH THE STANDARDS ("VIDEO STANDARDS") AND/OR (B) DECODE H.264/AVC, AND VC-1
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL AND NONCOMMERCIAL ACTIVITY AND/OR WAS OBTAINED FROM A
VIDEO PROVIDER LICENSED TO PROVIDE SUCH VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE THE MPEG LA WEBSITE (https://www.mpegla.com).

For clarification purposes only, this notice does not limit or inhibit the use of the software provided under these Terms for normal business uses that
are personal to that business which do not include (i) redistribution of the software to third parties, or (ii) creation of material with the VIDEO
STANDARDS compliant technologies for distribution to third parties.

Notice about the H.265/HEVC Video Standard. The software may include H.265/HEVC coding technology. Access Advance LLC requires this notice:

IF INCLUDED, THE H.265/HEVC TECHNOLOGY IN THIS SOFTWARE IS COVERED BY ONE OR MORE CLAIMS OF THE HEVC PATENTS LISTED AT:
PATENTLIST.ACCESSADVANCE.COM. DEPENDING ON HOW YOU OBTAINED THE SOFTWARE, THIS PRODUCT MAY BE LICENSED UNDER THE HEVC
ADVANCE PATENT PORTFOLIO.

If this software is installed on a Microsoft device, additional licensing information can be found at: aka.ms/HEVCVirtualPatentMarking.
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STANDARD APPLICATION LICENSE TERMS
FOR APPLICATIONS OFFERED IN THE UNITED STATES

MICROSOFT STORE, MICROSOFT STORE ON WINDOWS, AND MICROSOFT STORE ON XBOX

These license terms are an agreement between you and the application publisher. Please read them. They apply to the software applications you
download from the Microsoft Store, the Microsoft Store on Windows or the Microsoft Store on Xbox (each of which is referred to in these license
terms as the "Store"), including any updates or supplements for the application, unless the application comes with separate terms, in which case those
terms apply.

BY DOWNLOADING OR USING THE APPLICATION, OR ATTEMPTING TO DO ANY OF THESE, YOU ACCEPT THESE TERMS. IF YOU DO NOT
ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT DOWNLOAD OR USE THE APPLICATION.

The application publisher means the entity licensing the application to you, as identified in the Store.
If you comply with these license terms, you have the rights below.

1. INSTALLATION AND USE RIGHTS; EXPIRATION. You may install and use the application on Windows devices or Xbox consoles as described
in Microsoft's Usage Rules (https://go.microsoft.com/fwlink/p/?Linkld=723143). Microsoft reserves the right to modify Microsoft's Usage Rules
(https://go.microsoft.com/fwlink/p/?Linkld=723143) at any time.

2. INTERNET-BASED SERVICES.

a. Consent for Internet-based or wireless services. If the application connects to computer systems over the Internet, which may include
via a wireless network, using the application operates as your consent to the transmission of standard device information (including but not
limited to technical information about your device, system, and application software, and peripherals) for Internet-based or wireless services.
If other terms are presented in connection with your use of services accessed using the application, those terms also apply.

b. Misuse of Internet-based services. You may not use any Internet-based service in any way that could harm it or impair anyone else’s use
of it or the wireless network. You may not use the service to try to gain unauthorized access to any service, data, account, or network by any
means.

3. SCOPE OF LICENSE. The application is licensed, not sold. This agreement only gives you some rights to use the application. If Microsoft
disables the ability to use the applications on your devices pursuant to your agreement with Microsoft, any associated license rights will
terminate. The application publisher reserves all other rights. Unless applicable law gives you more rights despite this limitation, you may use the
application only as expressly permitted in this agreement. In doing so, you must comply with any technical limitations in the application that only
allow you to use it in certain ways. You may not:

a. Work around any technical limitations in the application.

b. Reverse engineer, decompile, or disassemble the application, except and only to the extent that applicable law expressly permits, despite
this limitation.

c. Make more copies of the application than specified in this agreement or allowed by applicable law, despite this limitation.

d. Publish or otherwise make the application available for others to copy.

e. Rent, lease, or lend the application.

f. Transfer the application or this agreement to any third party.

4. DOCUMENTATION. If documentation is provided with the application, you may copy and use the documentation for personal reference
purposes.

5. TECHNOLOGY AND EXPORT RESTRICTIONS. The application may be subject to United States or international technology control or export
laws and regulations. You must comply with all domestic and international export laws and regulations that apply to the technology used or
supported by the application. These laws include restrictions on destinations, end users, and end use. For information on Microsoft branded
products, go to the Microsoft exporting_ website (https://go.microsoft.com/fwlink/?Linkld=868967).

6. SUPPORT SERVICES. Contact the application publisher to determine if any support services are available. Microsoft, your hardware
manufacturer and your wireless carrier (unless one of them is the application publisher) aren't responsible for providing support services for the
application.

7. ENTIRE AGREEMENT. This agreement, any applicable privacy policy, any additional terms that accompany the application, and the terms for
supplements and updates are the entire license agreement between you and application publisher for the application.

8. APPLICABLE LAW.

a. United States and Canada. If you acquired the application in the United States or Canada, the laws of the state or province where
you live (or, if a business, where your principal place of business is located) govern the interpretation of these terms, claims for
breach of them, and all other claims (including consumer protection, unfair competition, and tort claims), regardless of conflict of
laws principles.

b. Outside the United States and Canada. If you acquired the application in any other country, the laws of that country apply.

9. LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights under the laws of your state or country. This
agreement doesn't change your rights under the laws of your state or country if the laws of your state or country don't permit it to do so.

10. DISCLAIMER OF WARRANTY. The application is licensed “as is,"” "with all faults,” and "as available.” You bear the entire risk as to its
quality, safety, comfort, and performance. Should it prove defective, you assume the entire cost of all necessary servicing or repair. The
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respective affiliates, vendors, agents, and suppliers (“Covered Parties"), gives no express warranties, guarantees, or conditions in
relation to the application. You may have additional consumer rights under your local laws that this agreement can't change. To the
extent permitted under your local laws, Covered Parties exclude any implied warranties or conditions, including those of
merchantability, fitness for a particular purpose, safety, comfort, and non-infringement. If your local laws impose a warranty, guarantee
or condition even though these terms do not, its duration is limited to 90 days from when you download the application.

11. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. To the extent not prohibited by law, if you have any basis for
recovering damages, you can recover from the application publisher only direct damages up to the amount you paid for the application
or $1.00, whichever is greater. You will not, and waive any right to, seek to recover any other damages, including lost profits and
consequential, special, direct, indirect, or incidental damages, from the application publisher.

This limitation applies to:

e Anything related to the application or services made available through the application; and
¢ Claims for breach of contract, warranty, guarantee or condition; strict liability, negligence, or other tort; violation of a statute or
regulation; unjust enrichment; or under any other theory; all to the extent permitted by applicable law.

It also applies even if:

o This remedy doesn’t fully compensate you for any losses; or
o The application publisher knew or should have known about the possibility of the damages.
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Covered Services
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The following products, apps and services are covered by the Microsoft Services Agreement, but may not be available in your market.

Account.microsoft.com

Apps and services included with Microsoft 365 Basic
Apps and services included with Microsoft 365 consumer subscriptions
Apps and services included with Microsoft 365 Family
Apps and services included with Microsoft 365 Personal
Ask Cortana

Bing Apps

Bing Dictionary

Bing Image and News (iOS)

Bing Maps

Bing Pages

Bing Pros

Bing Rebates

Bing Search APIs/SDKs

Bing Search app

Bing Translator

Bing Webmaster

Bing.com

Bingplaces.com

Clipchamp

Collections

Cortana skills by Microsoft

Cortana

Default Homepage and New Tab Page on Microsoft Edge
Dev Center App

Device Health App

Dictate

Education.minecraft.net

Experts for PowerPoint (Preview)

Face Swap

Feedback Intake Tool for Azure Maps (aka "Azure Maps Feedback”)
Forms.microsoft.com

Forzamotorsport.net

Groove Music Pass

Groove

GroupMe

Image Creator from Microsoft Designer

LineBack

Link to Windows

Maps App

Microsoft 365 Business Standard, Microsoft 365 Business Basic and Microsoft 365 Apps”

“Until a commercial domain is established for use of these services, at which time separate Microsoft commercial terms will govern instead.
Microsoft 365 Consumer
Microsoft 365 Family
Microsoft 365 for the web
Microsoft 365 optional connected experiences
Microsoft 365 Personal
Microsoft Academic
Microsoft account
Microsoft Add-Ins for Skype
Microsoft Bots
Microsoft Collections
Microsoft Copilot
Microsoft Defender for individuals
Microsoft Educator Community
Microsoft Family
Microsoft Health
Microsoft Launcher
Microsoft Loop
Microsoft Math Solver
Microsoft Movies & TV
Microsoft Pay
Microsoft Pix

Mirracnft Racearch Interartiva Qrience
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Microsoft Research Open Data
Microsoft Rewards

Microsoft Search in Bing
Microsoft Soundscape
Microsoft Start

Microsoft Support and Recovery Assistant for Office 365
Microsoft Sway

Microsoft Teams

Microsoft Translator
Microsoft Wallpaper

MilelQ

Minecraft games

Minecraft Realms Plus and Minecraft Realms
Mixer

MSN Dial Up

MSN Explorer

MSN Food & Drink

MSN Health & Fitness

MSN Money

MSN News

MSN Premium

MSN Sports

MSN Travel

MSN Weather

MSN.com

Next Lock Screen

Office Store

OneDrive.com

OneDrive

OneNote.com

Outlook.com

Paint 3D

Phone Link

Presentation Translator
rise4fun

Seeing Al

Send

Skype in the Classroom
Skype Manager

Skype.com

Skype

Smart Search

SMS Organizer App

Snip Insights

Spreadsheet Keyboard

Store

Sway.com

The free version of Microsoft 365
to-do.microsoft.com
Translator for Microsoft Edge
Translator Live

Universal Human Relevance System (UHRS)
UrWeather

ux.microsoft.com

Video Breakdown

Visio Online

Web Translator
whiteboard.office.com
Windows games, apps and websites published by Microsoft
Windows Movie Maker
Windows Photo Gallery
Windows Store

Windows Live Mail

Windows Live Writer

Word Flow
Yhav Cland Gamina
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Xbox Game Pass

Xbox Game Studios games, apps and websites
Xbox Live Gold

Xbox Live

Xbox Music

Xbox Store
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Exhibit 2
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Shinesa E. Cambric, CISSP, CISM, CCSP, CDPSE

PROFILE

Award-winning and industry-recognized Senior Cyber Security Leader with a history of architecting and delivering business initiatives for both
foundational security capabilities and innovative protection solutions for global organizations. My experience includes directing teams executing both
agile and waterfall deployments for cloud and application security, identity and access management, digital trust, privileged access management,
vulnerability remediation, and compliance. | thrive on mentoring and managing high-performing, high-impact teams, supporting them by clearing
roadblocks, growing their skills, and empowering them to deliver on organizational goals successfully.

AREAS OF EXPERTISE

Cloud Platforms and Security Configuration (Azure, AWS, GCP)

Identity Governance and Access Management Applications

Governance Risk & Compliance (GRC) Applications and Concepts

Vulnerability Management

Compliance Protocols, Standards and Frameworks: PCl, SOX ITGC, COBIT, NIST CSF, GDPR, CCPA
Strategic Planning and Execution

Leveraging Al/ML for risk and threat detection

PROFESSIONAL EXPERIENCE

Microsoft

Irving, TX April 2021 - Present

Product Management Senior Leader — Anti-Fraud

Direct organizational efforts on security architecture, including vendor and internal mechanisms for preventing, detecting, and
remediating security threats related to fraudulent accounts. Directly accountable for strategic roadmaps and execution and defining
organizational prioritization for delivering innovative product features to prevent and detect threats related to emerging technologies and
concepts.

Deliver large, at-scale security initiatives across multiple stakeholders, including central engineering, leadership teams, product managers,
engineering managers, developers, and business counterparts. Define and drive buy/build/partner decisions for strategic investment
areas.

Led cross-organization efforts to design and deliver identity risk detection and protection features for Microsoft Azure Active Directory
withtwo patents pending; leveraged Al/ML algorithms for enhanced security to protect against over 5.8 billion attacker-driven sign-ins
attempts a month in the Microsoft ecosystem.

Direct and guide protection products from conception to launch, including market analysis, thought leadership, and execution

roadmap. Deliver technology supporting global organizations in identifying over 2 million compromised accounts a month.

Leverage GRC and security knowledge to advise business and technical stakeholders regarding Zero Trust methodologies and security best
practices; design and deliver enhanced security training for partner organizations.

Build alignment across functional and technical silos; Work closely with Operations and Customer Success teams to maximize internal
and external customer satisfaction by directing team delivery on process optimization and adoption of tools.

Collaborate with cross-company stakeholders to develop strategic product roadmaps and secure prioritization and funding for key
initiatives.

Drive objectives and key results, establishing supporting metrics and key progress indicators for security posture, and return on
investment for vendor and external products compared to security threats remediated or reduced.

Vistra Energy Irving, TX Jan 2021 - April 2021
Manager Security Architecture

Direct the team responsible for designing, developing, deploying, and maintaining security architecture standards and solutions to support
company-wide objectives.

Drive closure on policy exceptions; identify gaps and risks in support of exception requests, weigh the effectiveness of compensating
controls, and make recommendations around exception requests; Influence technical and strategic direction of the Risk Managem ent and
Compliance program.

Develop strategy and implement roadmaps for cloud security, cloud migration, identity and access, and Zero-Trust.

Provide architectural and compliance oversight of design, building, configuration, and maintenance of security for technology platforms;
Collaborate with business and technology counterparts to understand enterprise initiatives, architect integration of identity and access
management, perform risk assessments and manage risk remediation; Direct work towards alignment of security to NIST Cybersecurity
Framework.

Crafting and executing the overall security architecture program, including developing roadmaps and working with numerous
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stakeholders from across information security and engineering on building a defensive security posture.

Fossil, Inc Richardson, TX 2013 - 2020
Sr. Manager-Identity and Access Management

. Direct the development and maintenance of information security policies, standards, procedures, and guidelines following the
overarching Information Security Risk Framework.

. Led a global team in defining consistent, repeatable processes for identifying risks, qualitatively and quantitatively performing risk
assessments, determining risk treatment, managing associated findings and remediation plans, and sharing insights with senior
leadership.

. Architected and directed team implementation of tools and processes related to the cyber security protection of critical ERP systems;

Established an ERP IR (incident response) playbook for integration with corporate IR plan; Developed insider threat program and profiles
for ERP environments, including coordinating with functional stakeholders to identify data sources and incident response procedures for

insider threats.

. Drive execution and delivery for cyber risk assessments on application security and identity management implications; Partner with
internal compliance and risk management teams for panel reviews; Coordinate with the legal team to review SoWs, MSAs, and contracts

for impacts to data security, privacy, and regulatory compliance.

. Lead organization in defining framework and audit plan to assess risk and compliance impacts for cloud migration and deployment;
Collaborate with stakeholders to recommend and develop cloud controls and monitoring policy requirements; Assess and develop a plan

for implementation of hybrid cloud security requirements, including enhancing MFA (multi-factor) solutions.
. Developed global identity and access governance roadmap, including defining authoritative identity sources, authentication and

authorization processes, monitoring, compliance, and auditing and reporting; Worked closely with CISO, CTO, and other senior executives
to support the implementation of strategic roadmap objectives regarding application security and identity governance as part of overall

cyber security objectives.

. Provided thought leadership and consultation to the organization related to security and regulatory compliance, IT controls, and IT risks

and remediation; Lead support teams in correcting deficiencies and defining long-term solutions.

. Designed reports for security risk and compliance metrics for key systems; Collected and managed monthly KRI (key risk indicators) data;

analyzed and facilitated discussion with the business areas.

. Partnered with an external consulting firm to perform a cyber risk assessment of company tools and operations; Translated results into

business terms and worked with senior executives to develop strategic short and long-term plans to address findings.

CERTIFICATIONS AND PROFESSIONAL MEMBERSHIPS

Certified Information Systems Manager (CISM)

Certified Data Privacy Solutions Engineer (CDPSE)

Certified Information Systems Security Professional (CISSP)

Certified Cloud Security Professional (CCSP)

Okta Certified Professional

Member - Information Systems, Audit and Control Association (ISACA)

Member — Information Systems Security Association (ISSA) North Texas Chapter

INDUSTRY ENGAGEMENT (2023)

Speaker: RSA Conference

Speaker: ISACA Silicon Valley Chapter

Speaker: CTO Advisor Virtual Conference

Content Contributor: Cloud Security Alliance Zero Trust Certification and Training
Lead Creator: ISACA GCP Audit program

Author: Cloud Auditing Best Practices

Winner: Cloud Girls Rising Star Award

Board Member and Conference Organizer: fwd:cloudsec Cloud Security Conference
Exam and Content Subject Matter Expert: CompTIA

EDUCATION

Bachelor's Degree — Computer Science
Louisiana State University
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Q, Discover badges, skills or organizatio

This badge was issued to Shinesa Cambric on March 30, 2021

@ Verify l,é’f Celebrate

Certified Information Security
Manager® (CISM)

Issued by ISACA

The management-focused CISM is the globally accepted standard
for individuals who design, build and manage enterprise

information security programs.

Learn more
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Skills

Information Risk Compliance IT Governance IT Risk Management

IT Security IT Security Incident Manager

IT Security Program Manager

Earning Criteria

Score a passing grade on the CISM exam

Submit verified evidence of five years of information security

work experience, with a minimum of three years of information

security management work experience in three or more of the

job practice domains

Agree to abide by the ISACA Code of Professional Ethics

Agree to abide by the CISM Continuing Professional Education

)
= Policy

Standards

ISO/IEC 17024:2003

Principles and requirements for a body certifying persons against
specific requirements, and includes the development and
maintenance of a certification scheme for persons.

Insights

Top Job Titles

Postings
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Senior Associate Digital Business Risk 64 >
Chief Information Security Officer 57 >
Information Risk Compliance Analyst 54 >
SAP Platform Security Consultant 30 >
Information Security Manager 13 >
Show More
Powered by

TalentNeuron™.

View Overview »

Request Demo | About Credly | Terms | Privacy | Developers | Support

Cookies | Do Not Sell My Personal Information
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Q_ Discover badges, skills or organizatio

This badge was issued to Shinesa Cambric on July 01, 2021
Expires on July 31, 2024

@ Verify l,é{ Celebrate

CCSP

Certified Cloud Security
Professional (CCSP)

Issued by ISC2

The vendor-neutral CCSP credential confirms knowledge and
competency in applying best practices to cloud security architecture,
design, operations, and service orchestration. Developed by the two

leading non-profits in cloud and information security, CSA and (ISC)?,
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the CCSP draws from a comprehensive, up-to-date global body of
knowledge that ensures candidates have the right cloud security
knowledge and skills to be successful in securing and optimizing
cloud computing environments.

Learn more

Skills
Cloud Application Security Cloud Architectural Concepts
Cloud Compliance Requirements Cloud Data Security
Cloud Design Requirements Cloud Infrastructure Security
Cloud Legal Requirements Cloud Operations

Cloud Platform Security

Earning Criteria

(=3 Obtain the required experience

Achieve a passing score on the CCSP exam

& Obtain an endorsement from an existing ISC2 member

[5) Subscribe to the Code of Ethics

© Complete continuing professional education requirements

Insights

Top Job Titles

Postings
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Account Manager Business Sales 139 >
Acquisition Account Manager I 132 >
Accounting Intern 126 D
Hybrid Marketing Intern 122 >
Account Manager Enterprise Expansion | 14 >
Show More
Powered by

TalentNeuron™.

View Overview »

Request Demo | About Credly | Terms | Privacy | Developers | Support

Cookies | Do Not Sell My Personal Information
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Q_ Discover badges, skills or organizatio

This badge was issued to Shinesa Cambric on February 15, 2021

@ Verify lé’: Celebrate

Certified Data Privacy Solutions
Engineer™ (CDPSE™)

Issued by ISACA

The CDPSE certification is focused on the technical implementation
of privacy solutions and privacy-enhanced design. CDPSE holders
are integral to an organization's privacy program and can facilitate a
common understanding of best practices throughout the

organization.
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Learn more

Skills

Apply Knowledge Of Security & Privacy Bridging Technology And Legal

Data Lifecycle Data Privacy Privacy Architecture

Privacy Best Practices Privacy-enhanced Design Privacy Governance

Privacy Solutions

Earning Criteria

Score a passing grade on the CDPSE exam

Submit verified evidence of professional work experience in two

=

or more of the exam content outline domains

Agree to abide by the ISACA Code of Professional Ethics

Agree to abide by the CDPSE Continuing Professional Education

Policy
Insights
Top Job Titles Postings
Oracle Cloud Security Senior Consultant 112 >
Security Privacy Control Assessor 90 >

Senior Security Privacy Control Assessor 90 >
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Oracle Cloud Security Risk Management Senior Ma... 90 >
Senior Associate Security Operations Analyst 84 >
Show More
Powered by

TalentNeuron™.

View Overview »

Request Demo | About Credly | Terms | Privacy | Developers | Support

Cookies | Do Not Sell My Personal Information
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION, :
Plaintiff, : Case No.
-against- :
DUONG DINH TU,
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

DECLARATION OF JASON LYONS IN SUPPORT OF
PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

I, Jason Lyons, declare as follows:

1. I am a Principal Manager of Investigations in the Digital Crimes Unit (“DCU”)
Cybercrime Enforcement Team at Microsoft Corporation. I respectfully submit this declaration in
support of Microsoft’s motion for an emergency ex parte temporary restraining order and order to
show cause why a preliminary injunction should not be entered in the above-captioned case.

2. In my role at Microsoft, I assess technological security threats to Microsoft and the
impact of such threats on Microsoft’s business and customers. Among my responsibilities are
protecting Microsoft’s online service assets from network-based attacks. I also participate in the
investigation of malware! and in court-authorized countermeasures to neutralize and disrupt

malware. For example, I have personally investigated and assisted in the court-authorized

' Malware is malicious software that is designed specifically to disrupt, damage, or gain
unauthorized access to a computer system.
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takedown of several families of malware or botnets while at Microsoft, including the malware
families and botnets known as Ramnit, ZeroAccess, Dorkbot, and Necurs.

3. Before joining Microsoft, I held cybersecurity-related positions for Xerox and
Affiliated Computer Services (“ACS”), and in those roles I provided in-court testimony in
connection with a temporary restraining order application concerning the misappropriation of
ACS’s intellectual property. Prior to entering the private sector, from 1998 to 2005, I served as a
Counterintelligence Special Agent in the United States Army. My duties as a Counterintelligence
Special Agent included investigating and combating cyber-attacks against the United States. |
obtained certifications in counterintelligence, digital forensics, computer crime investigations, and
digital media collection from the United States Department of Defense. A true and correct copy
of my curriculum vitae is attached to this declaration as Exhibit 1.

4. Since in or about May 2023, I have been investigating the structure and function of
an online criminal enterprise—referred to herein as the “Fraudulent Enterprise” (or the
“Enterprise”’)—that is in the business of using fraud and deception to breach Microsoft’s security
systems, open Microsoft accounts in the names of fictitious users, and then sell these fraudulent
Microsoft accounts to cybercriminals for use in a wide variety of internet-based crimes (the
“Fraudulent Scheme”).

5. I make this declaration based upon my personal knowledge, and upon information
and belief from my review of documents and evidence collected during Microsoft’s investigation

of the Fraudulent Enterprise.
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1. Overview of the Fraudulent Enterprise

6. As explained below, the Fraudulent Enterprise is in the business of using fraud to
obtain Microsoft accounts for resale to cybercriminals.

7. A Microsoft account is a single sign-on personal user account that provides access
to a variety of Microsoft services. Microsoft accounts may be used, among other ways, to access
consumer Microsoft services (e.g., Outlook.com (“Outlook™), formerly known as Hotmail, which
is a personal information manager software system), devices running on Microsoft’s operating
systems (e.g., Microsoft Windows computers and tablets), and Microsoft application software
(e.g., Word and Excel).

8. In order to ensure that human customers are opening Microsoft accounts for
legitimate purposes, Microsoft employs a variety of security measures, including CAPTCHA
(Completely Automated Public Turing test to tell Computers and Humans Apart) challenges that
are powered by Arkose Labs.? Users cannot access Microsoft’s services without agreeing to the
Microsoft Services Agreement, which prohibits, among other things, “us[ing] any false, inaccurate

29 ¢¢

or misleading information when signing up for [a] Microsoft account,” “creating fake accounts,”
and “automating inauthentic activity.”

0. Fraudulent Microsoft accounts obtained in bulk by cybercriminals can be used as a

Trojan horse for disseminating computer viruses, ransomware, and other malware. The Fraudulent

2 CAPTCHA is a security measure used to verify that the entity attempting to enter a particular
service or ecosystem is a human being. I understand that background on CAPTCHA can be found
in the declaration of Patrice Boffa in support of Microsoft’s motion for an emergency ex parte
temporary restraining order and order to show cause, familiarity with which is presumed.

3 A true and correct copy of Microsoft’s Services Agreement, published July 30, 2023 and

effective September 30, 2023, is attached to this declaration as Exhibit 2, and is also available at
https://www.microsoft.com/en-us/servicesagreement/.
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Enterprise meets this demand by using automated processes, bots, and CAPTCHA-defeating
software to circumvent Microsoft’s security measures and obtain Microsoft accounts based on
misrepresentations—namely, that the Enterprise is a legitimate human Microsoft customer when,
in fact, it is an automated crime service. Defendants sell these fraudulent Microsoft accounts, as
well as individual CAPTCHA-defeating tokens that can be used to procure fraudulent Microsoft
accounts,* to cybercriminals for use as tools in perpetrating a wide variety of online crimes.

10. The Fraudulent Enterprise attacks Microsoft, its Outlook email services, its
customers, and third parties by selling fraudulent Microsoft accounts and security-bypassing
technology to cybercriminals. The Enterprise sells these cybercrime tools via websites associated
with the domain name “hotmailbox.me” (the “Hotmailbox Website”) and “1stcaptcha.com” (the
“IstCAPTCHA Website,” formerly “Anycaptcha.com” (the “AnyCAPTCHA Website”)).

11. The Fraudulent Enterprise’s first step is to initiate the Microsoft account
registration process, which triggers a CAPTCHA challenge. The Enterprise then uses a bot to
procure a token from that CAPTCHA challenge. The bot subsequently uses that token to defeat
the challenge, which inherently misrepresents to Microsoft that a human customer, rather than a
bot, is attempting to create an account. The Enterprise repeats this process instantaneously,
creating millions of accounts at a time.

II. Microsoft Services Agreement

12. The Fraudulent Enterprise’s sale of fraudulently-created Microsoft accounts
violates multiple provisions of the Microsoft Services Agreement. As noted above, users cannot

access Microsoft’s services without agreeing to the Microsoft Services Agreement. (See Ex. 2

4 T understand that the Boffa Declaration contains a description of how the CAPTCHA-defeating
tokens sold by the Fraudulent Enterprise are procured and how they function.
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(“’You accept these Terms by creating a Microsoft account, through your use of the Services, or by
continuing to use the Services after being notified of a change to these Terms.”)). The Microsoft
Services Agreement states that users may not, “when using [Microsoft’s] Services™:
a. “use any false, inaccurate or misleading information when signing up for
your Microsoft account” (Ex. 2 at § 4(a)(1));
b. “transfer your Microsoft account credentials to another user or entity” (id.
1 4(2)®);
c. “do anything illegal, or try to generate or share content that is illegal” (id. 4
3(a)(1));
d. “engage in activity that is fraudulent, false or misleading (e.g., asking for
money under false pretenses, impersonating someone else, creating fake accounts,
automating inauthentic activity, generating or sharing content that is intentionally
deceptive, manipulating the Services to increase play count, or affect rankings,
ratings, or comments)” (id. § 3(a)(v) (emphasis added));
e. “circumvent any restrictions on access to, usage, or availability of the
Services (e.g., attempting to ‘jailbreak’ an Al system or impermissible scraping)”
(id. 1 3(a)(v1));
f. “infringe upon the rights of others” (id. § 3(a)(viii)); or

g. “help others break these rules” (id. § 3(a)(x)).
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I11. The Fraudulent Enterprise’s Criminal Infrastructure

A. The Hotmailbox Website

13. The Fraudulent Enterprise sells these fraudulently-obtained Microsoft accounts
from a registration and hosting website called Hotmailbox.me, which is available on the public
web. Figure 1 below reflects the Hotmailbox Website home page.

FIGURE 1

14. Based on my team’s assessment of dedicated Internet Protocol (IP) addresses’ used
by the Fraudulent Enterprise and the distinctive Password Unique Identifiers (“PUIDs”")® with sign-
ins from these accounts, we estimate that the Fraudulent Enterprise has created and sold roughly
750 million fraudulent Microsoft accounts to date.

15. As reflected below in Figure 2 (depicting registration and hosting information

provided by RiskIQ, which is a tool that provides Internet reconnaissance and analytics), the

> An IP address is a unique identifying number that is assigned to every device connected to the
internet. IP addresses may be used to identify the geographic location of the user.

6 Every Microsoft account has its own unique PUID code.
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Hotmailbox Website is hosted by domain registrars and service providers located in the United
States—specifically, (i) OnlineNIC Inc., which, on information and belief, is located at 3027
Teagarden Street, San Leandro, CA 94577, United States, and which, on information and belief,
is managed and operated by Identity Digital (formerly Afilias Inc.) as the owner of the “.me” top-
level domain (“TLD”)’; and (ii) Cloudflare, Inc., which, on information and belief, is associated
with various IP addresses, including 104.22.5.58, 104.22.4.58, 172.67.13.19, 104.26.11.230, and
172.67.69.233, and which has an office located at 101 Townsend Street, San Francisco, CA 94107.

FIGURE 2

16. As reflected below in Figure 3, various additional websites, including social media
sites, support the Hotmailbox Website’s illicit infrastructure—specifically, Google, Twitter (now

“X”), Pinterest, LinkedIn, and YouTube.®

9% ¢¢ 99 ¢

T TLD refers to the last segment of text in a domain name, such as “.me,” “.com,” “.net,” or “.org.”

8 There is no evidence suggesting that these sites are in any way complicit in Defendants’ scheme.
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FIGURE 3

17. The Fraudulent Enterprise accepts payments via the Hotmailbox Website through
cryptocurrency payment processors Cryptomus and Sellix, and through payment processors
WebMoney and Vietcombank.

18. There is evidence that the Fraudulent Enterprise is aware that its account-creation
and sale scheme violates Microsoft’s Services Agreement. From April 2023 through June 2023,
Microsoft attempted to disrupt the Enterprise by suspending fraudulent accounts believed to be
tied to the Enterprise. In or around August 2023, and as reflected above in Figure 1, the Enterprise
subsequently posted an instruction on the Hotmailbox Website to use the fraudulent Microsoft
accounts ““as soon as you buy” to avoid suspension.

B. The 1stCAPTCHA Website

19. In addition to selling fraudulent Microsoft Outlook accounts via the Hotmailbox
Website, the Fraudulent Enterprise has also been selling CAPTCHA-solving tokens procured by

the Enterprise’s bots—through the fraudulent steps described above—to cybercriminals so they
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can have their own bots deploy them to bypass Microsoft’s CAPTCHA challenges and procure
fraudulent Microsoft Outlook email accounts.

20. One cannot register for a Microsoft account without defeating a CAPTCHA
challenge. The Fraudulent Enterprise sells fraudulently-procured CAPTCHA-solving tokens from
a publicly-available website called 1stcaptcha.com. The 1stCAPTCHA Website’s homepage is
reflected below in Figure 4.

FIGURE 4
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21. As reflected in Figure 5 (depicting registration and hosting information provided
by RiskIQ), the IstCAPTCHA and AnyCAPTCHA Websites are hosted by domain registrants and
service providers located in the United States—specifically, (i) Privacy Protect LLC, which, on
information and belief, is a privacy protection service for domain registrants that is associated with
various [P addresses, including 172.66.41.15, 172.66.42.241, 188.114.98.229, 104.26.13.192,
172.67.72.186, 104.26.12.192, 188.114.98.229, and 188.114.99.229, is located at 10 Corporate
Dive, Burlington, MA 01803, and which, on information and belief, is managed and operated by
VeriSign, Inc. as the owner of the TLD “.com”; and (ii) Cloudflare, Inc., which, on information
and belief, is associated with various IP addresses, including 172.67.12.153, and which is located
at 101 Townsend Street, San Francisco, CA 94107.

FIGURE 5§

10



Case 1:23-cv-10685-PAE Document 15 Filed 12/13/23 Page 11 of 21

22. On information and belief, the websites “Nonecaptcha.com” and
“Anycaptcha.com” both redirect to the IstCAPTCHA Website. For instance, [ have been advised
by Microsoft’s cybersecurity vendor Arkose Labs that on July 4, 2023, Arkose observed a

message, which appeared on the Anycaptcha.com website, directing users to the 1stCAPTCHA

11
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Website. A screenshot of the message, which has been provided to me by Arkose, is reflected in
Figure 6 below.

FIGURE 6

23. The 1stCAPTCHA Website maintains a “blog” that explains in detail how its
services may be used to bypass Microsoft’s CAPTCHA-fortified security measures.” As reflected
below in Figure 7, the blog instructs users to (i) “[p]erform input operations until you see
[Microsoft’s] captcha,” (i1) “[f]ind and switch to arkoselabs iframe,” (iii) “[g]et the token
from 1stCAPTCHA service,” and (iv) “[e]xecute the javascript [provided by the 1stCAPTCHA
Website] to submit the token.” Defendants’ blog also contains entries explaining how to defeat

the CAPTCHA defenses employed by Twitter and Google.!°

? See How to submit funCAPTCHA token for outlook/hotmail captcha?, 1STCAPTCHA (Sept. 6,
2023), https://1stcaptcha.com/blog/how-to-submit-funcaptcha-token-for-outlook-hotmail-
captcha/. A true and correct copy of this webpage is attached hereto as Exhibit 3.

10 See How to bypass Twitter FunCAPTCHA using 1stCAPTCHA, 1STCAPTCHA (Sept. 17, 2023),
https://1stcaptcha.com/blog/how-to-bypass-twitter-funcaptcha-using- 1stcaptcha/; How to

12
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FIGURE 7

24. Through the use of sophisticated automation technology, 1stCAPTCHA deceives
Microsoft’s security into believing that a human customer, rather than a malicious computer
algorithm, is attempting to create a Microsoft account and use Microsoft’s services. 1stCAPTCHA

bypasses Microsoft’s CAPTCHA defenses by (i) solving authentication puzzles, (ii) rotating

distinguish between different types of reCAPTCHA: v2, v3, enterprise, ISTCAPTCHA (Sept. 6,
2023), https://1stcaptcha.com/blog/how-to-distinguish-recaptcha-v2-v3-enterprise/ (“Google’s
reCAPTCHA, an evolved iteration of this idea, takes a more advanced approach, delivering
heightened security while preserving user convenience intact. . . . Using element inspector, you
will see an iframe element with a src attribute in the form of
src=https://www.google.com/recaptcha/api2/anchor?). True and correct copies of these webpages are
attached hereto as Exhibits 4 and 5, respectively.

13
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figures to align the figure with the direction displayed on screen, and (iii) inputting dates of birth.
Figure 8 below reflects examples of different CAPTCHA challenges used by Microsoft.

FIGURE 8

25. The Fraudulent Enterprise uses GitHub—a public interactive website on which
users can share and collaborate on computer source code—as a centralized repository to store the
code necessary to effectuate the CAPTCHA-defeating tokens sold through the 1stCAPTCHA
Website. Seizure of the IstCAPTCHA GitHub page will render ineffective, on a going-forward

basis, any CAPTCHA-defeating token sold by the 1stCAPTCHA Website.

14
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26. Purchasers of the 1stCAPTCHA tool receive an Application Programming
Interface (“API”) key.!! During the process of bypassing Microsoft’s security measures, the
I1stCAPTCHA tokens “call out” to the APIs located within the servers hosted by Privacy Protect
LLC and Cloudflare, Inc. Disrupting the electronic “handshake” between these APIs will render
ineffective the CAPTCHA-defeating tokens sold by the 1stCAPTCHA Website.

27. The 1stCAPTCHA Website accepts payment through cryptocurrency payment
processor Cryptomus and Sellix, and through payment processors PayPal and Vietcombank.

IV. Undercover Purchases

28. During the investigation in this case, Microsoft retained external expert consultants
at Berkeley Research Group (“BRG”) to conduct undercover purchases of fraudulently-obtained
Microsoft accounts and CAPTCHA-defeating tokens from the Fraudulent Enterprise. I have
reviewed the data collected via BRG’s undercover purchases of fraudulent Microsoft accounts
from the Hotmailbox Website. As a result of these undercover purchases, BRG has come into
possession of approximately 16,500 fraudulent Microsoft accounts. Of the approximately 16,500
accounts, approximately 16,495 were registered with unique IP addresses, which demonstrates the
sophistication of the Fraudulent Enterprise’s scheme—that is, in order to avoid detection, the
Enterprise uses proxy services to constantly change the IP addresses from which the accounts are
logging into Microsoft systems.

29. Despite these efforts to constantly recycle and mask IP addresses, the Enterprise
cannot obfuscate the location of the Internet service provider (ISP) from which these IP addresses

originate. Approximately 12,996 of the purchased accounts were registered with IP addresses

""" "An API is a software intermediary that permits two or more computer applications to

communicate with each another.

15
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deriving from the New York, New York data center of an ISP called Hostkey. Those accounts,
seconds after initial registration, were logged into from IP addresses—154.27.66.194 and
154.27.66.246—originating from the service provider Cloud South, which, on information and
belief, is located at 424 Hampton Road, West Palm Beach, FL 33405.

V. Microsoft Trademarks

30. Microsoft holds registered trademarks with respect to its (i) Outlook launch icon
mark, (i1) Outlook word mark, and (iii) Hotmail word mark. True and correct registration copies
of each trademark are annexed as Appendix B to Microsoft’s Complaint in the above-captioned
case.

31. In selling fraudulent Microsoft accounts, the Hotmailbox Website uses several
Microsoft trademarks without Microsoft’s authorization, including Microsoft’s Outlook launch
icon trademark, its Outlook word trademark, and its Hotmail word trademark. A screenshot of the
Hotmailbox Website illustrating how it misappropriates those trademarks, as well as a zoomed-in

side-by-side comparison with Microsoft’s trademarks are depicted in Figures 9 and 10 below.

16
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FIGURE 9

FIGURE 10

Microsoft’s Registered Trademark Hotmailbox Website

OUTLOOK

Microsoft’s Registered Trademark Hotmailbox Website

17
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HOTMAIL

Microsoft’s Registered Trademark Hotmailbox Website

32.  The 1stCAPTCHA Website uses Microsoft’s Outlook launch icon trademark
without Microsoft’s authorization to sell fraudulently-obtained CAPTCHA-defeating tools. A
screenshot of the IstCAPTCHA Website illustrating how it misappropriates that trademark, as

well as a zoomed-in side-by-side comparison with Microsoft’s trademark are depicted in Figures

11 and 12 below.

18
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FIGURE 11

FIGURE 12

Microsoft’s Registered Trademark IstCAPTCHA Website

19
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V1. Disrupting the Fraudulent Enterprise

33. Through this lawsuit, Microsoft is requesting judicial authorization to direct several
providers of infrastructure used by the Fraudulent Enterprise to take actions that would disrupt this
scheme. It is imperative that the requested actions be closely coordinated, such that the malicious
IP addresses in various locations are directed by the Court to be turned off immediately upon
receipt of any order issued by the Court and in coordination with other efforts, such that these IP
addresses are turned off simultaneously. It is also critical that these actions be shielded from
anyone associated with the Enterprise—including the Defendants named in this action—until the
takedown of the Enterprise’s infrastructure is complete. If Defendants become aware of these
efforts prior to the completion of these requested actions, there is a substantial risk that they will
relocate the infrastructure to alternative domains and these efforts to stop the Fraudulent Enterprise
will be thwarted. The proposed ex parte temporary restraining order (“Proposed Order”) is framed
in a manner that enables coordinated efforts that will maximize the effectiveness of the relief
sought.

34, In the aggregate, the steps set forth in the Proposed Order, which will be carried out
upon entry of the requested Proposed Order, will prevent Defendants from operating the
Fraudulent Enterprise. For instance, as soon as the 1stCAPTCHA Website is seized, the APIs
underpinning the unlawfully-sold CAPTCHA-defeating tokens will not be able to communicate
with the 1stCAPTCHA Website, and the tokens will be rendered ineffective.

35. I believe that the steps described in the Proposed Order are appropriate and
necessary to suspend the ongoing harm cause by the Fraudulent Enterprise on Microsoft, its

consumers, and the public.

20
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I declare under penalty of perjury of the laws of the United States of America that the

foregoing is true and correct.

e M
Executed on this > day of Z W ; i

- / Jason Lyons

21
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Jason B. Lyons

SUMMARY

Jason Lyons is an experienced investigator specializing in computer investigations. Trained and
experienced in hacker methodology/techniques, computer forensics, incident response, electronic discovery,
litigation support and network intrusion investigations.

SECURITY CLEARANCE
e Top Secret/SCI-Expired.

CERTIFICATIONS
e Encase Certified Examiner (EnCE) - Guidance Software

e Counterintelligence Special Agent - Department of the Army
e Certified Basic Digital Media Collector - Department of Defense
e Certified Basic Computer Crime Investigator — Department of Defense
e Certified Basic Digital Forensic Examiner — Department of Defense
e State of Texas licensed Private Investigator
TECHNICAL SKIILLS
e Network Intrusion Investigations e Computer Forensics
¢ Incident Response ¢ EnCase Certified Examiner
e Investigative Network Monitoring ¢ PDA and Cell Phone Seizure and
Forensics
¢ Investigation Management/Liaison e Expert Witness Experience

e Computer Media Evidence Collection e Technical/Investigative Report Writing

PROFESSIONAL EXPERIENCE

2013-Present Microsoft
Digital Crimes Unit (DCU)
Senior Manager of Investigations

e  Work with public (law enforcement, country certs) and private sectors, and develop international
partnerships to support malware disruptions on a global scale.

e Conduct proactive malware investigations to identify critical command control infrastructure and to
develop disruption strategy to eliminate or severely cripple cyber-criminal infrastructure.

e Document and identify monetization schemes utilized by cyber-criminals ranging from online advertising
fraud, ransomware, and targeted financial fraud.

e  Work with the Microsoft legal team to develop new legal strategies to disrupt cyber crime through both
civil and criminal proceedings.

e Collect electronic evidence to support global malware disruptions and develop criminal referrals for law
enforcement.

e Enhance Microsoft’s Cyber Threat Intelligence Program (CTIP) which empowers ISP and country CERTS
too identify victims of cybercrime.

e Provide expert court testimony with the support of written declarations describing the threat and impact
of malware threats on the Microsoft ecosystems.

e Lead and participate in security community working groups that support cybercrime disruption.
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Work with Microsoft Malware Protection Center (MMPC), and other Anti-Virus vendors, to enhance
detection of malware and to assist in the development of disruption strategies.

2005 — 2013 Affiliated Computer Services, inc (ACS)

Digital Forensic and eDiscovery Group
Manager of the Digital Forensics Group (DFG)

Manager of a fortune 500 company’s digital forensic laboratory/group. Responsible for managing,
coordinating, investigating, and reporting on legal, corporate security, human resources, and ethics
investigations involving digital media.

Developed policy and procedures for digital evidence acquisition, storage, examination, processing
and production.

Developed and maintained technical investigative support for ACS inside and outside legal counsel
on eDiscovery matters. Experienced in developing and executing large eDiscovery collection plans,
preserving data in a forensically sound manner, culling of relevant data, presenting data for review,
hosting data for review, and producing relevant data for final production.

Implemented Access Data’s Enterprise and eDiscovery solution.

2003 — 2005  Department of the Army, 902md Military Intelligence (MI),

Cyber Counterintelligence Activity (CCA)
Assistant Operations Officer/Counterintelligence Special Agent

Assisted in managing of all CCA branch operations to include all cyber investigations, special
intelligence collection missions, cyber investigator training, and quality assurance of all investigative
products.

Supervised 35 special agents and computer forensic technicians.

Prepared detailed investigative briefings which include results of investigations and forensic analysis
for executive level officers.

Conducted national level liaisons with federal intelligence and law enforcement agencies on many
national security investigations.

Conducted network intrusion investigations, computer media forensics examinations,
counterintelligence/counterterrorism special operations, and network forensic analysis.

2000 — 2003 Department of the Army, 902" MI, CCA

Counterintelligence Special Agent / Computer Investigator

Assistant Supervisory Special Agent (ASSA) of an eight man computer Incident Response Team
(IRT) specializing in cyber investigations.

Accountable for managing, editing and reviewing associated technical and investigative reports
pertaining to the IRT’s investigations.

Provided and maintained incident response, computer forensics, evidence handling, and computer
media search and seizure training for the members of the IRT.

While assigned to the IRT, served as lead agent on numerous network intrusion and computer
forensic Counterintelligence investigations.

1998-1999 Department of the Army, 5015t MI Brigade, South Korea

Counterintelligence Special Agent / Liaison Officer

Served as liaison officer for a Counterintelligence Resident Office in South Korea.
Maintained regional-level liaison with foreign government officials to collect strategic information
for intelligence reporting.
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e Established business partnerships and furthered cooperation between the United States and South
Korean investigative/intelligence agencies to accomplish bilateral goals.

EDUCATION
e Graduate from Excelsior College in October 2002, with a Bachelor of Science in Liberal Arts.

e Thirteen hours completed for Masters Degree in Information Technology with University of
Maryland University College (UMUC).

TRAINING

¢ Counterintelligence Agent Course-Department of the Army-1998.

e Counterintelligence Fundamentals Warfare (CIFIW)-Department of the Army-2000.

e Introduction to Computer Search and Seizure-Defense Computer Investigation Training
Program (DCITP), Linthicum, MD-2000.
Introduction to Networks and Computer Hardware (INCH)-DCITP, Linthicum, MD-2000.
Network Intrusion Analysis Course (NIAC)-DCITP, Linthicum, MD-2001.
Computer Investigations for Special Agents (CICSA)-Department of the Army-2001.
Basic Evidence Recovery Techniques (BERT)-DCITP, Linthicum, MD- 2002.
Basic Forensic Examiner Course (BFE)-DCITP-Linthicum, MD-2002.
Forensics in a Solaris Environment (FISE)-DCITP-Linthicum, MD-2002.
SANS-Tracking Hackers/Honey pots-SANS Institute, Dupont Circle, DC-2003.
Encase Intermediate Analysis and Reporting-Guidance Software, Sterling VA-2004.
PDA and Cell Phone Seizure and Analysis-Paraben Software, Orlando FL-2005
Network Monitoring Course (NMC)-DCITP- Linthicum, MD-2005
Encase Advanced Internet Examinations-Guidance Software, Los Angeles CA-2006
(FTK) Windows Forensics-AccessData, Dallas TX-2006
(DNA) Applied Decryption-AccessData, Nashville TN, 2007
Network Intrusion Course-Guidance Software, Houston, TX, 2010
SANS-Hacker Techniques, Exploits, and Incident Handling, San Francisco, CA, 2011
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Published: July 30, 2023

Effective: September 30, 2023

Introduction to the Microsoft Services Agreement

The Microsoft Services Agreement is an agreement between you and Microsoft (or one of its affiliates) that governs your use of Microsoft consumer
online products and services.

We understand that you may have questions about the Microsoft Services Agreement. We have an FAQ page (https://www.microsoft.com/en-
us/servicesagreement/faq) that provides more information, including what Microsoft products and services it covers. Whenever we make changes, we
provide a summary of the most notable changes to the current Microsoft Services Agreement. We will also continue to provide a summary of the
changes to the previous version, and a link to the previous version, of the Microsoft Services Agreement on the Summary of Changes

(https://www.microsoft.com/en-us/servicesagreement/updates) page.
Summary of Arbitration Provisions

The Microsoft Services Agreement contains binding arbitration and class action waiver terms that apply to U.S. residents. You and we agree to submit
disputes to a neutral arbitrator and not to sue in court in front of a judge or jury, except in small claims court. Please see Section 15 for details.

ESTIMATED READING TIME: 55 Minutes; 14268 words

Microsoft Services Agreement

IF YOU LIVE IN (OR YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE AND
CLASS ACTION WAIVER IN SECTION 15. IT AFFECTS HOW DISPUTES ARE RESOLVED.

These terms (“Terms”) cover the use of those Microsoft consumer products, websites, and services listed at the end of these Terms here
(https://www.microsoft.com/servicesagreement#serviceslist) (the “Services”). You accept these Terms by creating a Microsoft account, through your use
of the Services, or by continuing to use the Services after being notified of a change to these Terms.

Your Privacy
Your Content

Code of Conduct

Using_the Services & Support

Using_Third-Party Apps and Services

Service Availability

Updates to the Services or Software,_and Changes to These Terms

Software License

Payment Terms

Contracting_Entity, Choice of Law, Jurisdiction

Warranties

Limitation of Liability

Service-Specific Terms

Microsoft Family Features

Group Messaging

Skype, Microsoft Teams, and GroupMe

Bing_and MSN
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Cortana

Microsoft 365 Apps and Services
Health Bots
Digital Goods

Microsoft Storage

Microsoft Rewards

Azure

Microsoft Soundscape

Power Platform

Dynamics 365
Al Services

Binding Arbitration and Class Action Waiver

Miscellaneous

NOTICES

STANDARD APPLICATION LICENSE TERMS

Covered Services

Your Privacy

1. Your Privacy. Your privacy is important to us. Please read the Microsoft Privacy Statement (https://go.microsoft.com/fwlink/?Linkld=521839) (the
"Privacy Statement") as it describes the types of data we collect from you and your devices ("Data"), how we use your Data, and the legal bases we
have to process your Data. The Privacy Statement also describes how Microsoft uses your content, which is your communications with others; postings
submitted by you to Microsoft via the Services; and the files, photos, documents, audio, digital works, livestreams and videos that you upload, store,
broadcast, create, generate, or share through the Services or inputs that you submit in order to generate content ("Your Content"). Where processing
is based on consent and to the extent permitted by law, by agreeing to these Terms, you consent to Microsoft's collection, use and disclosure of Your
Content and Data as described in the Privacy Statement. In some cases, we will provide separate notice and request your consent as referenced in the

Privacy Statement.

Your Content

2. Your Content. Many of our Services allow you to create, store or share Your Content or receive material from others. We don’t claim ownership of
Your Content. Your Content remains yours and you are responsible for it.

a. When you share Your Content with other people, you understand that they may be able to, on a worldwide basis, use, save, record, reproduce,
broadcast, transmit, share and display Your Content for the purpose that you made Your Content available on the Services without compensating
you. If you do not want others to have that ability, do not use the Services to share Your Content. You represent and warrant that for the duration
of these Terms, you have (and will have) all the rights necessary for Your Content that is uploaded, stored, or shared on or through the Services
and that the collection, use, and retention of Your Content will not violate any law or rights of others. Microsoft cannot be held responsible for
Your Content or the material others upload, store or share using the Services.

b. To the extent necessary to provide the Services to you and others, to protect you and the Services, and to improve Microsoft products and
services, you grant to Microsoft a worldwide and royalty-free intellectual property license to use Your Content, for example, to make copies of,
retain, transmit, reformat, display, and distribute via communication tools Your Content on the Services. If you publish Your Content in areas of
the Service where it is available broadly online without restrictions, Your Content may appear in demonstrations or materials that promote the
Service. Some of the Services are supported by advertising. Controls for how Microsoft personalizes advertising are available at
https://choice.live.com (https://go.microsoft.com/fwlink/?Linkld=286759). We do not use what you say in email, chat, video calls or voice mail, or
your documents, photos or other personal files, to target advertising to you. Our advertising policies are covered in detail in the Privacy

Statement.
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Code of Conduct

3. Code of Conduct. You are accountable for your conduct and content when using the Services.
a. By agreeing to these Terms, you're agreeing that, when using the Services, you will follow these rules:

i. Don't do anything illegal, or try to generate or share content that is illegal.

ii. Don't engage in any activity that exploits, harms, or threatens to harm children.

iii. Don't send spam or engage in phishing, or try to generate or distribute malware. Spam is unwanted or unsolicited bulk email, postings,
contact requests, SMS (text messages), instant messages, or similar electronic communications. Phishing is sending emails or other electronic
communications to fraudulently or unlawfully induce recipients to reveal personal or sensitive information, such as passwords, dates of birth,
Social Security numbers, passport numbers, credit card information, financial information, or other sensitive information, or to gain access to
accounts or records, exfiltration of documents or other sensitive information, payment and/or financial benefit. Malware includes any activity
designed to cause technical harm, such as delivering malicious executables, organizing denial of service attacks or managing command and
control servers.

iv. Don't publicly display or use the Services to generate or share inappropriate content or material (involving, for example, nudity, bestiality,
pornography, offensive language, graphic violence, self-harm, or criminal activity).

v. Don’t engage in activity that is fraudulent, false or misleading (e.g., asking for money under false pretenses, impersonating someone else,
creating fake accounts, automating inauthentic activity, generating or sharing content that is intentionally deceptive, manipulating the
Services to increase play count, or affect rankings, ratings, or comments).

vi. Don't circumvent any restrictions on access to, usage, or availability of the Services (e.g., attempting to “jailbreak” an Al system or
impermissible scraping).

vii. Don't engage in activity that is harmful to you, the Services, or others (e.g., transmitting viruses, stalking, trying to generate or sharing
content that harasses, bullies or threatens others, posting terrorist or violent extremist content, communicating hate speech, or advocating
violence against others).

viii. Don't violate or infringe upon the rights of others (e.g., unauthorized sharing of copyrighted music or other copyrighted material, resale
or other distribution of Bing maps, or taking photographs or video/audio recordings of others without their consent for processing of an
individual’s biometric identifiers/information or any other purpose using any of the Services).

ix. Don't engage in activity that violates the privacy of others.

x. Don't help others break these rules.

More information about our policies, moderation and enforcement processes and service specific terms is available at aka.ms/trustandsafety.
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4. Using the Services & Support.

a. Microsoft account. You'll need a Microsoft account to access many of the Services. Your Microsoft account lets you sign in to products,
websites and services provided by Microsoft and some Microsoft partners.

i. Creating an Account. You can create a Microsoft account by signing up online. You agree not to use any false, inaccurate or misleading
information when signing up for your Microsoft account. In some cases, a third party, like your Internet service provider, may have assigned a
Microsoft account to you. If you received your Microsoft account from a third party, the third party may have additional rights over your
account, like the ability to access or delete your Microsoft account. Please review any additional terms the third party provided you, as
Microsoft has no responsibility regarding these additional terms. If you create a Microsoft account on behalf of an entity, such as your
business or employer, you represent that you have the legal authority to bind that entity to these Terms. You cannot transfer your Microsoft
account credentials to another user or entity. To protect your account, keep your account details and password confidential. You are
responsible for all activity that occurs under your Microsoft account.

ii. Account Use. You must use your Microsoft account to keep it active. This means you must sign in at least once in a two-year period to
keep your Microsoft account, and associated Services, active, unless a longer period is provided in the Microsoft account activity policy at
https://go.microsoft.com/fwlink/p/?linkid=2086738 or in an offer for a paid portion of the Services. If you don't sign in during this time, we

will assume your Microsoft account is inactive and will close it for you. Please see section 4.a.iv.2 for the consequences of a closed Microsoft
account. You must sign into your Outlook.com inbox and your OneDrive (separately) at least once in a one-year period, otherwise we will
close your Outlook.com inbox and your OneDrive for you. If we reasonably suspect that your Microsoft account is at risk of being used by a
third party fraudulently (for example, as a result of an account compromise), Microsoft may suspend your account until you can reclaim
ownership. Based on the nature of the compromise, we may be required to disable access to some or all of Your Content. If you are having
trouble accessing your Microsoft account, please visit this website: https://go.microsoft.com/fwlink/?Linkld=238656.

iii. Kids and Accounts. By creating a Microsoft account or using the Services, you accept and agree to be bound by these Terms and
represent that you have either reached the age of "majority" where you live or your parent or legal guardian agrees to be bound by these
Terms on your behalf. If you do not know whether you have reached the age of majority where you live, or do not understand this section,
please ask your parent or legal guardian for help. If you are the parent or legal guardian of a minor, you and the minor accept and agree to
be bound by these Terms and are responsible for all use of the Microsoft account or Services, including purchases, whether the minor’s
account is now open or created later.

iv. Closing Your Account.

1. You can cancel specific Services or close your Microsoft account at any time and for any reason. To close your Microsoft account,
please visit https://account.live.com/closeaccount.aspx. When you ask us to close your Microsoft account, you can choose to put itin a

suspended state for either 30 or 60 days just in case you change your mind. After that 30- or 60-day period, your Microsoft account will
be closed. Please see section 4.a.iv.2 below for an explanation as to what happens when your Microsoft account is closed. Logging back
in during the suspension period will reactivate your Microsoft account.

2. If your Microsoft account is closed (whether by you or us), a few things happen. First, your right to use the Microsoft account to access
the Services stops immediately. Second, we'll delete Data or Your Content associated with your Microsoft account or will otherwise
disassociate it from you and your Microsoft account (unless we are required by law to keep it, return it, or transfer it to you or a third
party identified by you). You should have a regular backup plan as Microsoft won't be able to retrieve Your Content or Data once your
account is closed. Third, you may lose access to products you've acquired.

b. Moderation and Enforcement. Many of our Services that allow you to interact, create, generate, and share content with others leverage safety
systems to protect our Services and other users.

i. Policies. Our Code of Conduct identifies what's prohibited when using our Services. Specific Services have additional policies and
community standards applicable to their users, which are available here (https://aka.ms/trustandsafety).

ii. Reporting a Concern. You can report concerning content or conduct that may violate our Code of Conduct here
(https://aka.ms/reportconcerns).

iii. Review. Where applicable, we may use automated systems and humans to review content to identify suspected spam, viruses, fraud,
phishing, malware, jailbreaking, or other illegal or harmful content or conduct.

iv. Enforcement. We reserve the right to deny content if it exceeds limits on storage or file size allowed by the Service. We may block,
remove or decline to display content if it appears to violate our Code of Conduct or another Service policy or where required by law. If you
violate these terms or Service-Specific Terms, we may take action against your account. This could include limiting access to certain features

or Services, stopping providing Services, closing your Microsoft account immediately or blocking delivery of a communication (like email, file
sharing or instant message) to or from the Services. Closure of your access to a Service or your account may result in forfeiture of content
licenses, associated content, memberships, and Microsoft account balances associated with the account. When reviewing alleged violations
of these Terms, Microsoft reserves the right to review content to resolve the issue. However, we cannot monitor the entire Services and make
no attempt to do so. For more information about the moderation and enforcement processes, Service specific terms and appeals, see
https://aka.ms/trustandsafety. Information about our policy relating to claims of intellectual property infringement may be found at NOTICES.

c. Work or School Accounts. You can sign into certain Microsoft services with a work or school email address. If you do, you agree that the
owner of the domain associated with your email address may be notified of the existence of your Microsoft account and its associated
subscriptions, control and administer your account, and access and process your Data, including the contents of your communications and files,
and that Microsoft may notify the owner of the domain if the account or Data is compromised. You further agree that your use of the Microsoft
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services may be subject to the agreements Microsoft has with you or your organization and these Terms may not apply. If you already have a

Microsoft account and you use a separate work or school email address to access Services covered under these Terms, you may be prompted to
update the email address associated with your Microsoft account in order to continue accessing such Services.

d. Additional Equipment/Data Plans. To use many of the Services, you'll need an internet connection and/or data/cellular plan. You might also
need additional equipment, like a headset, camera or microphone. You are responsible for providing all connections, plans, and equipment
needed to use the Services and for paying the fees charged by the provider(s) of your connections, plans, and equipment. Those fees are in
addition to any fees you pay us for the Services and we will not reimburse you for such fees. Check with your provider(s) to determine if there are
any such fees that may apply to you.

e. Service Notifications. When there’s something we need to tell you about a Service you use, we'll send you Service notifications. If you gave us
your email address or phone number in connection with your Microsoft account, then we may send Service notifications to you via email or via
SMS (text message), including to verify your identity before registering your mobile phone number and verifying your purchases. We may also
send you Service notifications by other means (for example by in-product messages). Data or messaging rates may apply when receiving
notifications via SMS.

f. Support. Customer support for some Services is available at https://support.microsoft.com. Certain Services may offer separate or additional
customer support, subject to the terms available at https://microsoft.com/support-service-agreement, unless otherwise specified. Support may

not be available for preview or beta versions of features or Services.

g. Ending your Services. If your Services are canceled (whether by you or us), first your right to access the Services stops immediately and your
license to the software related to the Services ends. Second, we'll delete Data or Your Content associated with your Service or will otherwise
disassociate it from you and your Microsoft account (unless we are required by law to keep it, return it, or transfer it to you or a third party
identified by you). As a result you may no longer be able to access any of the Services (or Your Content that you've stored on those Services). You
should have a regular backup plan. Third, you may lose access to products you've acquired. If you have canceled your Microsoft account and have
no other account able to access the Services your Services may be canceled immediately.

Using Third-Party Apps and Services

5. Using Third-Party Apps and Services. The Services may allow you to access or acquire products, services, websites, links, content, material, games,
skills, integrations, bots or applications from independent third parties (companies or people who aren’t Microsoft) (“Third-Party Apps and
Services"). Many of our Services also help you find, make requests to, or interact with Third-Party Apps and Services or allow you to share Your
Content or Data, and you understand that by using our Services you are directing them to make Third-Party Apps and Services available to you. The
Third-Party Apps and Services may allow you to store Your Content or Data with the publisher, provider or operator of the Third-Party Apps and
Services. The Third-Party Apps and Services may present you with a privacy policy or require you to accept their terms before you can install or use the
Third-Party App or Service. See section 14.b for additional terms for applications acquired through certain Stores owned or operated by Microsoft or
its affiliates (including, but not limited to, the Office Store, the Microsoft Store on Xbox and the Microsoft Store on Windows). You should review the
third-party terms and privacy policies before acquiring, using, requesting, or linking your Microsoft Account to any Third-Party Apps and Services. Any
third-party terms do not modify any of these Terms. You are responsible for your dealings with third parties. Microsoft does not license any intellectual
property to you as part of any Third-Party Apps and Services and is not responsible or liable to you or others for information or services provided by
any Third-Party Apps and Services.

Service Availability

6. Service Availability.

a. The Services, Third-Party Apps and Services, or material or products offered through the Services may be unavailable from time to time, may be
offered for a limited time, or may vary depending on your region or device. If you change the location associated with your Microsoft account,
you may need to re-acquire the material or applications that were available to you and paid for in your previous region.

b. We strive to keep the Services up and running; however, all online services suffer occasional disruptions and outages, and Microsoft is not liable
for any disruption or loss you may suffer as a result. In the event of an outage, you may not be able to retrieve Your Content or Data that you've
stored. We recommend that you regularly backup Your Content and Data that you store on the Services or store using Third-Party Apps and
Services.
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Updates to the Services or Software, and Changes to These Terms

7. Updates to the Services or Software, and Changes to These Terms.

a. We may change these Terms at any time, and we'll tell you when we do. Using the Services after the changes become effective means you
agree to the new terms. If you don’t agree to the new terms, you must stop using the Services, close your Microsoft account and, if you are a
parent or guardian, help your minor child close his or her Microsoft account.

b. Sometimes you'll need software updates to keep using the Services. We may automatically check your version of the software and download
software updates or configuration changes. You may also be required to update the software to continue using the Services. Such updates are
subject to these Terms unless other terms accompany the updates, in which case, those other terms apply. Microsoft isn't obligated to make any
updates available and we don’t guarantee that we will support the version of the system or device for which you purchased or licensed the
software, apps, content or other products.

c. Additionally, there may be times when we need to remove or change features or functionality of the Service or stop providing a Service or
access to Third-Party Apps and Services altogether. Except to the extent required by applicable law, we have no obligation to provide a re-
download or replacement of any material, Digital Goods (defined in section 14.j), or applications previously purchased. We may release the
Services or their features in a preview or beta version, which may not work correctly or in the same way the final version may work.

d. So that you can use material protected with digital rights management (DRM), like some music, games, movies, books and more, DRM software
may automatically contact an online rights server and download and install DRM updates.

Software License

8. Software License. Unless accompanied by a separate Microsoft license agreement (for example, if you are using a Microsoft application that is
included with and a part of Windows, then the Microsoft Software License Terms for the Windows Operating System govern such software), any
software provided by us to you as part of the Services is subject to these Terms. Applications acquired through certain Stores owned or operated by
Microsoft or its affiliates (including, but not limited to the Office Store, Microsoft Store on Windows and Microsoft Store on Xbox) are subject to
section 14.b.i below.

a. If you comply with these Terms, we grant you the right to install and use one copy of the software per device on a worldwide basis for use by
only one person at a time as part of your use of the Services. For certain devices, such software may be pre-installed for your personal, non-
commercial use of the Services. The software or website that is part of the Services may include third-party code. Any third-party scripts or code,
linked to or referenced from the software or website, are licensed to you by the third parties that own such code, not by Microsoft. Notices, if any,
for the third-party code are included for your information only.

b. The software is licensed, not sold, and Microsoft reserves all rights to the software not expressly granted by Microsoft, whether by implication,
estoppel, or otherwise. This license does not give you any right to, and you may not:

i. circumvent or bypass any technological protection measures in or relating to the software or Services;

ii. disassemble, decompile, decrypt, hack, emulate, exploit, or reverse engineer any software or other aspect of the Services that is included in
or accessible through the Services, except and only to the extent that the applicable copyright law expressly permits doing so;

iii. separate components of the software or Services for use on different devices;

iv. publish, copy, rent, lease, sell, export, import, distribute, or lend the software or the Services, unless Microsoft expressly authorizes you to
do so;

v. transfer the software, any software licenses, or any rights to access or use the Services;

vi. use the Services in any unauthorized way that could interfere with anyone else’s use of them or gain access to any service, data, account,
or network;

vii. enable access to the Services or modify any Microsoft-authorized device (e.g., Xbox consoles, Microsoft Surface, etc.) by unauthorized
third-party applications.
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9. Payment Terms. If you purchase a Service, then these payment terms apply to your purchase and you agree to them.

a. Charges. If there is a charge associated with a portion of the Services, you agree to pay that charge. The price stated for the Services excludes
all applicable taxes and currency exchange settlements, unless stated otherwise. The price for Skype paid products includes a charge for the
product and a charge for taxes. You are solely responsible for paying such taxes or other charges. Taxes are calculated based on your location at
the time your Microsoft account was registered. We may suspend or cancel the Services if we do not receive an on time, full payment from you.
Suspension or cancellation of the Services for non-payment could result in a loss of access to and use of your account and its content. Connecting
to the Internet via a corporate or other private network that masks your location may cause charges to be different from those displayed for your
actual location.

b. Your Billing Account. To pay the charges for a Service, you will be asked to provide a payment method at the time you sign up for that
Service. You can access and change your billing information and payment method on the Microsoft account management website

(https://go.microsoft.com/fwlink/p/?linkid=618281) and for Skype by signing into your account portal at https://skype.com/go/myaccount.

Additionally, you agree to permit Microsoft to use any updated account information regarding your selected payment method provided by your
issuing bank or the applicable payment network. You agree to promptly update your account and other information, including your email address
and payment method details, so we can complete your transactions and contact you as needed in connection with your transactions. Changes
made to your billing account will not affect charges we submit to your billing account before we could reasonably act on your changes to your
billing account.

c. Billing. By providing Microsoft with a payment method, you (i) represent that you are authorized to use the payment method you provided
and that any payment information you provide is true and accurate; (ii) authorize Microsoft to charge you for the Services or available content
using your payment method; and (jii) authorize Microsoft to charge you for any paid feature of the Services you choose to sign up for or use
while these Terms are in force. We may bill you (a) in advance; (b) at the time of purchase; (c) shortly after purchase; or (d) on a recurring basis for
subscription Services. Also, we may charge you up to the amount you have approved, and we will notify you in advance of any change in the
amount to be charged for recurring subscription Services. We may bill you at the same time for more than one of your prior billing periods for
amounts that haven't previously been processed.

d. Recurring Payments. When you purchase the Services on a subscription basis (e.g., monthly, every 3 months or annually), you agree that you
are authorizing recurring payments, and payments will be made to Microsoft by the method and at the recurring intervals you have agreed to,
until the subscription for that Service is terminated by you or by Microsoft. You must cancel your Services before the next billing date to stop
being charged to continue your Services. We will provide you with instructions on how you may cancel the Services. By authorizing recurring
payments, you are authorizing Microsoft to store your payment instrument and process such payments as either electronic debits or fund
transfers, or as electronic drafts from your designated account (for Automated Clearing House or similar payments), or as charges to your
designated account (for credit card or similar payments) (collectively, “Electronic Payments™). Subscription fees are generally charged in advance
of the applicable subscription period. If any payment is returned unpaid or if any credit card or similar transaction is rejected or denied, Microsoft
or its service providers reserve the right to collect any applicable return item, rejection or insufficient funds fee and process any such payment as
an Electronic Payment.

e. Online Statement and Errors. Microsoft will provide you with an online billing statement on the Microsoft account management website

(https://go.microsoft.com/fwlink/p/?linkid=618282), where you can view and print your statement. For Skype, you can access your online

statement by signing into your account at www.skype.com (https://www.skype.com). This is the only billing statement that we provide. If we make
an error on your bill, you must tell us within 90 days after the error first appears on your bill. We will then promptly investigate the charge. If you
do not tell us within that time, you release us from all liability and claims of loss resulting from the error and we won't be required to correct the
error or provide a refund. If Microsoft has identified a billing error, we will correct that error within 90 days.

f. Refund Policy. Unless otherwise provided by law or by a particular Service offer, all purchases are final and non-refundable. If you believe that
Microsoft has charged you in error, you must contact us within 90 days of such charge. No refunds will be given for any charges more than 90
days old. We reserve the right to issue refunds or credits at our sole discretion. If we issue a refund or credit, we are under no obligation to issue
the same or similar refund in the future. This refund policy does not affect any statutory rights that may apply. For more refund information,
please visit our help topic (https://go.microsoft.com/fwlink/p/?linkid=618283).

g. Canceling the Services. You may cancel a Service at any time, with or without cause. Cancelling paid Services stops future charges to continue
the Service. To cancel a Service and request a refund, if you are entitled to one, visit the Microsoft account management website. You can request
a refund from Skype using the Cancellation and Refund form (https://go.microsoft.com/fwlink/p/?linkid=618286). You should refer back to the

offer describing the Services as (i) you may not receive a refund at the time of cancellation; (ii) you may be obligated to pay cancellation charges;
(iii) you may be obligated to pay all charges made to your billing account for the Services before the date of cancellation; and (iv) you may lose
access to and use of your account when you cancel the Services. We will process your Data as described above in section 4. If you cancel, your
access to the Services ends at the end of your current Service period or, if we bill your account on a periodic basis, at the end of the period in
which you canceled. If you initiate a chargeback or reversal with your bank for your payment of Services, we will deem you to have canceled as of
the date that the original payment was made, and you authorize us to immediately cancel your service and/or revoke any content that was
provided to you in exchange for such payment.

h. Trial-Period Offers. If you are taking part in any trial-period offer, you may be required to cancel the trial Service(s) within the timeframe
communicated to you when you accepted the offer in order to avoid being charged to continue the Service(s) at the end of the trial period.

i. Promotional Offers. From time to time, Microsoft may offer Services for a trial period during which Microsoft will not charge you for the
Services. Microsoft reserves the right to charge you for such Services (at the normal rate) if Microsoft determines (in its reasonable discretion) that
you are breaching the terms and conditions of the offer.
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J. Price Changes. We may change the price of the Services at any time and if you have a recurring purchase, we will notify you by email, or other

reasonable manner, at least 15 days before the price change. If you do not agree to the price change, you must cancel and stop using the
Services before the price change takes effect. If there is a fixed term and price for your Service offer, that price will remain in force for the fixed
term.

k. Payments to You. If we owe you a payment, then you agree to timely and accurately provide us with any information we need to get that

payment to you. You are responsible for any taxes and charges you may incur as a result of this payment to you. You must also comply with any
other conditions we place on your right to any payment. If you receive a payment in error, we may reverse or require return of the payment. You
agree to cooperate with us in our efforts to do this. We may reduce the payment to you without notice to adjust for any previous overpayment.

. Gift Cards. Redemption and use of gift cards (other than Skype gift cards) are governed by the Microsoft Gift Card Terms and Conditions
(https://support.microsoft.com/help/10562/microsoft-account-gift-card-terms-and-conditions). Information on Skype gift cards is available on

m. Bank Account Payment Method. You may register an eligible bank account with your Microsoft account to use it as a payment method.
Eligible bank accounts include accounts held at a financial institution capable of receiving direct debit entries (e.g., a United States-based financial
institution that supports automated clearing house ("ACH") entries, a European financial institution that supports Single Euro Payments Area
("SEPA") or "IDEAL" in the Netherlands). Terms you agreed to when adding your bank account as a payment method in your Microsoft account
(e.g., the “mandate” in the case of SEPA) also apply. You represent and warrant that your registered bank account is held in your name or you are
authorized to register and use this bank account as a payment method. By registering or selecting your bank account as your payment method,
you authorize Microsoft (or its agent) to initiate one or more debits for the total amount of your purchase or subscription charge (in accordance
with the terms of your subscription service) from your bank account (and, if necessary, initiate one or more credits to your bank account to
correct errors, issue a refund or similar purpose), and you authorize the financial institution that holds your bank account to deduct such debits or
accept such credits. You understand that this authorization will remain in full force and effect until you remove your bank account information
from your Microsoft account. Contact customer support as outlined above in section 4.e as soon as possible if you believe you have been charged
in error. Laws applicable in your country may also limit your liability for any fraudulent, erroneous or unauthorized transactions from your bank
account. By registering or selecting a bank account as your payment method, you acknowledge that you have read, understand and agree to
these Terms.

Contracting Entity, Choice of Law, Jurisdiction

10. Contracting Entity. For use of free and paid consumer Skype-branded Services, you're contracting with, and all references to "Microsoft” in these
Terms mean, Skype Communications S.a.r.l, 23 — 29 Rives de Clausen, L-2165 Luxembourg. For all other Services, you're contracting with Microsoft
Corporation, One Microsoft Way, Redmond, WA 98052, U.S.A.

11. Choice of Law and Place to Resolve Disputes. If you live in (or, if a business, your principal place of business is in) the United States, the laws of
the state where you live (or, if a business, where your principal place of business is located) govern all claims, regardless of conflict of laws principles,
except that the Federal Arbitration Act governs all provisions relating to arbitration. You and we irrevocably consent to the exclusive jurisdiction and
venue of the state or federal courts in King County, Washington, for all disputes arising out of or relating to these Terms or the Services that are not
heard in arbitration or small claims court.

Warranties

12. Warranties. MICROSOFT, AND OUR AFFILIATES, RESELLERS, DISTRIBUTORS, AND VENDORS, MAKE NO WARRANTIES, EXPRESS OR
IMPLIED, GUARANTEES OR CONDITIONS WITH RESPECT TO YOUR USE OF THE SERVICES. YOU UNDERSTAND THAT USE OF THE SERVICES IS
AT YOUR OWN RISK AND THAT WE PROVIDE THE SERVICES ON AN “AS IS" BASIS "WITH ALL FAULTS" AND "AS AVAILABLE." YOU BEAR THE
ENTIRE RISK OF USING THE SERVICES. MICROSOFT DOESN'T GUARANTEE THE ACCURACY OR TIMELINESS OF THE SERVICES. TO THE
EXTENT PERMITTED UNDER YOUR LOCAL LAW, WE EXCLUDE ANY IMPLIED WARRANTIES, INCLUDING FOR MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, WORKMANLIKE EFFORT, AND NON-INFRINGEMENT. YOU MAY HAVE
CERTAIN RIGHTS UNDER YOUR LOCAL LAW. NOTHING IN THESE TERMS IS INTENDED TO AFFECT THOSE RIGHTS, IF THEY ARE APPLICABLE.
YOU ACKNOWLEDGE THAT COMPUTER AND TELECOMMUNICATIONS SYSTEMS ARE NOT FAULT-FREE AND OCCASIONAL PERIODS OF
DOWNTIME OCCUR. WE DO NOT GUARANTEE THE SERVICES WILL BE UNINTERRUPTED, TIMELY, SECURE, OR ERROR-FREE OR THAT
CONTENT LOSS WON'T OCCUR, NOR DO WE GUARANTEE ANY CONNECTION TO OR TRANSMISSION FROM THE COMPUTER NETWORKS.

Limitation of Liability

13. Limitation of Liability. If you have any basis for recovering damages (including breach of these Terms), you agree that your exclusive
remedy is to recover, from Microsoft or any affiliates, resellers, distributors, Third-Party Apps and Services providers, and vendors, direct
damages up to an amount equal to your Services fee for the month during which the loss or breach occurred (or up to $10.00 if the Services
are free). You can't recover any other damages or losses, including direct, consequential, lost profits, special, indirect, incidental, or punitive.
These limitations and exclusions apply even if this remedy doesn't fully compensate you for any losses or fails of its essential purpose or if we knew or
should have known about the possibility of the damages. To the maximum extent permitted by law, these limitations and exclusions apply to anything
or any claims related to these Terms, the Services, or the software related to the Services.

Service-Specific Terms

14. Service-Specific Terms. The terms before and after section 14 apply generally to all Services. This section contains service-specific terms that are
in addition to the general terms. These service-specific terms govern if there are any conflicts with the general terms.
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a. Xbox.

i. Personal Noncommercial Use. The Xbox online service, Xbox Game Studios games (including Mojang Games)

(https://www.xbox.com/xbox-game-studios), applications, subscriptions (e.g., Xbox Game Pass subscription service offerings), services (e.g.,
Xbox Cloud Gaming), and content provided by Microsoft (collectively, the "Xbox Services") are only for your personal and noncommercial
use.

ii. Xbox Services. When you sign up to receive Xbox Services, information about your game play, activities and usage of games and Xbox
Services will be tracked and shared with applicable third-parties, including game developers, in order for Microsoft to deliver the Xbox
Services and for the third-parties to operate non-Microsoft games and services. If you choose to link your Microsoft Xbox Services account
with your account on a non-Microsoft service or sign in to your Xbox Services account to access a non-Microsoft Service (for example, a non-
Microsoft game publisher of Third-Party Apps and Services), you agree that: (a) Microsoft may share limited account and usage-related
information (including without limitation gamertag, gamerscore, game history, usage data and friends list), with that non-Microsoft party as
stated in the Microsoft Privacy Statement, and (b) if allowed by your Xbox privacy settings, the non-Microsoft party may also have access to
Your Content from in-game communications or other applications that you use when you are signed into your account with that non-
Microsoft party. Also, if allowed by your Xbox privacy settings, Microsoft can publish your name, gamertag, gamerpic, motto, avatar,
gameclips and games that you've played in communications to people you allow.

iii. Your Content. As part of building the Xbox Services community, you grant to Microsoft, its affiliates and sublicensees a free and
worldwide right to use, modify, reproduce, distribute, broadcast, share and display Your Content or your name, gamertag, motto, or avatar
that you posted for any Xbox Services.

iv. Game Managers. Some games may use game managers, ambassadors, or hosts. Game managers and hosts are not authorized Microsoft
spokespersons. Their views do not necessarily reflect those of Microsoft.

v. Kids on Xbox. If you are a minor using the Xbox Services, your parent or guardian may have control over many aspects of your account
and may receive reports about your use of the Xbox Services.

vi. Game Currency or Virtual Goods. The Xbox Services may include a virtual, game currency (like gold, coins or points) that may be
purchased from or on behalf of Microsoft using actual monetary instruments if you have reached the age of “majority” where you live. The
Xbox Services may also include virtual, digital items or goods that may be purchased from or on behalf of Microsoft using actual monetary
instruments or using game currency. Game currency and virtual goods may never be redeemed for actual monetary instruments, goods or
other items of monetary value from Microsoft or any other party. Other than a limited, personal, revocable, non-transferable, non-
sublicensable license to use the game currency and virtual goods in the Xbox Services only, you have no right or title in or to any such game
currency or virtual goods appearing or originating in the Xbox Services, or any other attributes associated with use of the Services or stored
within the Xbox Services. Microsoft may at any time regulate, control, modify and/or eliminate the game currency and/or virtual goods
associated with any one or more Xbox games or apps as it sees fit in its sole discretion.

vii. Software Updates. For any device that can connect to Xbox Services, we may automatically check your version of Xbox console software
or the Xbox app software and download Xbox console or Xbox app software updates or configuration changes, including those that prevent
you from accessing the Xbox Services, using unauthorized Xbox games or Xbox apps, or using unauthorized hardware peripheral devices
with an Xbox console.

viii. Cheating and Tampering Software. For any device that can connect to Xbox Services, we may automatically check your device for
unauthorized hardware or software that enables cheating or tampering in violation of the Code of Conduct or these Terms, and download
Xbox app software updates or configuration changes, including those that prevent you from accessing the Xbox Services, or from using
unauthorized hardware or software that enables cheating or tampering.

ix. Additional Subscription Terms and Conditions. Xbox Services subscriptions are subject to additional terms and conditions set forth in
the Xbox Subscriptions Terms & Conditions | Xbox (https://www.xbox.com/en-us/legal/subscription-terms).

x. Inactive Xbox Service Subscriptions. Microsoft may turn off your recurring billing and stop recurring charges in select countries if you do
not use your Xbox Services subscription for a period of time. Microsoft will provide notice to you before turning off recurring billing. For
more information, including the applicable period of inactivity, see Subscription inactivity FAQ | Xbox Support (https://support.xbox.com/en-

US/help/subscriptions-billing/manage-subscriptions/xbox-subscription-inactivity-policy).
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Store

b. Store. "Store" refers to a Service that allows you to browse, download, purchase, and rate and review applications (the term "application”
includes games) and other digital content. These Terms cover use of certain Stores owned or operated by Microsoft or its affiliates (including, but
not limited to, the Office Store, Microsoft Store on Xbox and Microsoft Store on Windows). "Office Store™ means a Store for Office products and
apps for Office, Microsoft 365, SharePoint, Exchange, Access and Project (2013 versions or later), or any other experience that is branded Office
Store. "Microsoft Store on Windows" means a Store, owned and operated by Microsoft or its affiliates, for Windows devices such as phone, PC
and tablet, or any other experience that is branded Microsoft Store and accessible on Windows devices such as phone, PC, or tablet. “Microsoft
Store on Xbox" means a Store owned and operated by Microsoft or its affiliates and made available on Xbox consoles, or any other experience
that is branded Microsoft Store and made available on an Xbox console.

i. License Terms. We will identify the publisher of each application available in the relevant Store. Unless different license terms are provided
with the application, the Standard Application License Terms ("SALT") at the end of these Terms are an agreement between you and the
application publisher setting forth the license terms that apply to an application you download through any Store owned or operated by
Microsoft or its affiliates (excluding the Office Store). For clarity, these Terms cover the use of, and services provided by, Microsoft Services.
Section 5 of these Terms also applies to any Third-Party Apps and Services acquired through a Store. Applications downloaded through the
Office Store are not governed by the SALT and have separate license terms that apply.

ii. Updates. Microsoft will automatically check for and download updates to your applications, even if you're not signed into the relevant
Store. You can change your Store or system settings if you prefer not to receive automatic updates to Store applications. However, certain
Office Store applications that are entirely or partly hosted online may be updated at any time by the application developer and may not
require your permission to update.

iii. Ratings and Reviews. If you rate or review an application or other Digital Good in the Store, you may receive email from Microsoft
containing content from the publisher of the application or Digital Good. Any such email comes from Microsoft; we do not share your email
address with publishers of applications or other Digital Goods you acquire through the Store.

iv. Safety Warning. To avoid possible injury, discomfort or eye strain, you should take periodic breaks from use of games or other
applications, especially if you feel any pain or fatigue resulting from usage. If you experience discomfort, take a break. Discomfort might
include feelings of nausea, motion sickness, dizziness, disorientation, headache, fatigue, eye strain, or dry eyes. Using applications can distract
you and obstruct your surroundings. Avoid trip hazards, stairs, low ceilings, fragile or valuable items that could be damaged. A very small
percentage of people may experience seizures when exposed to certain visual images like flashing lights or patterns that may appear in
applications. Even people with no history of seizures may have an undiagnosed condition that can cause these seizures. Symptoms may
include lightheadedness, altered vision, twitching, jerking or shaking of limbs, disorientation, confusion, loss of consciousness, or convulsions.
Immediately stop using and consult a doctor if you experience any of these symptoms, or consult a doctor before using the applications if
you've ever suffered symptoms linked to seizures. Parents should monitor their children’s use of applications for signs of symptomes.

Microsoft Family Features

c. Microsoft Family Features. Parents and kids can use Microsoft family features, including Microsoft Family Safety, to build trust based on a
shared understanding of what behaviors, websites, apps, games, physical locations, and spending is right in their family. Parents can create a
family by going to https://account.microsoft.com/family (or by following the instructions on their Windows device or Xbox console) and inviting
kids or other parents to join. There are many features available to family members, so please carefully review the information provided when you

agree to create or join a family and when you purchase Digital Goods for family access. By creating or joining a family, you agree to use the family
in accordance with its purpose and won't use it in an unauthorized way to unlawfully gain access to another person’s information.

Group Messaging

d. Group Messaging. Various Microsoft services allow you to send messages to others via voice or SMS ("messages"), and/or allow Microsoft and
Microsoft-controlled affiliates to send such messages to you and one or more other users on your behalf. WHEN YOU INSTRUCT MICROSOFT
AND MICROSOFT-CONTROLLED AFFILIATES TO SEND SUCH MESSAGES TO YOU OR TO OTHERS, YOU REPRESENT AND WARRANT TO US THAT
YOU AND EACH PERSON YOU HAVE INSTRUCTED US TO MESSAGE CONSENT TO RECEIVE SUCH MESSAGES AND ANY OTHER RELATED
ADMINISTRATIVE TEXT MESSAGES FROM MICROSOFT AND MICROSOFT-CONTROLLED AFFILIATES. "Administrative text messages” are periodic
transactional messages from a particular Microsoft service, including but not limited to a "welcome message" or instructions on how to stop
receiving messages. You or group members no longer wishing to receive such messages can opt-out of receiving further messages from
Microsoft or Microsoft-controlled affiliates at any time by following the instructions provided. If you no longer wish to receive such messages or
participate in the group, you agree that you will opt out through the instructions provided by the applicable program or service. If you have
reason to believe that a group member no longer wishes to receive such messages or participate in the group, you agree to remove them from
the group. You also represent and warrant to us that you and each person you have instructed us to message understands that each group
member is responsible for the costs of any message charges assessed by his or her mobile carrier, including any international message charges
that may apply when messages are transmitted from US-based numbers.
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e. Skype, Microsoft Teams, and GroupMe.

i. Emergency Services. There are important differences between traditional mobile or fixed line telephone services and Skype, Microsoft
Teams, and GroupMe. Microsoft has limited obligations under applicable local or national rules, regulations or law to offer access to
emergency services, such as 911 or 112 emergency calling ("Emergency Services”), through Skype, Microsoft Teams, and GroupMe.

ii. Only limited software versions of the Skype to Phone feature of Skype may support calls to Emergency Services in a very limited number of
countries, and depending on the platform used. You can find details about availability and how to configure this feature here:
https://www.skype.com/go/emergency. If your Skype to Phone emergency call is connected, you will need to provide the details of your
physical location to enable the emergency services to respond to you.

iii. APIs or Broadcasting. If you want to use Skype in connection with any broadcast, you must comply with the "Broadcast TOS" at
https://www.skype.com/go/legal.broadcast. If you want to use any application program interface ("API") exposed or made available by Skype

you must comply with the applicable licensing terms, which are available at www.skype.com/go/legal.

iv. Fair Use Policies. Fair usage policies may apply to your use of Skype. Please review these policies which are designed to protect against
fraud and abuse and may place limits on the type, duration or volume of calls or messages that you are able to make. These policies are
incorporated in these Terms by reference. You can find these policies at: https://www.skype.com/en/legal/fair-usage/.

v. Mapping. Skype contains features that allow you to submit information to, or plot yourself on a map using, a mapping service. By using
those features, you agree to these Terms and the Google Maps terms available at
https://www.google.com/intl/en_ALL/help/terms_maps.html.

vi. Personal/Noncommercial Use. The use of Skype is for your personal and noncommercial use. You are permitted to use Skype at work for
your own business communications.

vii. Skype Number/Skype To Go. If Skype provides you with a Skype Number or Skype To Go number, you agree that you do not own the
number or have a right to retain that number forever. For more details on Skype Number see https://secure.skype.com/en/skype-number/.

viii. Skype Manager. A "Skype Manager Admin Account” is created and managed by you, acting as an individual administrator of a Skype
Manager group and not as a business entity. You may link your individual Microsoft account to a Skype Manager group ("Linked Account™).
You may appoint additional administrators to your Skype Manager group subject to their acceptance of these Terms. If you allocate Skype
Numbers to a Linked Account, you are responsible for compliance with any requirements related to the residency or location of your Linked
Account users. If you choose to unlink a Linked Account from a Skype Manager group, any allocated subscriptions, Skype Credit or Skype
Numbers will not be retrievable and Your Content or material associated with the unlinked account will no longer be accessible by you. You
agree to process any personal information of your Linked Account users in accordance with all applicable data protection laws.

ix. Skype Charges. Skype paid products are sold to you by Skype Communications S.a.r.l, however the seller-of-record accountable for taxes
is Skype Communications US Corporation. Taxes means the amount of taxes, regulatory fees, surcharges or other fees that we are required to
collect from you and must pay to any United States (federal, state or local) or foreign government, agency, commission or quasi-
governmental body as a result of our provision of Skype paid products to you. These taxes are listed at www.skype.com/go/ustax. All prices

for Skype paid products are inclusive of a charge for your product and a charge for taxes, unless otherwise stated. The charges payable for
calling phones outside of a subscription consist of a connection fee (charged once per call) and a per-minute rate as set out at
www.skype.com/go/allrates. Call charges will be deducted from your Skype Credit balance. Skype may change its calling rates at any time by

posting such change at www.skype.com/go/allrates. The new rate will apply to your next call after publication of the new rates. Please check

the latest rates before you make your call. Fractional call minutes and fractional cent charges will be rounded up to the next whole unit.
Notwithstanding the foregoing, you may be entitled, under applicable law, to a refund, upon request, of any pre-paid subscription balance in
the event you switch your Skype Number to another provider.

x. Skype Credit. Skype does not guarantee that you will be able to use your Skype Credit balance to purchase all Skype paid products. If you
do not use your Skype Credit for a period of 180 days, Skype will place your Skype Credit on inactive status. You can reactivate the Skype
Credit by following the reactivation link at https://www.skype.com/go/store.reactivate.credit. You can enable the Auto Recharge feature when

you buy Skype Credit by ticking the appropriate box. If enabled, your Skype Credit balance will be recharged with the same amount and by
your chosen payment method every time your Skype balance goes below the threshold set by Skype from time to time. If you purchased a
subscription with a payment method other than credit card, PayPal or Moneybookers (Skrill), and you have enabled Auto-Recharge, your
Skype Credit balance will be recharged with the amount necessary to purchase your next recurring subscription. You can disable Auto-
Recharge at any time by accessing and changing your settings in your account portal in Skype. If your Microsoft Account is closed, for any
reason, any unused Skype credit associated with your Microsoft account will be lost and cannot be retrieved.

xi. International Message Fees. GroupMe currently uses US-based numbers for each group created. Every text message sent to or received
from a GroupMe number will count as an international text message sent to or received from the United States. Depending upon your
location, Microsoft Teams may be using a phone number that could count as an international text message. Please check with your provider
for the associated international rates.
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f. Bing and Microsoft Start (including MSN).

i. Bing and Microsoft Start Materials. The articles, text, photos, maps, videos, video players, and third-party material available on Bing and
Microsoft Start, including through Microsoft bots, applications and programs, are for your noncommercial, personal use only. Other uses,
including downloading, copying, or redistributing these materials, or using these materials or products to build your own products, are
permitted only to the extent specifically authorized by Microsoft or rights holders, or allowed by applicable copyright law. Microsoft or other
rights holders reserve all rights to the material not expressly granted by Microsoft under the license terms, whether by implication, estoppel,
or otherwise.

ii. Bing Maps. You may not use Bird’'s eye imagery of the United States, Canada, Mexico, New Zealand, Australia or Japan for governmental
use without our separate written approval.

iii. Bing Places. When you provide your Data or Your Content to Bing Places, you grant Microsoft a worldwide, royalty-free license to use,
reproduce, save, modify, aggregate, promote, transmit, display, and distribute your Data and Your Content (including intellectual property
rights in your Data and Your Content), and sub-license any or all of the foregoing rights to third parties.

Cortana

g. Cortana.

i. Personal Noncommercial Use. Cortana is Microsoft's personal assistant Service. The features, services and content provided by Cortana
(collectively "Cortana Services”) are only for your personal and noncommercial use.

ii. Functionality and Content. Cortana provides a range of features, some of which are personalized. Cortana Services may allow you to
access services, information or functionality provided by other Microsoft Services or Third-Party Apps and Services. The service-specific Terms
of section 14 also apply to your use of applicable Microsoft Services accessed through Cortana Services. Cortana provides information for
your planning purposes only and you should exercise your own independent judgment when reviewing and relying on this information.
Microsoft does not guarantee the reliability, availability or timeliness of personalized experiences provided by Cortana. Microsoft is not
responsible if a Cortana feature delays or prevents you from receiving, reviewing or sending a communication or notification, or obtaining a
service.

iii. Third-Party Apps and Services. As part of delivering the Cortana Services, Cortana may suggest and help you interact with Third-Party
Apps and Services (third-party skills or connected services). If you choose, Cortana may exchange information with Third-Party Apps and
Services, such as your zip code and queries and responses returned by the Third-Party App and Services, to help you obtain requested
services. Cortana may enable you to make purchases through Third-Party Apps and Services using the account preferences and settings you
have established directly with those Third-Party Apps and Services. You can disconnect your Cortana Service from Third-Party Apps and
Services at any time. Your use of Cortana Services to connect with Third-Party Apps and Services is subject to section 5 of these Terms.
Publishers of Third-Party Apps and Services may change or discontinue the functionality or features of their Third-Party Apps and Services or
integration with Cortana Services. Microsoft is not responsible or liable for manufacturer provided software or firmware.

iv. Cortana-Enabled Devices. Cortana-enabled devices are products or devices that are enabled to access Cortana Services, or products or
devices that are compatible with Cortana Services. Cortana-enabled devices include third-party devices or products that Microsoft does not
own, manufacture, or develop. Microsoft is not responsible or liable for these third-party devices or products.

v. Software Updates. We may automatically check your version of Cortana Services software and download software updates or
configuration change or require any manufacturers of Cortana enabled devices to keep the Cortana Services software up to date.

Microsoft 365 Apps and Services

h. Microsoft 365 Apps and Services.

i. Use Terms. Microsoft 365 Family, Microsoft 365 Personal, Microsoft 365 Basic, Sway, OneNote.com and any other Microsoft 365 app or
Service or Office-branded Service is for your personal, noncommercial use, unless you have commercial use rights under a separate
agreement with Microsoft. Use of apps such as Word, Excel, PowerPoint, Outlook, OneDrive, Access, and Publisher in Microsoft 365 Family,
Microsoft 365 Personal, and any other Microsoft 365 app or subscription Service is governed by supplemental license terms located at
https://aka.ms/useterms together with these Terms.

ii. Additional Outlook Terms. Outlook includes use of Bing Maps. Any content provided through Bing Maps, including geocodes, can only
be used within the product through which the content is provided. Your use of Bing Maps is governed by the Bing Maps End User Terms of

Use available at go.microsoft.com/?linkid=9710837 and the Microsoft Privacy Statement available at go.microsoft.com/fwlink/?
LinkID=248686.
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i. Health Bots. Health bots, which may include action plans, insights, reminders and other features, are not medical devices and are only intended
for fitness and wellness purposes with a program issued by a care provider. They are not designed or intended as substitutes for professional
medical advice or for use in the diagnosis, cure, mitigation, prevention, or treatment of disease or other conditions. You assume full responsibility
for your use of health bots. Microsoft is not responsible for any decision you make based on information you receive from health bots. You
should always consult a doctor with any questions you may have regarding a medical condition, diet, fitness, or wellness program before using
health bots. Never disregard professional medical advice or delay in seeking it because of information you accessed on or through the Services.
As with any technology, health bots may not work as intended for a variety of reasons including loss of power connectivity.

Digital Goods

j. Digital Goods. Through Microsoft Groove, Microsoft Movies & TV, Store, Xbox Services and any other related and future services, Microsoft
may enable you to obtain, listen to, view, play or read (as the case may be) music, images, video, text, books, games or other material ("Digital
Goods") that you may get in digital form. The Digital Goods are only for your personal, noncommercial entertainment use. You agree not to
redistribute, broadcast, publicly perform or publicly display or transfer any copies of the Digital Goods. Digital Goods may be owned by Microsoft
or by third parties. In all circumstances, you understand and acknowledge that your rights with respect to Digital Goods are limited by these
Terms, copyright law, and the Usage Rules located at https://go.microsoft.com/fwlink/p/?Linkld=723143. You agree that you will not attempt to
modify any Digital Goods obtained through any of the Services for any reason whatsoever, including for the purpose of disguising or changing
ownership or source of the Digital Goods. Microsoft or the owners of the Digital Goods may, from time to time, remove Digital Goods from the

Services without notice.

Microsoft Storage

k. Microsoft Storage.

i. OneDrive Storage Allocation. If you have more content stored in your OneDrive than is provided to you under the terms of your free or
paid subscription service for Microsoft storage and you do not respond to notice from Microsoft to fix your account by removing excess
content or moving to a new subscription plan with more storage, we reserve the right to close your account and delete or disable access to
Your Content on OneDrive. Read more about Microsoft storage quotas here (https://prod.support.services.microsoft.com/en-gb/office/how-
does-microsoft-storage-work-2a261b34-421c-4a47-9901-74ef5bd0c426).

ii. OneDrive Service Performance. Depending on factors such as your equipment, internet connection and Microsoft's efforts to maintain
the performance and integrity of its service, you may occasionally experience delays in uploading or syncing content on OneDrive.

iii. Outlook.com Storage Allocation. If you exceed your Outlook.com mailbox storage quota or your Microsoft storage quota that is
provided to you under a free or paid subscription, you will be unable to send or receive messages until you remove excess content or move
to a new subscription with sufficient storage. If you fail to remove excess content or obtain sufficient additional storage after receiving notice
from Microsoft, we reserve the right to delete or disable access to Your Content. Read more about Microsoft storage quotas here.
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[. Microsoft Rewards.

i. General Information. Microsoft Rewards (the "Rewards Program") is free to join, and it enables you to earn points ("Points") for certain
activities and for personal use of certain Microsoft products and services. If you have a Microsoft account and are located in a participating
Region (defined below), you have been automatically enrolled in the Rewards Program and can begin earning Points immediately. You can
cancel your participation in the Rewards Program at any time by following the instructions below.

ii. You can redeem your Points in a variety of ways ("Redemption Options"), including for certain products and services listed on the
Redemption Page at https://aka.ms/redeemrewards ("Rewards"). To be eligible to redeem your Points for any Redemption Option, you must

first activate your Rewards Program account ("Rewards Account") on the Rewards Dashboard at https://rewards.microsoft.com/ or on certain

other Microsoft sites and pages. There is no cost to activate your Rewards Account.

iii. Certain restrictions and limitations apply to earning, redeeming, and other uses of Points in the Rewards Program. For more information
see the Rewards section at https://support.microsoft.com ("FAQ").

iv. Requirements. You need a valid Microsoft account and you must reside in one of the geographic areas listed in the FAQ ("Regions") to
activate your Rewards Account and to earn, redeem, or otherwise use Points. You may open and use only one Rewards Account, even if you
have multiple email addresses. Each household is limited to six Rewards Accounts. The Rewards Program is solely for your personal and
noncommercial use. Use of a virtual private network (VPN) or other technology or service that can be used to mask or obfuscate your
geographic location may result in cancellation of your Rewards Account and forfeiture of your accrued Points.

v. Earning Points. You may be presented with opportunities to earn Points for certain qualifying activities ("Offers"), such as Searches,
Acquisitions, use of certain Microsoft products and services, and other opportunities from Microsoft. You must have an active Rewards
Account to take advantage of such Offers. Eligible Offers may vary by Region and may only be available for a certain time or subject to other
limitations. You must comply with all terms and conditions of a particular Offer to earn Points awarded with that Offer. You may be presented
with Offers directly on the Rewards Dashboard or when you use certain Microsoft products and services.

vi. For purposes of the Rewards Program, a "Search" is the act of an individual user manually entering text for the good faith purpose of
obtaining Bing search results for such user’'s own research purposes and does not include any query entered by a bot, macro, or other
automated or fraudulent means of any kind; and an "Acquisition" is the process of purchasing goods or downloading and acquiring a
license for digital content directly from Microsoft, whether free or paid. Points are not offered for every Acquisition from Microsoft, and
certain restrictions may apply.

vii. Restrictions & Limitations on Points. Points are awarded by Microsoft to individual Rewards Accounts and cannot be transferred to any
other person or entity. Notwithstanding the foregoing, Microsoft may from time to time in its sole discretion permit you (i) to share your
Points within your household (limits may apply), (ii) to contribute your Points to support a nonprofit organization listed on the Redemption
Page, or (iii) depending on your Region and subject to other terms and conditions, to redeem all or some of your Points for points in certain
other rewards or loyalty programs, including programs operated by Microsoft or authorized third parties. Points are and remain at all times
the property of Microsoft, and do not constitute your personal property; they have no cash value, and you may not obtain any cash or money
in exchange for them. Points are awarded to you on a promotional basis only. You cannot purchase Points. Microsoft may limit the quantity
of Points or Rewards that can be earned or redeemed per person, per household, or over a set period (e.g., a day) provided that you are not
disadvantaged in breach of good faith; please refer to the FAQ for currently applicable limitations. Unless an Offer or Redemption Option
explicitly states otherwise, Points earned in the Program are not valid in, and may not be used in combination with, any other program
offered by Microsoft or third parties. Unredeemed Points associated with your Rewards Account expire if you do not earn or redeem
any Points in your Rewards Account for 18 consecutive months.

viii. Redemptions Redemption Options will be made available to you on the Redemption Page and on certain other Microsoft sites and
pages. You must earn and have available in your Rewards Account all of the Points required for a Redemption Option before you can redeem
your Points for that Redemption Option. There may be a limited number of a particular Reward available, and those Rewards will be delivered
on a first-come, first-served basis. You may be required to provide additional information, like your mailing address and a telephone number
(other than a VOIP or toll-free number), and you may also be asked to enter a fraud-prevention code or sign additional legal documents to
redeem Points for certain Redemption Options. Once you redeem your Points, you cannot cancel or return the Redemption Option for a
refund of Points except in the case of defective products or as required by applicable law. If you select a Redemption Option that is out of
stock or unavailable for other reasons, we may substitute a Redemption Option of comparable value or refund your points at our sole
discretion.

ix. Microsoft may update or discontinue offering specific Redemption Options at any time for any reason. Some Redemption Options may
have age or Region eligibility requirements, or other terms or conditions on their redemption or use. Any such requirements or conditions
will be included in the relevant redemption offer. You are responsible for all federal, state, and local taxes and any other costs of accepting
and using the Redemption Option. Rewards will be emailed to the email address associated with your Microsoft account, so keep your email
address up to date. Rewards that are undeliverable will not be reissued and are therefore forfeited. Rewards may not be resold. You may
redeem no more than 550,000 Points per calendar year in the Rewards Program.

x. Cancelling Your Rewards Account. If you no longer wish to participate in the Rewards Program, follow the instructions on the opt out
page (https://account.microsoft.com/rewards/optout?confirm=false) to cancel your Rewards Account. If you cancel your Rewards Account,
you will immediately forfeit all of your earned Points and will lose your ability to earn new Points in the future. To begin earning Points again,
you must open a new Rewards Account (but Microsoft will not reinstate any previously forfeited Points). Your Rewards Account may be
cancelled (and your Points forfeited) if you do not log in to your Microsoft account for 18 consecutive months.
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any part thereof at any time, in its sole discretion, and without prior notice. However, if the Rewards Program is cancelled or discontinued, we
will make reasonable efforts to notify you by email and on the Rewards Dashboard and to provide you with at least 90 days to redeem your
accrued Points, unless we determine that such cancellation must take effect immediately for legal or security reasons.

xii. Other Terms. Microsoft reserves the right to immediately cancel your Rewards Account, disqualify you from future participation in the
Rewards Program, forfeit all of your earned Points, and cancel or suspend any Redemption Option you have obtained through the Rewards
Program if Microsoft believes you have tampered with, abused, or defrauded any aspect of the Rewards Program or breached these terms.
Microsoft further reserves the right to cancel or suspend any Redemption Option you have obtained or attempted to obtain through the
Rewards Program if Microsoft determines you are ineligible to receive that Redemption Option for legal reasons (such as export laws). While
Microsoft makes every effort to ensure accuracy, errors occasionally occur. Microsoft therefore reserves the right to correct such errors at any
time, even if it affects current Offers or your pending, earned, or redeemed Points or Rewards. In the event of any inconsistency or
discrepancy between these Rewards Program terms or other statements contained in any related materials or advertising, these terms prevail,
govern, and control.

Azure

m. Azure. Your use of the Azure service is governed by the terms and conditions of the separate agreement under which you obtained the
services, as detailed on the Microsoft Azure Legal Information page at https://azure.microsoft.com/en-us/support/legal/.

Microsoft Soundscape
n. Microsoft Soundscape. You acknowledge that Microsoft Soundscape (1) is not designed, intended, or made available as a medical device, and

(2) is not designed or intended to be a substitute for professional medical advice, diagnosis, treatment, or judgment and should not be used to
replace or as a substitute for professional medical advice, diagnosis, treatment, or judgment.

Power Platform

o. Power Platform. Your use of the Power Platform service is governed by the terms and conditions of the separate agreement under which you
obtained the services, as detailed on the Power Platform Legal Information page at Microsoft Power Platform

(https://powerplatform.microsoft.com/en-us/business-applications/legal/).

Dynamics 365

p. Dynamics 365. Your use of the Dynamics 365 service is governed by the terms and conditions of the separate agreement under which you
obtained the services, as detailed on the Dynamics 365 Legal Information page at Microsoft Dynamics 365

(https://dynamics.microsoft.com/business-applications/legal/).

Al Services

g. Al Services. "Al services" are services that are labeled or described by Microsoft as including, using, powered by, or being an Artificial
Intelligence ("Al") system.

i. Reverse Engineering. You may not use the Al services to discover any underlying components of the models, algorithms, and systems. For
example, you may not try to determine and remove the weights of models.

ii. Extracting Data. Unless explicitly permitted, you may not use web scraping, web harvesting, or web data extraction methods to extract
data from the Al services.

iii. Limits on use of data from the Al Services. You may not use the Al services, or data from the Al services, to create, train, or improve
(directly or indirectly) any other Al service.

iv. Use of Your Content. As part of providing the Al services, Microsoft will process and store your inputs to the service as well as output
from the service, for purposes of monitoring for and preventing abusive or harmful uses or outputs of the service.

v. Third party claims. You are solely responsible for responding to any third-party claims regarding Your use of the Al services in compliance
with applicable laws (including, but not limited to, copyright infringement or other claims relating to content output during Your use of the Al
services).
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15. Binding Arbitration and Class Action Waiver If You Live In (or, If a Business, Your Principal Place of Business Is In) the United States. We
hope we never have a dispute, but if we do, you and we agree to try for 60 days, upon receipt of a Notice of Dispute, to resolve it informally. If we
can't, you and we agree to binding individual arbitration before the American Arbitration Association ("AAA") under the Federal Arbitration
Act ("FAA"), and not to sue in court in front of a judge or jury. Instead, a neutral arbitrator will decide and the arbitrator’s decision will be final
except for a limited right of review under the FAA. Class action lawsuits, class-wide arbitrations, private attorney-general actions, requests for
public injunctions, and any other proceeding or request for relief where someone acts in a representative capacity aren’t allowed. Nor is
combining individual proceedings without the consent of all parties. "We," “our," and "us" includes Microsoft and Microsoft's affiliates.

a. Disputes Covered—Everything Except IP. The term "dispute” is as broad as it can be. It includes any claim or controversy between you and us
concerning the Services, the software related to the Services, the Services’ or software’s price, your Microsoft account, marketing,
communications, your purchase transaction, billing, or these Terms, under any legal theory including contract, warranty, tort, statute, or
regulation, except disputes relating to the enforcement or validity of your, your licensors’, our, or our licensors’ intellectual property
rights.

b. Send a Notice of Dispute Before Arbitration. If you have a dispute that our customer service representatives can't resolve and you wish to
pursue arbitration, you must first send an individualized Notice of Dispute to Microsoft Corporation, ATTN: CELA Arbitration, One Microsoft
Way, Redmond, WA 98052-6399, U.S.A., or submit the form electronically. The Notice of Dispute form is available at
https://go.microsoft.com/fwlink/?Linkld=245499. Complete that form in full, with all the information it requires. We'll do the same if we have a

dispute with you. This Notice of Dispute is a prerequisite to initiating any arbitration. Any applicable statute of limitations will be tolled from the
date of a properly submitted individualized Notice of Dispute through the first date on which an arbitration may properly be filed under this
section 15.

c. Small Claims Court Option. Instead of sending a Notice of Dispute, either you or we may sue the other party in small claims court seeking
only individualized relief, so long as the action meets the small claims court’'s requirements and remains an individual action seeking
individualized relief. The small claims court must be in your county of residence (or, if a business, your principal place of business).

d. Arbitration Procedure. The AAA will conduct any arbitration under its Commercial Arbitration Rules (or if you are an individual and use the
Services for personal or household use, or if the value of the dispute is less than $75,000 whether or not you are an individual or how you use the
Services, its Consumer Arbitration Rules). For more information, see www.adr.org or call 1-800-778-7879. Section 15 and these Terms govern to
the extent they conflict with any applicable AAA rules. To initiate an arbitration, submit the Demand for Arbitration form available at
https://go.microsoft.com/fwlink/?Linkld=245497 to the AAA and mail a copy to us. The form must contain information that is specific to you and

your claim. In a dispute involving $25,000 or less, any hearing will be telephonic or by videoconference unless the arbitrator finds good cause to
hold an in-person hearing instead. Any in-person hearing will take place in your county of residence (or, if a business, your principal place of
business). The arbitrator may award the same damages to you individually as a court could. The arbitrator may award declaratory or injunctive
relief only to you individually to satisfy your individual claim, but not relief that would affect non-parties.

The arbitrator rules on all issues except that a court has exclusive authority: (i) to decide arbitrability, as well as formation, existence, scope,
validity, and enforceability of this arbitration agreement; (ii) to decide whether the parties have complied with the pre-arbitration requirements
(including the individualized Notice of Dispute and Demand for Arbitration forms); (iii) to enforce the prohibition on class, representative, private
attorney-general, or combined actions or proceedings, or public injunctive relief; and (iv) to enjoin an arbitration from proceeding if it does not
comply with this section 15.

If your Notice of Dispute involves claims similar to those of at least 24 other customers, and if you and those other customers are represented by
the same lawyers, or by lawyers who are coordinating with each other, you and we agree that these claims will be “Related Cases.” Related Cases
may only be filed in batches of up to 50 individual arbitrations at a time, and those individual arbitrations will be resolved in the following
manner: (i) for the first batch, each side may select up to 25 of these Related Cases to be filed and resolved in individual arbitrations under this
section 15; (ii) none of the other Related Cases may be filed or prosecuted in arbitration until the first batch of up to 50 individual arbitrations is
resolved; and (iii) if, after that first batch, the parties are unable to informally resolve the remaining Related Cases, a second batch of Related
Cases may be filed, where each side may select up to 25 of the Related Cases to be resolved in individual arbitrations under this section 15. This
process of batched individual arbitrations will continue until the parties resolve all Related Cases informally or through individual arbitrations. A
court has exclusive authority to enforce this paragraph, including whether it applies to a given set of claims, and to enjoin the filing or
prosecution of arbitrations that do not comply with this paragraph.

e. Arbitration Fees and Payments.

i. Disputes Involving Less Than $75,000. We will promptly reimburse your filing fees and pay the AAA’s and arbitrator’s fees and expenses
if: (i) the dispute involves less than $75,000; and before initiating arbitration (ii) you complied with all pre-arbitration requirements in this
section 15, including, if applicable, the Related Cases paragraph. Otherwise, the AAA rules will govern payment of filing fees and the AAA’s
and arbitrator’s fees and expenses. If, at the conclusion of the arbitration, the arbitrator awards you more than our last written offer made
before the arbitrator was appointed, we will: pay you (i) the amount of the award or $1,000 (whichever is more); and; (ii) for any reasonable
attorney’s fees you incurred; and any reasonable expenses (including expert witness fees and costs) that your attorney accrued in connection
with your individual arbitration.

ii. Disputes Involving $75,000 or More. The AAA rules will govern payment of filing fees and the AAA’s and arbitrator's fees and expenses.

f. Rejecting Future Arbitration Changes. You may reject any change we make to section 15 (except address changes) by personally signing and
sending us notice within 30 days of the change by U.S. Mail to the address in section 15.b. If you do, the most recent version of section 15 before
the change you rejected will apply.

g. Severability. If, after exhaustion of all appeals, a court finds any part of this section 15 unenforceable as to any claim or request for a remedy,
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as a request for a public injunction remedy, in which case the arbitrator issues an award on liability and individual relief before a court considers
that request). Otherwise, if any other part of section 15 is found to be unenforceable, the remainder will remain in effect (with an arbitration
award issued before any court proceeding begins).

Miscellaneous

16. Miscellaneous. This section, and sections 1, 9 (for amounts incurred before the end of these Terms), 10, 11, 12, 13, 15, 18 and those that by their
terms apply after the Terms end will survive any termination or cancellation of these Terms. We may assign these Terms, in whole or in part, at any time
without notice to you. You may not assign your rights or obligations under these Terms or transfer any rights to use the Services. This is the entire
agreement between you and Microsoft for your use of the Services. It supersedes any prior agreements between you and Microsoft regarding your
use of the Services. All parts of these Terms apply to the maximum extent permitted by relevant law. If a court or arbitrator holds that we can't enforce
a part of these Terms as written, we may replace those terms with similar terms to the extent enforceable under the relevant law, but the rest of these
Terms won't change. Section 15.g says what happens if parts of section 15 (arbitration and class action waiver) are found to be unenforceable. Section
15.g prevails over this section if inconsistent with it. Except for section 15 (arbitration and class action waiver) these Terms are solely for your and our
benefit; they aren’t for the benefit of any other person, except for Microsoft's successors and assigns.

17. Export Laws. You must comply with all domestic and international export laws and regulations that apply to the software and/or Services, which
include restrictions on destinations, end users, and end use. For further information on geographic and export restrictions, visit
https://www.microsoft.com/exporting.

18. Reservation of Rights and Feedback. Except as expressly provided under these Terms, Microsoft does not grant you a license or any other rights
of any type under any patents, know-how, copyrights, trade secrets, trademarks or other intellectual property owned or controlled by Microsoft or any
related entity, including but not limited to any name, trade dress, logo or equivalents. If you give to Microsoft any idea, proposal, suggestion or
feedback, including without limitation ideas for new products, technologies, promotions, product names, product feedback and product
improvements (“Feedback"), you give to Microsoft, without charge, royalties or other obligation to you, the right to make, have made, create
derivative works, use, share and commercialize your Feedback in any way and for any purpose. You will not give Feedback that is subject to a license
that requires Microsoft to license its software, technologies or documentation to any third party because Microsoft includes your Feedback in them.
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NOTICES

Notices and procedure for making claims of intellectual property infringement. Microsoft respects the intellectual property rights of third parties.
If you wish to send a notice of intellectual property infringement, including claims of copyright infringement, please use our procedures for submitting
Notices of Infringement (https://www.microsoft.com/en-us/legal/intellectualproperty/infringement), which procedures form part of these Terms. ONLY
INQUIRIES RELEVANT TO THIS PROCEDURE WILL RECEIVE A RESPONSE.

Microsoft uses the processes set out in Title 17, United States Code, Section 512, and, where applicable, Chapter Il of Regulation (EU) 2022/2065, to
respond to notices of copyright infringement. In appropriate circumstances, Microsoft may also disable or terminate accounts of users of Microsoft
services who may be repeat infringers. Furthermore, in appropriate circumstances, Microsoft may suspend processing notices by individuals or entities
that frequently submit unfounded notices. A further explanation of the applicable procedures for a given Service, including possible redress for
decisions taken by Microsoft as part of these procedures, may be found at Notices of Infringement (https://www.microsoft.com/en-

us/legal/intellectualproperty/infringement).

Notices and procedures regarding intellectual property concerns in advertising. Please review our Intellectual Property Guidelines
(https://go.microsoft.com/fwlink/?Linkld=243207) regarding intellectual property concerns on our advertising network.

Copyright and trademark notices. The Services are copyright © Microsoft Corporation and/or its suppliers, One Microsoft Way, Redmond, WA
98052, U.S.A. All rights reserved. The Terms incorporate Microsoft Trademark & Brand Guidelines (https://www.microsoft.com/en-

us/legal/intellectualproperty/trademarks/usage/general.aspx) (as amended from time to time). Microsoft and the names, logos, and icons of all
Microsoft products, software, and services may be either unregistered or registered trademarks of the Microsoft group of companies in the United
States and/or other jurisdictions. The following is a non-exhaustive list of Microsoft's trademarks (https://www.microsoft.com/en-

us/legal/intellectualproperty/trademarks/en-us.aspx). The names of actual companies and products may be the trademarks of their respective owners.
Any rights not expressly granted in these Terms are reserved. Certain software used in certain Microsoft website servers is based in part on the work of
the Independent JPEG Group. Copyright © 1991-1996 Thomas G. Lane. All rights reserved. "gnuplot" software used in certain Microsoft website
servers is copyright © 1986-1993 Thomas Williams, Colin Kelley. All rights reserved.

Medical notice. Microsoft does not provide medical or any other health care advice, diagnosis, or treatment. Always seek the advice of your physician
or other qualified health care provider with any questions you may have regarding a medical condition, diet, fitness, or wellness program. Never
disregard professional medical advice or delay in seeking it because of information you accessed on or through the Services.

Stock quotes and index data (including index values). Financial information provided through the Services is for your personal, noncommercial use
only. You may not use any of the finance data or marks of any third-party licensor in connection with the issuance, creation, sponsorship, trading,
marketing, or promotion of any financial instruments or investment products (for example, indices, derivatives, structured products, investment funds,
exchange-traded funds, investment portfolios, etc., where the price, return and/or performance of the instrument or investment product is based on,
related to, or intended to track any of the finance data) without a separate written agreement with the third-party licensor.

Financial notice. Microsoft isn't a broker/dealer or registered investment advisor under United States federal securities law or securities laws of other
jurisdictions and doesn't advise individuals as to the advisability of investing in, purchasing, or selling securities or other financial products or services.
Nothing contained in the Services is an offer or solicitation to buy or sell any security. Neither Microsoft nor its licensors of stock quotes or index data
endorse or recommend any particular financial products or services. Nothing in the Services is intended to be professional advice, including without
limitation, investment or tax advice.

Tax Notices. Please review our tax notification page (https://aka.ms/taxservice) for U.S. state and local sales/use tax information.

Notice about the H.264/AVC and VC-1 Video Standards. The software may include H.264/AVC and/or VC-1 codec technology that is licensed by
MPEG LA, L.L.C. This technology is a format for data compression of video information. MPEG LA, L.L.C. requires this notice:

THIS PRODUCT IS LICENSED UNDER THE H.264/AVC, AND THE VC-1 PATENT PORTFOLIO LICENSES FOR THE PERSONAL AND NONCOMMERCIAL USE
OF A CONSUMER TO (A) ENCODE VIDEO IN COMPLIANCE WITH THE STANDARDS ("VIDEO STANDARDS") AND/OR (B) DECODE H.264/AVC, AND VC-1
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL AND NONCOMMERCIAL ACTIVITY AND/OR WAS OBTAINED FROM A
VIDEO PROVIDER LICENSED TO PROVIDE SUCH VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE THE MPEG LA WEBSITE (https://www.mpegla.com).

For clarification purposes only, this notice does not limit or inhibit the use of the software provided under these Terms for normal business uses that
are personal to that business which do not include (i) redistribution of the software to third parties, or (ii) creation of material with the VIDEO
STANDARDS compliant technologies for distribution to third parties.

Notice about the H.265/HEVC Video Standard. The software may include H.265/HEVC coding technology. Access Advance LLC requires this notice:

IF INCLUDED, THE H.265/HEVC TECHNOLOGY IN THIS SOFTWARE IS COVERED BY ONE OR MORE CLAIMS OF THE HEVC PATENTS LISTED AT:
PATENTLIST.ACCESSADVANCE.COM. DEPENDING ON HOW YOU OBTAINED THE SOFTWARE, THIS PRODUCT MAY BE LICENSED UNDER THE HEVC
ADVANCE PATENT PORTFOLIO.

If this software is installed on a Microsoft device, additional licensing information can be found at: aka.ms/HEVCVirtualPatentMarking.
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STANDARD APPLICATION LICENSE TERMS
FOR APPLICATIONS OFFERED IN THE UNITED STATES

MICROSOFT STORE, MICROSOFT STORE ON WINDOWS, AND MICROSOFT STORE ON XBOX

These license terms are an agreement between you and the application publisher. Please read them. They apply to the software applications you
download from the Microsoft Store, the Microsoft Store on Windows or the Microsoft Store on Xbox (each of which is referred to in these license
terms as the "Store"), including any updates or supplements for the application, unless the application comes with separate terms, in which case those
terms apply.

BY DOWNLOADING OR USING THE APPLICATION, OR ATTEMPTING TO DO ANY OF THESE, YOU ACCEPT THESE TERMS. IF YOU DO NOT
ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT DOWNLOAD OR USE THE APPLICATION.

The application publisher means the entity licensing the application to you, as identified in the Store.
If you comply with these license terms, you have the rights below.

1. INSTALLATION AND USE RIGHTS; EXPIRATION. You may install and use the application on Windows devices or Xbox consoles as described
in Microsoft's Usage Rules (https://go.microsoft.com/fwlink/p/?Linkld=723143). Microsoft reserves the right to modify Microsoft's Usage Rules
(https://go.microsoft.com/fwlink/p/?Linkld=723143) at any time.

2. INTERNET-BASED SERVICES.

a. Consent for Internet-based or wireless services. If the application connects to computer systems over the Internet, which may include
via a wireless network, using the application operates as your consent to the transmission of standard device information (including but not
limited to technical information about your device, system, and application software, and peripherals) for Internet-based or wireless services.
If other terms are presented in connection with your use of services accessed using the application, those terms also apply.

b. Misuse of Internet-based services. You may not use any Internet-based service in any way that could harm it or impair anyone else’s use
of it or the wireless network. You may not use the service to try to gain unauthorized access to any service, data, account, or network by any
means.

3. SCOPE OF LICENSE. The application is licensed, not sold. This agreement only gives you some rights to use the application. If Microsoft
disables the ability to use the applications on your devices pursuant to your agreement with Microsoft, any associated license rights will
terminate. The application publisher reserves all other rights. Unless applicable law gives you more rights despite this limitation, you may use the
application only as expressly permitted in this agreement. In doing so, you must comply with any technical limitations in the application that only
allow you to use it in certain ways. You may not:

a. Work around any technical limitations in the application.

b. Reverse engineer, decompile, or disassemble the application, except and only to the extent that applicable law expressly permits, despite
this limitation.

c. Make more copies of the application than specified in this agreement or allowed by applicable law, despite this limitation.

d. Publish or otherwise make the application available for others to copy.

e. Rent, lease, or lend the application.

f. Transfer the application or this agreement to any third party.

4. DOCUMENTATION. If documentation is provided with the application, you may copy and use the documentation for personal reference
purposes.

5. TECHNOLOGY AND EXPORT RESTRICTIONS. The application may be subject to United States or international technology control or export
laws and regulations. You must comply with all domestic and international export laws and regulations that apply to the technology used or
supported by the application. These laws include restrictions on destinations, end users, and end use. For information on Microsoft branded
products, go to the Microsoft exporting website (https://go.microsoft.com/fwlink/?Linkld=868967).

6. SUPPORT SERVICES. Contact the application publisher to determine if any support services are available. Microsoft, your hardware
manufacturer and your wireless carrier (unless one of them is the application publisher) aren’t responsible for providing support services for the
application.

7. ENTIRE AGREEMENT. This agreement, any applicable privacy policy, any additional terms that accompany the application, and the terms for
supplements and updates are the entire license agreement between you and application publisher for the application.

8. APPLICABLE LAW.

a. United States and Canada. If you acquired the application in the United States or Canada, the laws of the state or province where
you live (or, if a business, where your principal place of business is located) govern the interpretation of these terms, claims for
breach of them, and all other claims (including consumer protection, unfair competition, and tort claims), regardless of conflict of
laws principles.

b. Outside the United States and Canada. If you acquired the application in any other country, the laws of that country apply.

9. LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights under the laws of your state or country. This
agreement doesn’t change your rights under the laws of your state or country if the laws of your state or country don't permit it to do so.

10. DISCLAIMER OF WARRANTY. The application is licensed "as is,” "with all faults,” and "as available.” You bear the entire risk as to its
quality, safety, comfort, and performance. Should it prove defective, you assume the entire cost of all necessary servicing or repair. The
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application publisher, on behalf of itself, Microsoft, wireless carriers over whose network the application is provided, and each of our

respective affiliates, vendors, agents, and suppliers (*Covered Parties"), gives no express warranties, guarantees, or conditions in
relation to the application. You may have additional consumer rights under your local laws that this agreement can't change. To the
extent permitted under your local laws, Covered Parties exclude any implied warranties or conditions, including those of
merchantability, fitness for a particular purpose, safety, comfort, and non-infringement. If your local laws impose a warranty, guarantee
or condition even though these terms do not, its duration is limited to 90 days from when you download the application.

11. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. To the extent not prohibited by law, if you have any basis for
recovering damages, you can recover from the application publisher only direct damages up to the amount you paid for the application
or $1.00, whichever is greater. You will not, and waive any right to, seek to recover any other damages, including lost profits and
consequential, special, direct, indirect, or incidental damages, from the application publisher.

This limitation applies to:

¢ Anything related to the application or services made available through the application; and
e Claims for breach of contract, warranty, guarantee or condition; strict liability, negligence, or other tort; violation of a statute or
regulation; unjust enrichment; or under any other theory; all to the extent permitted by applicable law.

It also applies even if:

¢ This remedy doesn’t fully compensate you for any losses; or
e The application publisher knew or should have known about the possibility of the damages.



Case 1:23-cv-10685-PAE Document 15-2 Filed 12/13/23 Page 27 of 30
Covered Services



Case 1:23-cv-10685-PAE Document 15-2 Filed 12/13/23 Page 28 of 30
The following products, apps and services are covered by the Microsoft Services Agreement, but may not be available in your market.

Account.microsoft.com

Apps and services included with Microsoft 365 Basic
Apps and services included with Microsoft 365 consumer subscriptions
Apps and services included with Microsoft 365 Family
Apps and services included with Microsoft 365 Personal
Ask Cortana

Bing Apps

Bing Dictionary

Bing Image and News (iOS)

Bing Maps

Bing Pages

Bing Pros

Bing Rebates

Bing Search APIs/SDKs

Bing Search app

Bing Translator

Bing Webmaster

Bing.com

Bingplaces.com

Clipchamp

Collections

Cortana skills by Microsoft

Cortana

Default Homepage and New Tab Page on Microsoft Edge
Dev Center App

Device Health App

Dictate

Education.minecraft.net

Experts for PowerPoint (Preview)

Face Swap

Feedback Intake Tool for Azure Maps (aka “Azure Maps Feedback”)
Forms.microsoft.com

Forzamotorsport.net

Groove Music Pass

Groove

GroupMe

Image Creator from Microsoft Designer

LineBack

Link to Windows

Maps App

Microsoft 365 Business Standard, Microsoft 365 Business Basic and Microsoft 365 Apps’

"Until a commercial domain is established for use of these services, at which time separate Microsoft commercial terms will govern instead.
Microsoft 365 Consumer
Microsoft 365 Family
Microsoft 365 for the web
Microsoft 365 optional connected experiences
Microsoft 365 Personal
Microsoft Academic
Microsoft account
Microsoft Add-Ins for Skype
Microsoft Bots
Microsoft Collections
Microsoft Copilot
Microsoft Defender for individuals
Microsoft Educator Community
Microsoft Family
Microsoft Health
Microsoft Launcher
Microsoft Loop
Microsoft Math Solver
Microsoft Movies & TV
Microsoft Pay
Microsoft Pix

NMirrncnft Racearrh Intarartivia Qrianra
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Microsoft Research Open Data
Microsoft Rewards

Microsoft Search in Bing
Microsoft Soundscape
Microsoft Start

Microsoft Support and Recovery Assistant for Office 365
Microsoft Sway

Microsoft Teams

Microsoft Translator
Microsoft Wallpaper

MilelQ

Minecraft games

Minecraft Realms Plus and Minecraft Realms
Mixer

MSN Dial Up

MSN Explorer

MSN Food & Drink

MSN Health & Fitness

MSN Money

MSN News

MSN Premium

MSN Sports

MSN Travel

MSN Weather

MSN.com

Next Lock Screen

Office Store

OneDrive.com

OneDrive

OneNote.com

Outlook.com

Paint 3D

Phone Link

Presentation Translator
rise4fun

Seeing Al

Send

Skype in the Classroom
Skype Manager

Skype.com

Skype

Smart Search

SMS Organizer App

Snip Insights

Spreadsheet Keyboard

Store

Sway.com

The free version of Microsoft 365
to-do.microsoft.com
Translator for Microsoft Edge
Translator Live

Universal Human Relevance System (UHRS)
UrWeather

ux.microsoft.com

Video Breakdown

Visio Online

Web Translator
whiteboard.office.com
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Windows games, apps and websites published by Microsoft

Windows Movie Maker
Windows Photo Gallery
Windows Store
Windows Live Mail
Windows Live Writer
Word Flow

YhAv ClanAd (CaminA
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Xbox Game Pass

Xbox Game Studios games, apps and websites
Xbox Live Gold

Xbox Live

Xbox Music

Xbox Store
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@ CAPTCHA
fastest & cheap

How to submit funCAPTCHA token
for outlook/hotmail captcha?

FUNCAPTCHA

1. Perform input operations until you see the captcha as shown below

B® Microsoft
& jtuhiuhnbcvbeouer3@outlook.com

Create account

Please salve the puzzle so we know you're
not a robot.

©

Mext

@]

[eE

2. Find and switch to arkoselabs iframe

https://1stcaptcha.com/blog/how-to-submit-funcaptcha-token-for-outlook-hotmail-captcha/

13
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12/4/23, 12:00 PM

Help us beat the robots

3. Get the token from 1stCAPTCHA service (funCAPTCHA - sitekey B7D8911C-5CC8-A9A3-35B0-
554ACEE604DA)

4. Execute the javascript below to submit the token

var token = 'TOKEN FROM STEP 3';
parent.postMessage(JSON.stringify({

eventId: "challenge-complete”,

payload: {

sessionToken: token

}
P ")

Important! The token alive very short (<1 second). You must submit
the token as soon as you got from 1stCAPTCHA service.

Use tool to submit, dont copy paste by hand > You will be late

https://1stcaptcha.com/blog/how-to-submit-funcaptcha-token-for-outlook-hotmail-captcha/ 2/3
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FUNCAPTCHA OUTLOOK CAPTCHA
Tags
FUNCAPTCHA OUTLOOK CAPTCHA RECAPTCHA RECAPTCHA V3 TWITTER FUNCAPTCHA

https://1stcaptcha.com/blog/how-to-submit-funcaptcha-token-for-outlook-hotmail-captcha/ 3/3
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@ CAPTCHA
fastest & cheap

How to bypass Twitter FunCAPTCHA
using 1stCAPTCHA

FUNCAPTCHA

What is Twitter FunCAPTCHA?

When you register for a twitter account, or when your twitter account is blocked, twitter will
ask you to solve a funcaptcha to confirm you are human. You will need to use a captcha

service to provide a funcaptcha token to help you authenticate.

Authenticate your account

We need to make sure that you're a real person.

Authenticate

9681783cb1476dce3.7103771801

https://1stcaptcha.com/blog/how-to-bypass-twitter-funcaptcha-using-1stcaptcha/ 1/4
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How to solve Twitter FUunCAPTCHA

1. Find the weburl and sitekey

The sitekey

To bypass twitter funcaptcha, you must find the sitekey and weburl of funcaptcha.
Twitter funcaptcha on each device will have a different sitekey.

When you register a twitter account on PC, the sitekey will usually be: 2CB16598-CB82 -
4CF7-B332-5990DB66F 3AB.

When you register a twitter account on mobile, the sitekey will be: 867D55F2-24FD-4C56-
AB6D- 589EDAFS5E7CS5.

When you unlock an account, the sitekey will be: @152B4EB-D2DC-460A-89A1-
629838B529C9.

To be sure what the sitekey is, you must look in the html:

2/1.5.5/enforcement. fbfcl
a 1="verification challenge" data-ele="enforcement-
eight: 25@px; max-widih: 558px; max-height: Seepx;™ |event

The weburl

The weburl is always https://twitter.com

2. Using 1stCAPTCHA to get the bypass Twitter token

You will need to use a captcha service that provides funcaptcha tokens to be able to submit to
twitter.
1stcaptcha.com is the number 1 service providing fastest and cheapest funcaptcha solutions

today. You can read the documentation here to use the api about funcaptcha.

https://1stcaptcha.com/blog/how-to-bypass-twitter-funcaptcha-using-1stcaptcha/ 2/4
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3. Submit the token on Twitter

| will guide you how to submit tokens on twitter in the browser manually and also when using
with selenium.
When you get to the step where you have to request captcha authentication like the image

above, you have to focus on iframe id="arkoseFrame"

€ + C B twittercom/iflow/sarup

-imsfeda relfylens rolubhSad rolfgeSle relyeBied Fo13g8lua®s de
asth-ulewportylevatrue® classatess-1dbjedn r-16y2us r-1abasal r-laguoad™s

© iframefarkoseFrame 554 - 500 x

- civ bican r-1elwSots Ve

<iframe height="30" is="sroseframe” sroe"l alrifry

CB1S59E-CBE] -&0F7- 5332 SO0MDAGEFIAE/ Lnaey el Thememgsfault™ titlem"srkns
aFrame” nidth="556° stvle="tramsform: scalefl); border-wldth: dpx; trassfo
Fa-erigin: S06 @ =

Add attibate

Edit ateribute

Editas HTRAL

Duplcats slersant

Delete slement 0-ICHIES0E-CBED- 4057833250

v cifrm T
Comy

halle Faste

=i Hide element
Farce wiate

va Breai an

Expand recursively
Collapae chidren
Capture node scrninet
Show rame detais
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''''' sent

if you use selenium or similar browser control framework, you must switch to iframe
id="arkoseFrame” :

driver.switch_to.frame(driver.find_element(By.ID, 'arkoseFrame'))
Next, execute the javascript command:

parent.postMessage(JSON.stringify({eventlId:"challenge-

complete",payload:{sessionToken:""' + token + '"}}),"*")

token is the token you get from the captcha service (step 2).
If you test manually on the browser, run this command in Console F12 on the web. If you use

selenium then use this command:

https://1stcaptcha.com/blog/how-to-bypass-twitter-funcaptcha-using-1stcaptcha/ 3/4
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driver.execute_script('parent.postMessage(JISON.stringify({eventId:"challenge-

complete",payload:{sessionToken:""' + token + "'"}}),"*")")

Remember:
— The funcaptcha token valid for 3-5 seconds from the time you get it at the captcha service,
so your operations must be automatic, the proxy when you use auto must also be fast

enough.

— Funcaptcha has a very high invalid rate if you use poor captcha services. So use

1stcaptcha.com to get the highest twitter submission rate. You can see the code example

here
FUNCAPTCHA TWITTER FUNCAPTCHA
Tags
FUNCAPTCHA OUTLOOK CAPTCHA RECAPTCHA RECAPTCHA V3 TWITTER FUNCAPTCHA

https://1stcaptcha.com/blog/how-to-bypass-twitter-funcaptcha-using-1stcaptcha/ 4/4
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How to distinguish between different types of
reCAPTCHA: v2, v3, enterprise

RECAPTCHA

Introduction to reCAPTCHA

The digital age has brought about a wealth of conveniences and possibilities, forging global connections and paving the way for new
opportunities, all while accompanying a surge in cyber risks like online spam and data exploitation. In this constantly changing digital
realm, reCAPTCHA has risen as a crucial guardian of online security, bolstering websites against these threats while ensuring a

seamless user experience.

Originally introduced as CAPTCHA (Completely Automated Public Turing test to distinguish Computers and Humans), this system was
crafted to verify user humanity, distinguishing them from bots. These tests frequently required tasks that were simple for humans
yet perplexing for automated bots, such as deciphering distorted text or selecting specific images from a grid. Google's reCAPTCHA,
an evolved iteration of this idea, takes a more advanced approach, delivering heightened security while preserving user convenience

intact.

Fundamentally, reCAPTCHA serves a twofold purpose: protecting websites from spam and misuse by differentiating between human
users and bots, while also optimizing user experiences by simplifying this procedure. This dual nature has been the driving force
behind reCAPTCHA's development over the years, with each iteration enhancing security and user-friendliness compared to its

forerunner.

The initial reCAPTCHA was revolutionary in terms of online security, employing distorted text that required users to decipher and
enter. Although effective during its era, it posed difficulties, particularly for individuals with visual impairments or those encountering

challenges in deciphering distorted text.

To address these obstacles, reCAPTCHA v2 introduced the “I'm not a robot” checkbox. This iteration aimed for greater user-
friendliness while upholding strong security protocols. It leveraged advanced risk analysis methods, enabling the majority of humans

to pass the test with just a single click, while bots encountered more challenging image-based tasks.

As the landscape of cyber threats continued to evolve, reCAPTCHA also underwent transformations. The introduction of reCAPTCHA
v3 represented a notable departure, as it evaluated a user’s interactions with a website and assigned a score to gauge the probability
of them being a bot. This methodology provides a more seamless user experience, working inconspicuously without requiring active

participation from the user.

The most recent version, reCAPTCHA v3 Enterprise, provides cutting-edge security capabilities, delivering in-depth analysis of
website traffic and facilitating nuanced responses to potentially suspicious behavior. It preserves the seamless and user-friendly

attributes of reCAPTCHA v3, seamlessly operating in the background without causing any disruption to the user’s experience.

https://1stcaptcha.com/blog/how-to-distinguish-recaptcha-v2-v3-enterprise/ 1/5
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In conclusion, reCAPTCHA serves as the primary barrier against online spam and misuse, delivering crucial security for websites. Its
evolution underscores the intricate equilibrium between strong security measures and user-friendly design. Grasping the role and
importance of reCAPTCHA empowers website owners to make informed choices in safeguarding their websites and users from cyber
threats. As we progress further into the digital era, tools like reCAPTCHA will continue to play a fundamental role in preserving the

integrity and security of the online realm.

How to identifying reCAPTCHA Types?

Acquiring the ability to distinguish between various reCAPTCHA types is crucial, not just for web developers and cybersecurity
experts, but also for regular internet users. Every version of reCAPTCHA possesses its own unique traits, user engagement methods,
and code samples. In this section, we will walk you through the process of identifying these distinct attributes to effectively

determine the reCAPTCHA type employed on a website.

reCAPTCHA V2 (Standard)

 ap

I'm not a robot

The distinctive identifier for reCAPTCHA V2 is a checkbox with the text “I'm not a robot.” When a user clicks on this checkbox, it
evaluates their behavior to determine whether they are a genuine user or a bot. If it suspects any suspicious activity, reCAPTCHA V2

will present an additional challenge, typically involving selecting images as per its requirements.

Look in the Page Source, there must be an iframe with an src attribute containing the string recaptcha/api2/bframe

https://1stcaptcha.com/blog/how-to-distinguish-recaptcha-v2-v3-enterprise/ 2/5
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<html lang="en">
¥ <head> < /head>
¥ <body>
<l-- Google Tag Manager (noscript) --»
¥ <noscript> = </noscript>
<!-- End Google Tag Manager (noscript) --3

o </ divy (flex

ass="app-level-notifications™»></divs | flex

</script>

LOADABLE_REQUIRED_CHUNKS__" type="spplication/json">[1875,8798,6159,6830,60858]</script>
LOADABLE_REQUIRED_CHUNKS___ext” type="application/ison”s s </scripty

data-chunk="main" dist/web/runtime~main. Sb'FBEd%‘ "s</soripty
chunk="main" sr /dist/web/main.fbB3c2 ">¢/script>

chunk="pages-Captchabemo” src="/dist/web/pages-Captchabems.96696el.. 35" ¢ /scripts
unk="pages-Captcnabemc-pages-RecaptchaV3” src="/dist/web/8798.5421097
unk="pages-Captchabemo-pages-RecaptchaV3" src="/dist/web/pages-Captchabem
unk="HtmlToComponents” src="/dist/web/6830.36FFC5A... Js"></scripty

/dist/web/HtmlToComponents.42a3fbd... j5"»</script>

</script>
pages-RecaptchaVi3. 5847 c8d... J5"»¢/script>

a-chunk="Htm1ToComponents" sr

"text/javascript” id> e </script>
/noscripty
ext/Javascript” id> </,
ext/javascript” id>
t/javascript” id>
ility: hidden; position: absolute; width: 109%; top: -180@@px; left: @px; right: @px; transition: visibility @s linear @.3s, opacity 8.3s linear Bs; opacity: 8;">
dth: 100%; height: 190%; position: fixed; top: @px; left: Opx; z-index: 2088900000; Dackgrnunn color: rgb(255, 255, 255); opacity: 8.5;"></div>
yle="margin: @px auto; top: @px; left: @px; right: @px; position: absolute; border: dew—se gh(204, 204, 204); z-index: 2002009808; background-coler: rgb(255, 255, 255); overflow: hidden;™>
* ¢iframe title="recaptcha challenge expires in two minutes” src="https://waw.google.com ! =en&y=8hCAES7LyjzAKFOSFF-v7Hj1&k=6Ld0S_TbAAAAAREVBLITCISI9NUTLSWSWEDIQ7CS" name="c-

cnefsweBlnxk” frameborder="8" scrolling="no" sandbox="allow-forms allow-popups allow-same=oTE Dw-scripts allow-top-navigation allow-modsls allow-popups-to-sscape-sandbox® style="width: 100%; height:
100%; ">/ ifrane) o) == 56

P <div style="background-color: rgb(255, 255, 255); border: lpx solid rghb(284, 284, 204); box-shadow: rgba(d, 8, @, ©.2) 2px 2ox 3px; position: sbsolute; transition: visibility @s linear @.3s, opscity @.3s lin
ear @s; opacity: @; visibility: hidden; z-index: 2008000988; left: Opx; top: -18808px;"> = </giv>
</body>
</html>

reCAPTCHA V2 (Invisible)

The reCAPTCHA V2 Invisible version comes with a slight variation compared to the standard reCAPTCHA V2. The reCAPTCHA V2

Invisible will exhibit the following characteristics:

— The "Protected by reCAPTCHA" icon (typically found in the bottom right corner of the website).

protected by reCAPTCHA

Privacy - Terms

— Using element inspector, you will see an iframe element with a src attribute in the form of
src="https://www.google.com/recaptcha/api2/anchor?
ar=1&k=6Ld05_IbAAAAAAeVBLOTC1S19NUTt5wswEb3Q7C5&co=aHROCHM6LY8yY2FwdGNoYS5jb206NDQz&h1=en&v=0hCdE87LyjzAkFO5F
v7Hjl&size=invisible..."

Take note of the "size=invisible” attribute; this is a crucial identifying feature indicating that it is reCAPTCHA V2 Invisible.

¥ <div class="OybH12emdUdaYZECEzUSP" >

-recaptcha” data-sitekey="6Ld0S5_IbAAAARAEVBLITCLS19NUTESwsWEL3Q7C5" data-callback="verifyDemoRecaptcha" data-size="invisible">

¥<div class="grecaptcha-badge" data-style="bottomright" style="width: 256px; height: 6@px; display: block; transition: right @.3s ease @s; position: fixed; bottom: 14px; right: -186px; box-sh
adow: gray @px 8px Spx; border-radius: 2px; overflow: hidden;™»

w<giv class="grecaptcha-logo"s
¥<iframe title="reCAPTCHA" src="https://www.google.com/recaptcha/api2/anchorar=18k=6Ld05 IbAAAAAARYB..5]b206MDOzE&N]=en&y=BhCAEB7 Ly jzAKFOSFf-w7H]
6" height="68" role="presentation” name="a-hmww7keEl4Ze" frameborder="8" scrolling="no" sandbox="allow-forms allow-popups allow-same-origin allo
5 allow-popups-to-escape-sandbox"> == £8
¥ #document

so7zjfhekjBs" width="25
ohi-top-navigation allow-modal

¥ <html “ltr” lang="en">
¥ chead> = </head>
¥ <body >
<div id="rc-ancher-alert” class="rc-anchor-alert"»</div>
recaptcha—tuken value=" 03ADUVZNDXJUJGOH1]?ﬂful-'DﬂtWPfuBKxKSSLll]a7UT E\MhnCKQHmGlI Fgrl:xgHSFfIOZBtmqlJRUu‘.lﬂlQ VJYFQ“CDPAJFX]HMGPDE]DQ(DI\'KZTVE%EVEACIPY

<input type="hidden"

— Look in the Page Source, there must be an iframe with an src attribute containing the string recaptcha/api2/bframe

@ 1st CAPTCHA
fastest & cheap
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<html lang="en">
¥ <head> < /head>
¥ <body>
<l-- Google Tag Manager (noscript) --»
¥ <noscript> = </noscript>
<!-- End Google Tag Manager (noscript) --3>
¥ <noscript> = ¢/noscript>
¥ <div id="root">
¥ ¢div class="RR1gOgXKFYZk25MalphHM"> ) </div> | t1ex
</div>
<div class="app-level-notifications"></div> | slex
P cscriptyem</seripts
<script id="_ LOADABLE_REQUIRED_CHUNKS__ " type="application/json">[1875,8798,6189,6030,6088]</script>
¥ ¢script id="__ LOADABLE_REQUIRED_CHUNKS___ext" type="application/json"> i </script>

¢script async data-chunk="main" src="/dist/web/runtime~main.Bbf33d9...35"></script>
¢script async data-chunk="main" src="/dist/web/main.fb83c2c..is"s</script>
<script async data-chunk="pages-CaptchaDemo” sr ges-Captchabeno.

></script>
<script async data-chunk="pages-CaptchaDeme-pages-RecaptchaV3” src="/dist/web/8798.5421007...35" >¢/script>
<script async data-chunk="pages-CaptchaDemo-pages-RecaptchaV3” src="/dist/web/pages-CaptchaDemo-pages-Recaptchali3.5647cBa
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<script async data-chunk="HtmlToComponents" src="/dist/web/Htm1ToComponents.42a3fbd... js"»¢/script>
> ¢script type="text/javascript” id» s </scripty
¥ <noscript> = ¢/noscript>
> ¢script type="text/javascript” id» s </scripty
¥ ¢script type="text/javascript” id>@o</script>
P iscript type="text/javascript” id> e </script>
¥¢div style="visibility: hidden; position: absolute; width: 180%; top: -188@@px; left: Bpx; right: @px; transition: visibility @s linear €.3s, opacity 8.3s linear Bs; opacity: 8;">
<div style="width: 100%; height: 180%; position: fixed; top: @px; left: @px; z-index: 200800000; background-color: rgb(255, 255, 255); opacity: 8.5;"»</div>
i 204, 204); z-index: 20@98A8@28; background-color: rgb(255, 255, 255); overflow: hidden

s"></script>
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100%; ">..</iframe> - 56
</div>
</divy
F<div style="background-color: rgb(255, 255, 255); border: lpx solid rgb(284, 284, 284); box-shsdow: rgba(B, @, @, @.2) 2px Zpx 3px; position: absolute; transition: wisibility @s linear @.3s, opacity @.3s lin
ear @s; opacity: @; visibility: nidden; z-index: 2000000929; left: @px; top: -180@@px;"> = </divy
</body>
</html>

Typically, for reCAPTCHA V2 Invisible, when there are suspicious activities, it will present a challenge in the form of a popup and

require users to select a few images as per its requirements:

Select all squares with

motorcycles

If there are none, click skip

reCAPTCHA V3

RECAPTCHA

https://1stcaptcha.com/blog/how-to-distinguish-recaptcha-v2-v3-enterprise/
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Tags

FUNCAPTCHA OUTLOOK CAPTCHA RECAPTCHA RECAPTCHA V3 TWITTER FUNCAPTCHA
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION, :
Plaintiff, : Case No.
-against- :
DUONG DINH TU,
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

DECLARATION OF MAURICE MASON IN SUPPORT OF
PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

I, Maurice Mason, declare as follows:

1. I am a Senior Investigator in the Digital Crimes Unit (“DCU”) Cybercrime
Enforcement Team (“CET”) at Microsoft Corporation. I respectfully submit this declaration in
support of Microsoft’s motion for an emergency ex parte temporary restraining order and order to
show cause why a preliminary injunction should not be entered in the above-captioned case.

2. I have been employed by Microsoft since August 2021. In my role, I assess
technological security threats to Microsoft and the impact of such threats on Microsoft’s business
and customers. Among my responsibilities are protecting Microsoft’s online service assets from
network-based attacks. Prior to my current role, I worked as a Senior Consultant on Microsoft’s
Incident Response Team, where I was a lead digital forensic analyst managing multiple incident
response and threat-hunting engagements that included performing incident response and forensic

analysis for Fortune 500, Fortune 100, and Fortune 50 companies. Prior to joining Microsoft, I
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held various positions, both in the private sector and in government, where I performed digital
forensic analysis, including on malware and ransomware-related matters. A true and correct copy
of my curriculum vitae is attached to this declaration as Exhibit 1.

3. Since in or about May 2023, I have been investigating the structure and function of
an online criminal enterprise operated by Defendants—referred to herein as the “Fraudulent
Enterprise” (or the “Enterprise”)—that is in the business of using fraud to bypass Microsoft’s
security systems, open Microsoft accounts in the names of fictitious persons, and sell these fake
Microsoft accounts to cybercriminals for a wide variety of internet-based crimes (the “Fraudulent
Scheme”).

4. I make this declaration based upon my personal knowledge, and upon information
and belief from my review of documents and evidence collected during Microsoft’s investigation
of the Fraudulent Enterprise.

I. Background

5. The Fraudulent Enterprise attacks Microsoft, its Outlook.com (“Outlook™) email
services, its customers, and third parties by using fraud to procure Microsoft email accounts, which
it then sells, along with other security-bypassing technology, to cybercriminals. The Enterprise
sells these cybercrime tools via websites associated with the domain name “hotmailbox.me” (the
“Hotmailbox Website”) and “lstcaptcha.com”™ (the “1stCAPTCHA Website,” formerly
“Anycaptcha.com,” or the “AnyCAPTCHA Website”).

II. Attribution of the Defendants to the CAPTCHA Fraud

6. Based on research I conducted as part of Microsoft’s investigation of the Fraudulent

Enterprise, and based on information and belief, I have been able to draw the following
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connections between Defendants Duong Dinh Tu, Linh Van Nguyen (a/k/a Nguyen Van Linh),
and Tai Van Nguyen.

A. Duong Dinh Tu

7. Based on my analysis of WHOIS results (which are internet record listings that
provide information about website domains) for the Hotmailbox Website, Defendant Duong Dinh
Tu has been the registrant of Hotmailbox.me from at least in or about November 2021 through in
or about July 2023. A screenshot of these WHOIS results, indicating that Tu is the registrant of
the Hotmailbox Website, is reflected in Figure 1 below.

FIGURE 1

8. I have also analyzed the Hotmailbox Website’s registration and hosting
information, as gathered from RiskIQ (a tool which provides internet reconnaissance and
analytics). That information, as reflected in Figure 2 below, lists Defendant Duong Dinh Tu as
the Hotmailbox Website’s registrant. It also shows that the Website’s registrar is OnlineNIC, Inc.,

and that the Website’s Autonomous System Number (“ASN”)! is provided by Cloudflare.

' An ASN is a collection of the Internet Protocol (IP) addresses that can be accessed from a
particular network. An IP address is a unique identifying number that is assigned to every device
connected to the internet.
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FIGURE 2

0. Defendant Duong Dinh Tu publicizes the Hotmailbox and 1stCAPTCHA tools—
including instructional YouTube videos on how they can be used to bypass Microsoft’s security
measures (namely, its CAPTCHA defense system, which is operated by third party Arkose
Labs)—on his personal YouTube page “@duongdinhtu” (which 1is available at

https://www.youtube.com/@duongdinhtu). Those YouTube videos, as reflected in Figure 3

below, are (i) “TOOL REG HOTMAIL IMAP + POP3 + LIVE 72H” (posted on November 19,
2020); (i1) “bypass arkose labs captcha — pick the spiral galaxy” (posted on December 27, 2020);
and (ii1) 1stCAPTCHA Chrome Extension — Automatic reCAPTCHA Solver (posted on July 3,
2023).

FIGURE 3
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10.  The YouTube video “TOOL REG HOTMAIL IMAP + POP3 + LIVE 72H,” which
was posted on YouTube by Defendant Duong Dinh Tu on November 19, 2020,> shows a bot*
simultaneously creating dozens of Microsoft accounts with unique usernames as each
automatically proceeds through different stages of the Microsoft account creation process. In this
video, the bot solves CAPTCHA* puzzles by correctly positioning animal pictures (as reflected in
Figure 4 below), eventually leading to a false verification that the bot is a real person. The video
also shows the bot automatically bypassing other steps of the account creation process by filling
in randomly generated birth dates and by selecting “Vietnam” as its “Country/region.”

FIGURE 4

2 This video is available at https://www.youtube.com/watch?v=BH QNZpO9TI.

3 Bots are software programs that simulate human user behavior and perform repetitive, automated
tasks.

4 I understand a description of CAPTCHA can be found in paragraphs 5 through 7 of the
declaration of Patrice Boffa in support of Microsoft’s motion for an emergency ex parte temporary
restraining order and order to show cause.
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11. The video’s description states the following in Vietnamese: “Chuyén cung cip
Hotmail SLL gia ré nhit Pong Duong: Gia 35d/acc Hotmail IMAP + POP3 + LIVE 72h - Hang
cuc chuan, Code vé siéu muot (~100%) Inbox 1a co hang: 0903206359 - / soul.keeper79.”
According to Google’s publicly available translation service, this means: “Specializing in
providing Hotmail SLL at the cheapest price in Indochina: Price 35d/acc Hotmail IMAP + POP3
+ LIVE 72h - Extremely standard product, Code delivery is super smooth (~100%) Inbox for
availability: 0903206359 - /soul.keeper79][.]”

12. As reflected below in Figure 5, in or about November 2022, Defendant Dinh Tu
left the following comment on the “TOOL REG HOTMAIL IMAP + POP3 + LIVE 72H” video:
“You can buy bulk accounts by cheapest price ($0.002/account) at https://hotmailbox.me.”

FIGURE 5§

13. The YouTube video “[B]ypass arkose labs captcha - pick the spiral galaxy,” which
was posted on YouTube by Defendant Duong Dinh Tu on December 27, 2020,> shows a bot
simultaneously creating dozens of Microsoft accounts, which are each displayed on the screen with

a unique email address and username. The usernames follow the general format of first name, last

> This video is available at https://www.youtube.com/watch?v=Falp-Jcckks§.
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name, and then a number. First, the bot is presented with a “Create account” screen, where it is
asked to “Please solve the puzzle so we know you’re not a robot.” The video then shows the bot
defeating the CAPTCHA puzzles, in which it must pick a spiral galaxy among several picture
options, as reflected below in Figure 6. The video concludes by showing that the accounts were
successfully created on the Microsoft website.

FIGURE 6

14. The video’s description states: “This captcha too ez for bypass!”
15. As reflected below in Figure 7, in or about November 2021, Defendant Dinh Tu

left a comment in response to the video, directing viewers to the AnyCAPTCHA Website.
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FIGURE 7

16. The YouTube video “1stCAPTCHA Chrome Extension - Automatic reCAPTCHA
Solver,” which was posted on YouTube by Defendant Duong Dinh Tu on July 3, 2023,° shows a
user clicking on the 1stCAPTCHA Google Chrome extension, which then displays a balance
amount and a link to the CAPTCHA defeating software. The user then selects “reCAPTCHA”
among the Chrome favorites on the Google homepage, which directs the user to a “Sample Form
with ReCAPTCHA” page. At the 0:08 mark of the video, a sample reCAPTCHA appears in which
the user is asked to “[s]elect all images with a bus,” among nine different images, and to “[c]lick
verify once there are none left.” As reflected below in Figure 8, the video (at 0:11) shows the
correct images being selected while the mouse remains to the right of the screen, away from the

puzzle. Once the images are selected on the screen, the video shows a checkbox being filled in

 This video is available at https://www.youtube.com/watch?v=Me4gqnLu3UKM.
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automatically, next to the phrase “I’m not a robot.” The video then shows the process a second
time, with another recCAPTCHA puzzle of bus images.

FIGURE 8

17.  The video’s description states: “We use state-of-the-art deep learning algorithms
by Google, Meta, Microsoft, and NVIDIA AI. When you encounter a CAPTCHA challenge, it is
solved in the cloud, and our active learning pipeline automatically and continuously improves the
Al. Simply put, as more users use our extension, our Al gets better at solving CAPTCHAs. When
new CAPTCHA types are added, our Al learns to solve them in real-time!”

18. Based on my review of information within and derived from the 1stCAPTCHA
GitHub webpage—which houses source code for software programs run by 1stCaptcha.com to

bypass Microsoft’s CAPTCHA defense system, as seen below in Figure 9—an individual with the
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username “duongdinhtu93,” and with the email address “duongginhtu93@gmail.com,” has edited
the 1stCAPTCHA source code several times, including as recently as August 8, 2023. I believe
this individual to be Defendant Duong Dinh Tu.

FIGURE 9

B. Linh Van Nguven (a/k/a Nguven Van Linh)

19. Based on my review of information within, derived from, and associated with the
IstCAPTCHA GitHub webpage, as seen below in Figure 10, an individual with the username
“nguyenlinh-uet,” and with the email address “nguyenlinh.uet@gmail.com,” has edited the
1stCAPTCHA source code at least 115 times during the time span of approximately October 2020
through July 2023. The personal GitHub webpage of “nguyenlinh-uet” includes a link to the
1stCAPTCHA GitHub webpage, as further reflected in Figure 10. I believe this individual to be
Defendant Linh Van Nguyen.

FIGURE 10

10
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20. Based on my investigation of the 1stCAPTCHA Website and the methods of
payment that may be used to purchase its services, and as reflected below in Figure 11, payments
made to the 1stCAPTCHA Website through PayPal are made to “Nguyen Van Linh” as an

“administrator” of the website. I believe “Nguyen Van Linh” to be Defendant Linh Van Nguyen

(a’k/a Nguyen Van Linh).
FIGURE 11

11
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21. Similarly, based on my investigation of the 1stCAPTCHA Website and the methods
of payment that may be used to purchase its services, and as reflected below in Figure 12, payments
made to the IstCAPTCHA Website through Vietcombank are made to “NGUYEN VAN LINH.”
I believe “NGUYEN VAN LINH” to be Defendant Linh Van Nguyen (a/k/a Nguyen Van Linh).

FIGURE 12

22. Defendants Linh Van Nguyen (a/k/a Nguyen Van Linh) and Duong Dinh Tu are
“friends” on Facebook, according to Duong Dinh Tu’s Facebook “friends” list. A screenshot
from the Facebook account of Duong Dinh Tu, showing that Tu is “friends” with “Nguyen Linh,”
is depicted in Figure 13 below. I believe “Nguyen Linh” to be Defendant Linh Van Nguyen.

FIGURE 13

12
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C. Tai Van Nouyen

23. TVN, like his co-Defendants, has edited the source code for the 1stCAPTCHA
service via the 1stCAPTCHA GitHub page. TVN has a GitHub account registered to his email
account “nvt.kscntt@gmail.com.” According to data retrieved from TVN’s GitHub account, he
edited the IstCAPTCHA’s source code as recently as July 2023.

II11. The Fraudulent Enterprise’s Use of Social Media

24, The Fraudulent Enterprise actively markets its unlawful sale of Hotmailbox,
IstCAPTCHA, and AnyCAPTCHA services through various social media websites including
Facebook, Telegram, YouTube, LinkedIn, and Twitter.

IVv. Other Criminals’ Use of Defendants’ Crime-as-a-Service

25. My team has gathered evidence that email accounts sold by the Fraudulent
Enterprise have been used by sophisticated cybercriminals—including groups that Microsoft refers
to as Storm-0252,7 Storm-0455, and Octo Tempest—that have historically been known to
perpetrate ransomware attacks. For example, we have confirmed that ASNs linked to the
Microsoft accounts created by the Fraudulent Enterprise match ASNs linked to email accounts that
were used to perpetrate certain cybercrime activity.

26. The malicious actor Microsoft tracks as Storm-0252 encompasses a group that has
employed a phishing® campaign known as BazaCall, which has historically tricked unsuspecting

users into downloading malware® through phone calls that provide step-by-step instructions for

7 Microsoft uses “Storm-####" as a temporary designation to track newly discovered, unknown,
or emerging clusters of threat activity.

$ Phishing is the fraudulent practice of sending emails or other messages, purporting to be from a
certain source, for the purpose of inducing individuals to reveal sensitive information, such as
passwords and credit card numbers.

 Malware, including BazaLoader malware, which is a particular type of malware that has been

13
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installing malware onto their devices. The group often uses Rclone (a data exfiltration tool) to
exfiltrate data and historically has deployed Ryuk, which is a particular type of ransomware.!°

27. The actor Microsoft tracks as Storm-0455 is a financially-motivated cybercriminal
group that targets numerous industries globally. Storm-0455 obtains and leverages infrastructure
for cybercriminal operations with the ultimate intent to deploy ransomware. Storm-0455 is known
to use programs known as Cobalt Strike and malware such as Bazal.oader, Trickbot, and
Bumblebee, which have led to ransomware attacks known as Conti, QuantumLocker, and Royal.
Storm-0455 is tracked by other security companies as EXOTIC LILY and TA580.!!

28. The actor that Microsoft tracks as Octo Tempest is a financially motivated
cybercriminal group that has been observed targeting large scale organizations with varying
criminal objectives, including conducting SIM swaps, stealing cryptocurrency, or exfiltrating data
prior to extortion or ransomware operations. Octo Tempest has been tied to cyberattacks against
flagship Microsoft customers. During these attacks, the computer systems of those customers were
infected with ransomware that disabled operation critical systems, resulting in service disruptions
that inflicted hundreds of millions of dollars of damage. Microsoft has observed a significant shift

since the beginning of summer 2023, such that Octo Tempest is now attacking and compromising

used increasingly in sophisticated threat campaigns, is software that is designed specifically to
disrupt, damage, or gain unauthorized access to a computer system.

19 See BazaCall: Phony call centers lead to exfiltration and ransomware, Microsoft Security Blog
(July 29, 2021) (describing illicit activities connected to Storm-0252), a true and correct copy of
which is attached as Exhibit 2.

11 See HTML smuggling surges: Highly evasive loader technique increasingly used in banking

malware, targeted attacks, Microsoft Security Blog (Nov. 11, 2021) (describing illicit activities
connected to Storm-0455), a true and correct copy of which is attached hereto as Exhibit 3.

14
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victims at a rapid pace with the intent to steal data for extortion and/or to deploy ransomware
known as ALPHV/Blackcat in a matter of hours."?

29. As noted, based on our investigation, ASNs associated with emails used in attacks
by Storm-0252, Storm-0455, and Octo Tempest match ASNs associated with accounts sold by
Defendants, indicating that these groups have used emails acquired from the Fraudulent Scheme

to conduct their cybercriminal activities.

[ declare under penalty of perjury of the laws of the United States of America that the
foregoing is true and correct.

Executed on this > day of D@ ¢ mb¢9 2023 in New Yo ) New Yorte

Maurice Mason

12 See Octo Tempest crosses boundaries to facilitate extortion, encryption, and destruction, Microsoft
Security Blog (Oct. 25, 2023) (describing illicit activities connected to Octo Tempest), a true and correct
copy of which is attached hereto as Exhibit 4.
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Maurice Eduardo Mason

Phone: [N
E-mail: [

Clearance: Active Top-Secret (TS)

SUMMARY OF QUALIFICATIONS

= Experienced investigator specializing in computer investigations. Trained and experienced in
hacker methodology/techniques, computer forensics, incident response, electronic discovery,
blockchain analysis, litigation support and network intrusion investigations.

* Proficient in utilizing a variety of commercial and open-source tools (e.g. Magnet Axiom,
Autopsy, Volatility, EnCase, FTK, RemNux, Zimmerman Tools, MDE, Carbon Black, Flare
etc..) to guide an investigation.

= Real-world experience responding to Advanced Persistence Threats (APT) and ransomware
attacks from both public and private sectors. This includes familiarity with Indicators of
Compromise (IOCs), Indicators of Activity (IOAs) and Attack Tools, Techniques and Procedures
(TTPs).

= Proficient in leading incident response engagements to guide clients through forensic
investigations, contain security incidents, and provide guidance on longer-term remediation
recommendations. Motivated to see the big picture, understanding evolving attacker behavior and
intent.

= Proficient in Query languages such as Kusto Query Language (KQL) to conduct threat hunting
and or forensic analysis at a large scale.

= Experience with analyzing a wide variety of logs and telemetry including AV, web server, SIEM
(Azure Sentinel), Unified Audit Log (UAL), Entra AD Sign/Audit etc.)

= Possess a working knowledge of malware analysis (static/dynamic) such as unpacking,
deobfuscation and anti-debugging techniques when analyzing malicious code.

»  Experienced with working and or collaborating with SOC and CSIRT service teams.

= Strong client facing background in both supporting Federal Government and Private Sector clients.

= 8+ years' experience working within the Information Technology and Cyber Security departments.

EMPLOYMENT HISTORY

Microsoft February 2023— Present
Senior Investigator

= Senior Investigator on the Microsoft Digital Crimes Unit (DCU) focusing on Ransomware.

= Conduct proactive ransomware investigations to identify critical command control infrastructure,
ransomware payments and ransomware actors to develop disruption strategy to eliminate or severely
cripple cyber-criminal ecosystem.

* Build cases against prolific Ransomware actors/groups collaborating with the Microsoft Threat
Intelligence (MSTIC) team, resulting in highly impactful criminal referrals yearly.

=  Work with public (law enforcement, country certs) and private sectors, and develop international
partnerships to support ransomware disruptions on a global scale.

= Document and identify monetization schemes utilized by cyber-criminals ranging from online
advertising fraud, ransomware, and targeted financial fraud.

= Cluster and model data related to ransomware to help identify, document and monitor tactics,
techniques and procedures used by threat actors related to ransomware groups.

» Collaborate with Microsoft legal and Microsoft Threat Intelligence (MSTIC) teams to develop
new strategies to disrupt cybercrime through both civil and criminal proceedings.
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Microsoft August 2021- February 2023
Senior Digital Forensics Consultant

= Lead forensic analyst on Microsoft’s Detection and Response Team (DART), conducted
proactive and post reactive incident response investigations for large-scale clients with complex
networks impacted by various security incidents.

= Investigated data breaches (Ransomware, Network Intrusions, Unauthorized Access, APT,
Vulnerabilities) by leveraging forensics tools and EDR/SIEM solutions to determine the root
cause analysis (RCA) of compromises and malicious activity that occurred in client
environments.

*  Analyzed host, network, memory, cloud and other available data sources to define the scope of an
incident, develop a timeline of threat actor activity, and inventory data populations likely
accessed/exfiltrated based on forensic artifacts.

=  Conducted security assessments (host and cloud) to identify areas of risk and provide specific
technical guidance to help ensure any gaps are remediated within clients environment.

= Built and presented PowerPoint outbriefs for both technical and executive audiences when
detailing analysis related to root cause analysis, persistence mechanisms, lateral movement and
the full extent of the compromise while prioritizing the next steps for remediation.

= Contributed to the development of runbooks for forensic analysts to follow, playbooks were
mapped to MITRE ATT&CK Framework to improve processes and information sharing across
teams.

» Interviewed new candidates as well as trained/mentored new hires that were staffed.

TracePoint LLC June 2020- June 2021
Senior Digital Forensics Consultant

= Conducted proactive and post reactive incident response investigations on small and medium size
organizations included but were not limited to host-based analysis, memory analysis and network
analysis through investigating Windows and Cloud data sets to identify Indicators of Compromise
(IOCs) for clients who have reported cyber incidents.

= [nvestigated data breaches (Ransomware, Network Intrusions, Unauthorized Access) leveraging
forensics tools and EDR/SIEM solutions to determine the root cause analysis (RCA) of
compromises and malicious activity that occurred in client environments.

= Lead multiple engagements in guiding clients through forensic investigations, including but not
limited to triage, root cause analysis, escalations, malware analysis and determining severity level
of incidents.

=  Produced comprehensive and accurate reports for both technical and executive audiences when
detailing analysis to clients detailing root cause analysis, remediation steps and preventative
measures.

= Led development of a new reporting template which included executive summary as well as full
forensic report to drive reporting consistency across all analyst reports.
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ManTech International June 2019—- June 2020
Senior Computer Forensic Analyst

* Contracted to Department Justice (Executive Office of US attorneys Division) to conduct cyber
forensic investigations and analysis.

= Act as the most senior forensic analyst on a team of three, helped revamp the
Forensics/eDiscovery program from the ground up, making it an operational program within 4
months from ideation to production. Introduced new policies/procedures and tools.

= (Created a formalized triage methodology for forensic artifacts, as well as implemented a malware
analysis laboratory utilizing virtual machines for malware analysis/research.

* Conducted host-based analysis for Indicators of Compromise (IOCs) detected by Security
Operations Center (SOC) to help determine root cause and deter malware presence. Mapped I0Cs
to MITRE Attack Framework to be used as use-cases.

*  Produced comprehensive and accurate reports for both technical and executive audiences when
detailing analysis to clients.

BlackBag Technologies April 2018— June 2019
Computer Forensic Analyst

= Contracted to the Department of Defense Cyber Crime Center DC3/DCFL, conducted forensics
acquisition and analysis in support of criminal investigations (Child exploitation, Sex offense,
Fraud, Narcotics, Homicide, Drug/Human Trafficking).

* Provide detailed documentation on In-depth analysis related to file system analysis, mobile
forensic analysis, registry analysis and internet history analysis.

Innovative Discovery LLC April 2015 — April 2018
Digital Forensic Consultant

= Serving as a client facing Forensic Consultant for an E-Discovery litigation company.

= Performed forensic data acquisition of desktops, laptops, hard drives, servers, cell phones,
external media, emails and various other types of data sources.

= Conducted forensic analysis involving intellectual property, financial, employee misconduct, and
fraud.

LS Technologies June 2013-April 2015
System Analyst

= Contracted to the Federal Aviation Administration C3 department, oversaw integration of user
workstations with Microsoft Windows server OS and Active Directory.

= Responded to multi-channel support requests (Helpdesk) from employees and customers seeking
help with software or computer related issues.
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Educational Background:
Champlain College, Burlington, VT

Master of Science - Digital Forensics Graduated: August 2017
Bowie State University, Bowie, MD
Bachelor of Science - Computer Technology Graduated: December 2014

Professional Certifications:

EC-Council Computer Hacking Forensic Investigator (CHFI) May 2018
Department of Defense Digital Forensic Examiner October 2018
Department of Defense Digital Media Collector October 2018
EC-Council Certified Ethical Hacker (CEH) December 2018

GIAC Smartphone Forensics Analysis In-Depth (GASF) August 2019
GIAC Certified Forensics Examiner (GCFE) September 2019

GIAC Certified Incident Handler (GCIH) November 2019

GIAC Certified Forensic Analyst (GCFA) December 2020

GIAC Certified Defender (GDAT) February 2022

TRM Certified Investigator (TRM-CI) April 2023

Chainalysis Reactor Certification (CRC) April 2023

Investigation Windows Endpoints (Gold) April 2023

GIAC Cyber Threat Intelligence (GCTI) June 2023
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BazaCall: Phony call centers lead to exfiltration and ransomware

By Microsoft Threat Intelligence

July 29, 2021

oom

Ransomware Credential theft Living off the land

Our continued investigation into BazaCall campaigns, those that use fraudulent call
centers that trick unsuspecting users into downloading the BazalLoader malware,
shows that this threat is more dangerous than what's been discussed publicly in
other security blogs and covered by the media. Apart from having backdoor
capabilities, the BazaLoader payload from these campaigns also gives a remote
attacker hands-on-keyboard control on an affected user’s device, which allows for a
fast network compromise. In our observation, attacks emanating from the BazaCall
threat could move quickly within a network, conduct extensive data exfiltration and
credential theft, and distribute ransomware within 48 hours of the initial
compromise.

Additional resources

Protect your organization against ransomwatre:
aka.ms/ransomware

Learn how attackers operate: Human-operated
ransomware attacks: A preventable disaster

BazaCall campaigns forgo malicious links or attachments in email messages in favor
of phone numbers that recipients are misled into calling. It's a technique
reminiscent of vishing and tech support scams where potential victims are being
cold-called by the attacker, except in BazaCall's case, targeted users must dial the
number. And when they do, the users are connected with actual humans on the
other end of the line, who then provide step-by-step instructions for installing
malware into their devices. Thus, BazaCall campaigns require direct phone

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/ 110
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communication with a human and social engineering tactics to succeed. Moreover,
the lack of obvious malicious elements in the delivery methods could render typical
ways of detecting spam and phishing emails ineffective.

” their service

Figure 1. The flow of a typical BazaCall attack, from the spam email to social
engineering to the payload being downloaded and hands-on-keyboard attacks

The use of another human element in BazaCall's attack chain through the
abovementioned hands-on-keyboard control further makes this threat more
dangerous and more evasive than traditional, automated malware attacks. BazaCall
campaigns highlight the importance of cross-domain optics and the ability to
correlate events in building a comprehensive defense against complex threats.

Microsoft 365 Defender orchestrates protection across domains to deliver
coordinated defense. In the case of BazaCall, Microsoft Defender for Endpoint
detects malware and attacker behavior resulting from the campaign, and these
signals inform Microsoft Defender for Office 365 protections against related emails,
even if these emails don't have the typical malicious artifacts. Microsoft threat
analysts who constantly monitor BazaCall campaigns enrich the intelligence on this
threat and enhance our ability to protect customers.

In this blog post, we discuss how a recent BazaCall campaign attempts to
compromise systems and networks through the mentioned human elements and
how Microsoft defends against it.

Out with the links and attachments, in with the
customer service phone numbers

BazaCall campaigns begin with an email that uses various social engineering lures
to trick target recipients into calling a phone number. For example, the email
informs users about a supposed expiring trial subscription and that their credit card
will soon be automatically charged for the subscription’s premium version. Each
wave of emails in the campaign uses a different “theme” of subscription that is
supposed to be expiring, such as a photo editing service or a cooking and recipes
website membership. In a more recent campaign, the email does away with the
subscription trial angle and instead poses as a confirmation receipt for a purchased
software license.

Unlike typical spam and phishing emails, BazaCall's do not have a link or
attachment in its message body that users must click or open. Instead, it instructs
users to call a phone number in case they have questions or concerns. This lack of
typical malicious elements—links or attachments—adds a level of difficulty in
detecting and hunting for these emails. In addition, the messaging of the email’s
content might also add an air of legitimacy if the user has been narrowly trained to
avoid typical phishing and malware emails but not taught to be wary of social
engineering techniques.

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/
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Figure 2. A typical BazaCall email, claiming that the user’s trial for a photo editing
service will soon expire, and that they will be automatically charged. A fake customer
service number is provided to help cancel the subscription.

Each BazaCall email is sent from a different sender, typically using free email
services and likely-compromised email addresses. The lures within the email use
fake business names that are similar to the names of real businesses. A recipient
who then searches the business name online to check the email’s legitimacy may
be led to believe that such a company exists and that the message they received
has merit.

Some sample subject lines are listed below. They each have a unique "account
number” created by the attackers to identify the recipients:

e Soon you'll be moved to the Premium membership, as the demo period is
ending. Personal ID: KT[unique ID number]

e Automated premium membership renewal notice GW[unique ID number] ?

e Your demo stage is nearly ended. Your user account number VC[unique 1D
number]. All set to continue?

¢ Notification of an abandoned road accident site! Must to get hold of a
manager! [body of email contains unique ID number]

e Thanks for deciding to become a member of BooyaFitness. Fitness program
was never simpler before [body of email contains unique ID number]

e Your subscription will be changed to the gold membership, as the trial is
ending. Order: KT[unique ID number]

e Your free period is almost ended. Your member’s account number VC[unique
ID number]. Ready to move forward?

e Thank you for getting WinRAR pro plan. Your order # is WR[unique ID
number].

e Many thanks for choosing WinRAR. You need to check out the information
about your licenses [body of email contains unique ID number]

While the subject lines in most of the observed campaigns contain similar keywords
and occasional emojis, each one is unique because it includes an alphanumeric
sequence specific to the recipient. This sequence is always presented as a user ID or
transaction code, but it actually serves as a way for the attacker to identify the
recipient and track the latter’s responses to the campaign. The unique ID numbers
largely follow the same pattern, which the regular expression [A-Z]{1,3}(?:\d{9,15})
can surface, for example, L0723456789 and KT01234567891.

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/ 3/10
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In one recent BazaCall campaign, the unique ID was present in the body of the
email, but not in the subject line:

Hello, deas,

RAR and WinRAR are working with several operating svstems (0S), and it 1s the only compression software working with Unicode; translated to over
50 languages and available both for 32-bit and 64-bat systems. WinRAR licenses are valid for all available languages and platform versions. In case
vou have bought several software licenses, you can even mix editions to satesfy vour personal requirements.

Here's the specific details about your account

Transaction code: WR.
Clicat's name:

WinRaR 20 license pack- $320.00

If you have any questions concerning your purchase, you need to callus at +1 205 578 6186, Our customer support will be happy to help vou
Monday-Friday from 9:00 AM 1o 6:00 PM.

You now have 2 weeks to cancel your personal license

Always yours,
WinRaR ream

It is an automated mailing, vour replies to this address won't be readed.

Winrar GmbH has been the legal distnbutor of WmRAR and RARLAB products since February 2002 and manages all support, marketing, and sales
processes associated with WinRAR & rarlab.com. win rar GmbH 15 licensed in Germany and is represented worldwide by local business partners in
maore than 40 countries on six continents, Winrar’s declared goal is to supply first-class quality assistance and to optimize its soffware packages to
match customer's requisements by their valued opinions

Figure 3. A recent BazaCall email with the unique ID present only in the message
body.

If a target recipient does decide to call the phone number indicated in the email,
they will speak with a real person from a fraudulent call center set up by BazaCall's
operators. The call center agent serves as a conduit to the next phase of the attack:
during their conversation, an agent tells the caller they can help cancel the
supposed subscription or transaction. To do so, the agent asks the caller to visit a
website.

These websites are designed to look like legitimate businesses, some of which even
impersonate actual companies. However, we have noted that some domain names
do not always match the name of the fictitious business included in the email. For
example, an email claiming that a user’s free trial for “Pre Pear Cooking” was set to
expire was paired with the domain, “topcooks[.Jus".

Figure 4. A sample website used in the BazaCall campaign. It mimics a real recipe
website but is attacker-controlled.

The call center agent then instructs the user to navigate to the account page and
download a file to cancel their subscription. The file is a macro-enabled Excel
document, with names such as “cancel_sub_[unique ID number].xlsb.” Note that in
some instances, we observed that even if security filters such as Microsoft Defender
SmartScreen are enabled, users intentionally bypass it to download the file, which
indicates that the call center agent is likely instructing the user to circumvent
security protocols, with the threat that their credit cards will be charged if they
don't. Again, this demonstrates the effectiveness of social engineering tactics used
in BazaCall attacks.

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/ 4/10
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The downloaded Excel file displays a fake notification that it is protected by
Microsoft Office. The call center agent then instructs the user to click on the button
that enables editing and content (macros) to view the spreadsheet's contents. If the
user enables the macro, BazaLoader malware is delivered to the device.

Figure 5. An Excel document used by the attackers, prompting the user to enable
malicious code.

Hands-on-keyboard control for selective data
exfiltration

The enabled macro on the Excel document creates a new folder named with a
random string of characters in the %programdata% folder. It then copies
certutil.exe, a known living-off-the-land binary (LOLBin), from the System folder and
places the copy of certutil.exe into the newly created folder as a means of defense
evasion. Finally, the copy of certutil.exe is renamed to match the random string of
characters in the folder name.

The macro then uses the newly renamed copy of certutil.exe to connect to the
attacker infrastructure and download Bazaloader. This downloaded payload is a
malicious dynamic link library (.dll) and is loaded by rundll32.exe. Rundll32 then
injects a legitimate MsEdge.exe process to connect to a BazaLoader command-and-
control (C2) and establish persistence by using Edge to create a.Ink (shortcut) file
to the payload in the Startup folder. The injected MsEdge.exe is also used for
reconnaissance, collecting system and user information, domains on the networks,
and domain trusts.

The rundll32.exe process retrieves a Cobalt Strike beacon that enables the attacker
to have hands-on-keyboard control of the device. Now with direct access, the
attacker performs reconnaissance on the network and searches for local
administrators and high-privilege domain administrator account information.

The attacker also conducts further extensive reconnaissance using ADFind, a free
command-line tool designed for Active Directory discovery. Often, information
gathered from this reconnaissance is saved to a text file and viewed by the attacker
using the “Type” command in the command prompt.

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/ 510
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Once the attacker has established a list of target devices on the network, they use
Cobalt Strike's custom, built-in PsExec functionality to move laterally to the targets.
Each device the attacker lands on establishes a connection to the Cobalt Strike C2
server. Additionally, certain devices are used for additional reconnaissance by
downloading open-source tools designed to steal browser passwords. In some
instances, the attackers also used WMIC to move laterally to high-value targets,
such as Domain Controllers.

When the attacker lands on a selected high-value target, they use 7-Zip to archive
intellectual property for exfiltration. The archived files are named after the type of
data they contain, such as IT information, or information about security operations,
finance and budgeting, and details specific to each target's industry. The attacker
then uses a renamed version of the open-source tool, RClone, to exfiltrate these
archives to an attacker-controlled domain.

® 0000 @

Scan for devices t0  Steal credentials  Use Cobalt Strike Compress Capy the Active Distribute
move laterally to from LSASS tomovetohigh-  documentsusing  Directory database ransomware to
value targets 7 te

information, and
shares

Figure 6 Post-compromise activity on the target, including exfiltration and
ransomware.

Finally, on domain controller devices, the attacker uses NTDSUtil.exe—a legitimate
tool typically used to create and maintain the Active Directory database—to create
a copy of the NTDS.dit Active Directory database, in either the %programdata% or
%temp% folders, for subsequent exfiltration. NTDS.dit contains user information
and password hashes for all users in the domain.

In some instances, data exfiltration appeared to be the primary objective of the
attack, which would typically be in preparation for future activity. However, in other
instances, the attacker deploys ransomware after conducting the previously
described activity. In those cases where ransomware was dropped, the attacker
used high-privilege compromised accounts in conjunction with Cobalt Strike's
PsExec functionality to drop a Ryuk or Conti ransomware payload onto network
devices.

Detecting BazaCall through cross-domain visibility
and threat intelligence

While many cybersecurity threats rely on automated, drive-by tactics (for example,
exploiting system vulnerabilities to drop malware or compromising legitimate
websites for a watering hole attack) or develop advanced detection evasion
methods, attackers continue to find success in social engineering and human
interaction in attacks. The BazaCall campaign replaces links and attachments with
phone numbers in the emails it sends out, posing challenges in detection,
especially by traditional antispam and anti-phishing solutions that check for those
malicious indicators.

The lack of typical malicious elements in BazaCall's emails and the speed with which
their operators can conduct an attack exemplify the increasingly complex and
evasive threats that organizations face today. Microsoft 365 Defender provides the
cross-domain visibility and coordinated defense to protect customers against such
threats. The ability to correlate events across endpoints and emails is crucial in the
case of BazaCall, given its distinct characteristics. Microsoft Defender for Endpoint

detects implants such as BazaLoader and Cobalt Strike, payloads such as Conti and

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/ 6/10
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Ryuk, and subsequent attacker behavior. These endpoint signals are correlated with
email threat data, informing Microsoft Defender for Office 365 to block the
BazaCall emails, even if these emails don't have the typical malicious artifacts.

Microsoft 365 Defender further enables organizations to defend against this threat
through rich investigations tools like advanced hunting, allowing security teams to
locate related or similar activities and seamlessly resolve them.

Justin Carroll and Emily Hacker

Microsoft 365 Defender Threat Intelligence Team

Advanced hunting queries

The following Advanced Hunting Queries are accurate as of the time of publish of
this blog. For the most up-to-date queries, please visit aka.ms/BazaCall.

To locate possible exploitation activity, run the following queries in the Microsoft

365 Defender portal.
BazaCall emails

To look for malicious emails matching the patterns of the BazaCall campaign, run
this query.

EmailEvents

| where Subject matches regex @"[A-z]{1,3}\d{9,15}"

and Subject has_any('trial', 'free', 'demo', ‘'membership', 'premium',
‘gold’,

‘notification', 'notice', 'claim', ‘'order', 'license', 'licenses')

BazaCall Excel file delivery

To look for signs of web file delivery behavior matching the patterns of the BazaCall
campaign, run this query.

DeviceFileEvents

| where FileOriginUrl has "/cancel.php" and FileOriginReferrerUrl has
"/account”

or FileOriginUrl has "/download.php" and FileOriginReferrerUrl has

"/case”
BazaCall Excel file execution

To surface the execution of malicious Excel files associated with BazaCall, run this

query.

DeviceProcessEvents
| where InitiatingProcessFileName =~ "excel.exe"

and ProcessCommandLine has_all('mkdir', '&&% copy', 'certutil.exe')
BazaCall Excel file download domain pattern
To look for malicious Excel files downloaded from .XYZ domains, run this query.

DeviceNetworkEvents
| where RemoteUrl matches regex @".{14}\.xyz/config\.php"

BazaCall dropping payload via certutil

To look for the copy of certutilexe that was used to download the BazaLoader
payload, run this query.

DeviceFileEvents
| where InitiatingProcessFileName !~ "certutil.exe"

| where InitiatingProcessFileName !~ "cmd.exe"

https:/iwww.microsoft.com/en-us/security/blog/2021/07/29/bazacall-phony-call-centers-lead-to-exfiltration-and-ransomware/
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| where InitiatingProcessCommandLine has_all("-urlcache", "split",

"http")

NTDS theft

To look for theft of Active Directory in paths used by this threat, run this query.

DeviceProcessEvents

| where FileName =~ "ntdsutil.exe"

| where ProcessCommandLine has_any("full", "fu")

| where ProcessCommandLine has_any ("temp", "perflogs", "programdata")

// Exclusion

| where ProcessCommandLine !contains @"Backup"

Renamed Rclone data exfiltration

To look for data exfiltration using renamed Rclone, run this query.

DeviceProcessEvents

| where ProcessVersionInfoProductName has "rclone" and not(FileName has

"rclone™)

RunDLL Suspicious Network Connections

To look for RunDLL making suspicious network connections, run this query.

DeviceNetworkEvents

| where InitiatingProcessFileName =~ 'rundl132.exe' and

InitiatingProcessCommandLine has ",GlobalOut"

Learn how your organization can stop attacks through automated, cross-domain

security and built-in Al with Microsoft Defender 365.
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HTML smuggling surges: Highly evasive loader technique increasingly used in banking malware,
targeted attacks

By Microsoft Threat Intelligence

November 11, 2021

oom

Threat actors Credential theft Midnight Blizzard (NOBELIUM) mor

I

v

HTML smuggling, a highly evasive malware delivery technique that leverages
legitimate HTML5 and JavaScript features, is increasingly used in email campaigns
that deploy banking malware, remote access Trojans (RATs), and other payloads
related to targeted attacks. Notably, this technique was observed in a spear-
phishing_campaign from the threat actor NOBELIUM in May. More recently, we

have also seen this technique deliver the banking Trojan Mekotio, as well as
AsyncRAT/NJRAT and Trickbot, malware that attackers utilize to gain control of
affected devices and deliver ransomware payloads and other threats.

As the name suggests, HTML smuggling lets an attacker “smuggle” an encoded
malicious script within a specially crafted HTML attachment or web page. When a
target user opens the HTML in their web browser, the browser decodes the
malicious script, which, in turn, assembles the payload on the host device. Thus,
instead of having a malicious executable pass directly through a network, the
attacker builds the malware locally behind a firewall.

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/ 110
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Figure 1. HTML smuggling overview

This technique is highly evasive because it could bypass standard perimeter security
controls, such as web proxies and email gateways, that often only check for
suspicious attachments (for example, EXE, ZIP, or DOCX) or traffic based on
signatures and patterns. Because the malicious files are created only after the HTML
file is loaded on the endpoint through the browser, what some protection solutions
only see at the onset are benign HTML and JavaScript traffic, which can also be
obfuscated to further hide their true purpose.

Threats that use HTML smuggling bank on the legitimate uses of HTML and
JavaScript in daily business operations in their attempt to stay hidden and relevant,
as well as challenge organizations’ conventional mitigation procedures. For
example, disabling JavaScript could mitigate HTML smuggling created using
JavaScript Blobs. However, JavaScript is used to render business-related and other
legitimate web pages. In addition, there are multiple ways to implement HTML
smuggling through obfuscation and numerous ways of coding JavaScript, making
the said technique highly evasive against content inspection. Therefore,
organizations need a true “defense in depth” strategy and a multi-layered security
solution that inspects email delivery, network activity, endpoint behavior, and
follow-on attacker activities.

The surge in the use of HTML smuggling in email campaigns is another example of
how attackers keep refining specific components of their attacks by integrating
highly evasive techniques. Microsoft Defender for Office 365 stops such attacks at
the onset using dynamic protection technologies, including machine learning and

sandboxing, to detect and block HTML-smuggling links and attachments. Email
threat signals from Defender for Office 365 also feed into Microsoft 365 Defender,
which provides advanced protection on each domain—email and data, endpoints,
identities, and cloud apps—and correlates threat data from these domains to
surface evasive, sophisticated threats. This provides organizations with
comprehensive and coordinated defense against the end-to-end attack chain.

This blog entry details how HTML smuggling works, provides recent examples of
threats and targeted attack campaigns that use it, and enumerates mitigation steps
and protection guidance.

How HTML smuggling works

HTML smuggling uses legitimate features of HTML5 and JavaScript, which are both
supported by all modern browsers, to generate malicious files behind the firewall.
Specifically, HTML smuggling leverages the HTML5 “download” attribute for anchor
tags, as well as the creation and use of a JavaScript Blob to put together the
payload downloaded into an affected device.

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/ 2/10



TR Case 1:23-cv-10B85-PAE" Bocument 16-3" Filed 12113123 " Page s ot T1

In HTML5, when a user clicks a link, the “download” attribute lets an HTML file
automatically download a file referenced in the "href” tag. For example, the code
below instructs the browser to download "malicious.docx” from its location and
save it into the device as “safe.docx”:

<a href="/malware/malicious.docx"” download="safe.docx">Click</a>

The anchor tag and a file's "download” attribute also have their equivalents in
JavaScript code, as seen below:

var sampleAnchor = document.createElement('a’);

sampleAnchor.download = 'safe.docx’;

The use of JavaScript Blobs adds to the “smuggling” aspect of the technique. A
JavaScript Blob stores the encoded data of a file, which is then decoded when
passed to a JavaScript API that expects a URL. This means that instead of providing
a link to an actual file that a user must manually click to download, the said file can
be automatically downloaded and constructed locally on the device using
JavaScript codes like the ones below:

var maliciousBlob = new Blob([maliciousFile], {type: 'octet/stream'});
var fakeSafeURL = window.URL.createObjectURL{maliciousBlob);
sampleAnchor.href = fakeSafeURL;

sampleAnchor.click();

Today's attacks use HTML smuggling in two ways: the link to an HTML smuggling
page is included within the email message, or the page itself is included as an
attachment. The following section provides examples of actual threats we have
recently seen using either of these methods.

Real-world examples of threats using HTML
smuggling

HTML smuggling has been used in banking malware campaigns, notably attacks
attributed to DEV-0238 (also known as Mekotio) and DEV-0253 (also known as

Ousaban), targeting Brazil, Mexico, Spain, Peru, and Portugal. In one of the Mekotio
campaigns we've observed, attackers sent emails with a malicious link, as shown in

the image below.

Figure 2. Sample email used in a Mekotio campaign. Clicking the link starts the HTML
smuggling technique.

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/ 3/10
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Figure 3. Threat behavior observed in the Mekotio campaign

In this campaign, a malicious website, hxxp://poocardy[.Jnet/diretorio/, is used to
implement the HTML smuggling technique and drop the malicious downloader file.
The image below shows an HTML smuggling page when rendered on the browser.

Figure 4. HTML smuggling page of the Mekotio campaign. Note how the "href” tag
references a JavaScript Blob with an octet/stream type to download the malicious ZIP
file.

It should be noted that this attack attempt relies on social engineering and user
interaction to succeed. When a user clicks the emailed hyperlink, the HTML page
drops a ZIP file embedded with an obfuscated JavaScript file.

Figure 5. ZIP file with an obfuscated JavaScript file

When the user opens the ZIP file and executes the JavaScript, the said script
connects to hxxps://malparquel.Jorg/rest/restfuch[.Jong and downloads another
ZIP file that masquerades as a PNG file. This second ZIP file contains the following
files related to DAEMON Tools:

o sptdintfdll—This is a legitimate file. Various virtual disc applications, including
DAEMON Tools and Alcohol 120%, use this dynamic-link library (DLL) file.

e imgengine.dll - This is a malicious file that is either Themida-packed or
VMProtected for obfuscation. It accesses geolocation information of the
target and attempts credential theft and keylogging.

e An executable file with a random name, which is a renamed legitimate file
“Disc Soft Bus Service Pro.” This legitimate file is part of DAEMON Tools Pro
and loads both DLLs.

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/ 4/10
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Finally, once the user runs the primary executable (the renamed legitimate file), it
launches and loads the malicious DLL via DLL sideloading. As previously mentioned,
this DLL file is attributed to Mekotio, a malware family of banking Trojans typically
deployed on Windows systems that have targeted Latin American industries since
the latter half of 2016.

HTML smuggling in targeted attacks

Beyond banking malware campaigns, various cyberattacks—including more
sophisticated, targeted ones—incorporate HTML smuggling in their arsenal. Such
adoption shows how tactics, techniques, and procedures (TTPs) trickle down from
cybercrime gangs to malicious threat actors and vice versa. It also reinforces the
current state of the underground economy, where such TTPs get commoditized
when deemed effective.

For example, in May, Microsoft Threat Intelligence Center (MSTIC) published a
detailed analysis of a new sophisticated email attack from NOBELIUM. MSTIC noted
that the spear-phishing email used in that campaign contained an HTML file
attachment, which, when opened by the targeted user, uses HTML smuggling to
download the main payload on the device.

Since then, other malicious actors appeared to have followed NOBELIUM's suit and
adopted the technique for their own campaigns. Between July and August, open-
source intelligence (OSINT) community signals showed an uptick in HTML
smuggling in campaigns that deliver remote access Trojans (RATs) such as
AsyncRAT/NJRAT.

In September, we saw an email campaign that leverages HTML smuggling to
deliver Trickbot. Microsoft attributes this Trickbot campaign to an emerging,
financially motivated cybercriminal group we're tracking as DEV-0193.

In the said campaign, the attacker sends a specially crafted HTML page as an
attachment to an email message purporting to be a business report.

Looking Torward to getting feeaback from you soon
Thank you.

Kind regards,

Figure 6. HTML smuggling page attached in a Trickbot spear-phishing campaign

When the target recipient opens the HTML attachment in a web browser, it
constructs a JavaScript file and saves the said file in the device's default Downloads
folder. As an added detection-evasion technique against endpoint security controls,
the created JavaScript file is password-protected. Therefore, the user must type the
password indicated in the original HTML attachment to open it.

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/
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Figure 7. HTML attachment constructs a password-protected downloader JavaScript
in the browser

Once the user executes the JavaScript, it initiates a Base64-encoded PowerShell
command, which then calls back to the attacker’s servers to download Trickbot.

~ ~ —_— —_—

Spear-phishing User opens HTML smuggling technique  ZIP file contains
email with an HTML attachmentin drops password-protected malicious
attachment browser ZIP file JavaScript

|
@ —5§—&

User executes JavaScript executes PowerShell calls

JavaScript by encoded PowerShell back to attacker's

providing the command server and
password from the downloads TrickBot

HTML attachment

Figure 8. HTML smuggling attack chain in the Trickbot spear-phishing campaign

Based on our investigations, DEV-0193 targets organizations primarily in the health
and education industries, and works closely with ransomware operators, such as
those behind the infamous Ryuk ransomware. After compromising an organization,
this group acts as a fundamental pivot point and enabler for follow-on ransomware
attacks. They also often sell unauthorized access to the said operators. Thus, once
this group compromises an environment, it is highly likely that a ransomware attack
will follow.

Defending against the wide range of threats that use
HTML smuggling

HTML smuggling presents challenges to traditional security solutions. Effectively
defending against this stealthy technique requires true defense in depth. It is
always better to thwart an attack early in the attack chain—at the email gateway
and web filtering level. If the threat manages to fall through the cracks of perimeter
security and is delivered to a host machine, then endpoint protection controls
should be able to prevent execution.

Microsoft 365 Defender uses multiple layers of dynamic protection technologies,
including machine learning-based protection, to defend against malware threats
and other attacks that use HTML smuggling at various levels. It correlates threat

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/ 6/10
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data from email, endpoints, identities, and cloud apps, providing in-depth and
coordinated threat defense. All of these are backed by threat experts who
continuously monitor the threat landscape for new attacker tools and techniques.

Microsoft Defender for Office 365 inspects attachments and links in emails to
detect and alert on HTML smuggling attempts. Over the past six months, Microsoft
blocked thousands of HTML smuggling links and attachments. The timeline graphs
below show a spike in HTML smuggling attempts in June and July.

4/1/2021 5/1/2021 6/1/2021 7/1/2021 8/1/2021 9/1/2021 10/1/2021

Figure 9. HTML smuggling links detected and blocked

> N -

4/1/2021 5/1/2021 6/1/2021 7/1/2021 8/1/2021 9/1/2021 10/1/2021

Figure 10. HTML smuggling attachments detected and blocked

Safe Links and Safe Attachments provide real-time protection against HTML
smuggling and other email threats by utilizing a virtual environment to check links
and attachments in email messages before they are delivered to recipients.
Thousands of suspicious behavioral attributes are detected and analyzed in emails
to determine a phishing attempt. For example, behavioral rules that check for the
following have proven successful in detecting malware-smuggling HTML
attachments:

e An attached ZIP file contains JavaScript

e An attachment is password-protected

An HTML file contains a suspicious script code

An HTML file decodes a Base64 code or obfuscates a JavaScript

Through automated and threat expert analyses, existing rules are modified, and
new ones are added daily.

On endpoints, attack surface reduction rules block or audit activity associated with
HTML smuggling. The following rules can help:

e Block JavaScript or VBScript from launching downloaded executable content

e Block execution of potentially obfuscated scripts

e Block executable files from running unless they meet a prevalence, age, or
trusted list criterion

Endpoint protection platform (EPP) and endpoint detection and response (EDR)
capabilities detect malicious files, malicious behavior, and other related events
before and after execution. Advanced hunting, meanwhile, lets defenders create
custom detections to proactively find related threats.

https:/iwww.microsoft.com/en-us/security/blog/2021/11/11/html-smuggling-surges-highly-evasive-loader-technique-increasingly-used-in-banking-malware-targeted-attacks/ 7110
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Defenders can also apply the following mitigations to reduce the impact of threats
that utilize HTML smuggling:

e Prevent JavaScript codes from executing automatically by changing file

associations for js and .jse files.

o Create new Open With parameters in the Group Policy Management
Console under User Configuration > Preferences > Control Panel Settings
> Folder Options.

o Create parameters for ,jse and Js file extensions, associating them with
notepad.exe or another text editor.

Check Office 365 email filtering settings to ensure they block spoofed emails,
spam, and emails with malware. Use Microsoft Defender for Office 365 for
enhanced phishing protection and coverage against new threats and
polymorphic variants. Configure Office 365 to recheck links on

click and neutralize malicious messages that have already been delivered in
response to newly acquired threat intelligence.

Check the perimeter firewall and proxy to restrict servers from making
arbitrary connections to the internet to browse or download files. Such
restrictions help inhibit malware downloads and command and control (C2)
activity.

Encourage users to use Microsoft Edge and other web browsers that support
Microsoft Defender SmartScreen, which identifies and blocks malicious

websites. Turn on network protection to block connections to malicious
domains and IP addresses.

Turn on cloud-delivered protection and automatic sample submission

on Microsoft Defender Antivirus. These capabilities use artificial intelligence
and machine learning to quickly identify and stop new and unknown threats.
Educate users about preventing_malware infections. Encourage users to
practice good credential hygiene—limit the use of accounts with local or
domain admin privileges and turn on Microsoft Defender Firewall to prevent
malware infection and stifle propagation.

Learn how you can stop attacks through automated, cross-domain security with

Microsoft 365 Defender.
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Octo Tempest crosses boundaries to facilitate extortion, encryption, and destruction

By Microsoft Incident Response

Microsoft Threat Intelligence

October 25, 2023

oom

Incident response Microsoft 365 Defender Microsoft Defender more .

Microsoft has been tracking activity related to the financially motivated threat actor
Octo Tempest, whose evolving campaigns represent a growing concern for
organizations across multiple industries. Octo Tempest leverages broad social
engineering campaigns to compromise organizations across the globe with the
goal of financial extortion. With their extensive range of tactics, techniques, and
procedures (TTPs), the threat actor, from our perspective, is one of the most
dangerous financial criminal groups.

Octo Tempest is a financially motivated collective of native English-speaking threat
actors known for launching wide-ranging campaigns that prominently feature

adversary-in-the-middle (AiTM)_techniques, social engineering, and SIM swapping
capabilities. Octo Tempest, which overlaps with research associated with Oktapus,
Scattered Spider, and UNC3944, was initially seen in early 2022, targeting mobile
telecommunications and business process outsourcing organizations to initiate
phone number ports (also known as SIM swaps). Octo Tempest monetized their
intrusions in 2022 by selling SIM swaps to other criminals and performing account
takeovers of high-net-worth individuals to steal their cryptocurrency.

https:/iwww.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/#:~:text=Octo Tempest crosses boundaries to facilitate extortion%2C en... 115
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Figure 1. The evolution of Octo Tempest's targeting, actions, outcomes, and monetization

Building on their initial success, Octo Tempest harnessed their experience and
acquired data to progressively advance their motives, targeting, and techniques,
adopting an increasingly aggressive approach. In late 2022 to early 2023, Octo
Tempest expanded their targeting to include cable telecommunications, email, and
technology organizations. During this period, Octo Tempest started monetizing
intrusions by extorting victim organizations for data stolen during their intrusion
operations and in some cases even resorting to physical threats.

In mid-2023, Octo Tempest became an affiliate of ALPHV/BlackCat, a human-
operated ransomware as a service (RaaS) operation, and initial victims were
extorted for data theft (with no ransomware deployment) using ALPHV Collections
leak site. This is notable in that, historically, Eastern European ransomware groups
refused to do business with native English-speaking criminals. By June 2023, Octo
Tempest started deploying ALPHV/BlackCat ransomware payloads (both Windows
and Linux versions) to victims and lately has focused their deployments primarily on
VMWare ESXi servers. Octo Tempest progressively broadened the scope of
industries targeted for extortion, including natural resources, gaming, hospitality,
consumer products, retail, managed service providers, manufacturing, law,
technology, and financial services.

In recent campaigns, we observed Octo Tempest leverage a diverse array of TTPs to
navigate complex hybrid environments, exfiltrate sensitive data, and encrypt data.
Octo Tempest leverages tradecraft that many organizations don't have in their
typical threat models, such as SMS phishing, SIM swapping, and advanced social
engineering techniques. This blog post aims to provide organizations with an
insight into Octo Tempest's tradecraft by detailing the fluidity of their operations
and to offer organizations defensive mechanisms to thwart the highly motivated
financial cybercriminal group.

DEFEND AGAINST OCTO TEMPEST

Jump to Recommendations #

HUNT FOR RELATED ACTIVITY

Jump to Hunting guidance 7

Analysis

The well-organized, prolific nature of Octo Tempest's attacks is indicative of
extensive technical depth and multiple hands-on-keyboard operators. The
succeeding sections cover the wide range of TTPs we observed being used by Octo
Tempest.

EXPERTS DISCUSS OCTO TEMPEST

Listen to The Microsoft Threat Intelligence Podcast ~

https:/iwww.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/#:~:text=Octo Tempest crosses boundaries to facilitate extortion%2C en... 2/15



11/30/23, 10:49 AM

https:/iwww.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/#:~:text=Octo Tempest crosses boundaries to facilitate extortion%2C en...

Case 1:23-cv-10688 P RE " BEEHEH 18 “EI8d 131355 B84

credentials

Figure 2. Octo Tempest TTPs

Initial access
Social engineering with a twist

Octo Tempest commonly launches social engineering attacks targeting technical
administrators, such as support and help desk personnel, who have permissions
that could enable the threat actor to gain initial access to accounts. The threat actor
performs research on the organization and identifies targets to effectively
impersonate victims, mimicking idiolect on phone calls and understanding personal
identifiable information to trick technical administrators into performing password
resets and resetting multifactor authentication (MFA) methods. Octo Tempest has
also been observed impersonating newly hired employees in these attempts to
blend into normal on-hire processes.

Octo Tempest primarily gains initial access to an organization using one of several
methods:

e Social engineering
o Calling an employee and socially engineering the user to either:
= |nstall a Remote Monitoring and Management (RMM) utility
= Navigate to a site configured with a fake login portal using an
adversary-in-the-middle toolkit
= Remove their FIDO2 token
o Calling an organization's help desk and socially engineering the help
desk to reset the user’s password and/or change/add a multi-factor
authentication token/factor
e Purchasing an employee’s credentials and/or session token(s) on a criminal
underground market
e SMS phishing employee phone numbers with a link to a site configured with
a fake login portal using an adversary-in-the-middle toolkit
e Using the employee’s pre-existing access to mobile telecommunications and
business process outsourcing organizations to initiate a SIM swap or to set up
call number forwarding on an employee’s phone number. Octo Tempest will
initiate a self-service password reset of the user’s account once they have
gained control of the employee’s phone number.

In rare instances, Octo Tempest resorts to fear-mongering tactics, targeting specific
individuals through phone calls and texts. These actors use personal information,
such as home addresses and family names, along with physical threats to coerce
victims into sharing credentials for corporate access.
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Figure 3. Threats sent by Octo Tempest to targets

Reconnaissance and discovery

Crossing borders for identity, architecture, and controls
enumeration

In the early stage of their attacks, Octo Tempest performs various enumeration and
information gathering actions to pursue advanced access in targeted environments
and abuses legitimate channels for follow-on actions later in the attack sequence.
Initial bulk-export of users, groups, and device information is closely followed by
enumerating data and resources readily available to the user’s profile within virtual
desktop infrastructure or enterprise-hosted resources.

Frequently, Octo Tempest uses their access to carry out broad searches across
knowledge repositories to identify documents related to network architecture,
employee onboarding, remote access methods, password policies, and credential
vaults.

Octo Tempest then performs exploration through multi-cloud environments
enumerating access and resources across cloud environments, code repositories,
server and backup management infrastructure, and others. In this stage, the threat
actor validates access, enumerates databases and storage containers, and plans
footholds to aid further phases of the attack.

Additional tradecraft and techniques:

e PingCastle and ADRecon to perform reconnaissance of Active Directory
e Advanced IP Scanner to probe victim networks

e Govmomi Go library to enumerate vCenter APIs

e PureStorage FlashArray PowerShell module to enumerate storage arrays
e AAD bulk downloads of user, groups, and devices

Privilege escalation and credential access

Octo Tempest commonly elevates their privileges within an organization through
the following techniques:

e Using their pre-existing access to mobile telecommunications and business
process outsourcing organizations to initiate a SIM swap or to set up call
number forwarding on an employee’s phone number. Octo Tempest will
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initiate a self-service password reset of the user’s account once they have
gained control of the employee’s phone number.

¢ Social engineering — calling an organization’s help desk and socially
engineering the help desk to reset an administrator’s password and/or
change/add a multi-factor authentication token/factor

Further masquerading and collection for escalation

Octo Tempest employs an advanced social engineering strategy for privilege
escalation, harnessing stolen password policy procedures, bulk downloads of user,
group, and role exports, and their familiarity with the target organizations
procedures. The actor's privilege escalation tactics often rely on building trust
through various means, such as leveraging possession of compromised accounts
and demonstrating an understanding of the organization’s procedures. In some
cases, they go as far as bypassing password reset procedures by using a
compromised manager’s account to approve their requests.

Octo Tempest continually seeks to collect additional credentials across all planes of
access. Using open-source tooling like Jercretz and TruffleHog, the threat actor
automates the identification of plaintext keys, secrets, and credentials across code
repositories for further use.

Additional tradecraft and techniques:

¢ Modifying access policies or using MicroBurst to gain access to credential
stores

¢ Using open-source tooling: Mimikatz, Hekatomb, Lazagne, gosecretsdump,
smbpasswd.py, LinPEAS, ADFSDump

e Using VMAccess Extension to reset passwords or modify configurations of
Azure VMs

e Creating snapshots virtual domain controller disks to download and extract
NTDS.dit

e Assignment of User Access Administrator role to grant Tenant Root Group
management scope

Defense evasion

Security product arsenal sabotage

Octo Tempest compromises security personnel accounts within victim organizations

to turn off security products and features and attempt to evade detection
throughout their compromise. Using compromised accounts, the threat actor
leverages EDR and device management technologies to allow malicious tooling,
deploy RMM software, remove or impair security products, data theft of sensitive
files (e.g. files with credentials, signal messaging databases, etc.), and deploy
malicious payloads.

To prevent identification of security product manipulation and suppress alerts or
notifications of changes, Octo Tempest modifies the security staff mailbox rules to
automatically delete emails from vendors that may raise the target’s suspicion of
their activities.
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Figure 4. Inbox rule created by Octo Tempest to delete emails from vendors

Additional tradecraft and techniques:

e Using open-source tooling like privacy.sexy framework to disable security
products

e Enrolling actor-controlled devices into device management software to
bypass controls

¢ Configuring trusted locations in Conditional Access Policies to expand access
capabilities

¢ Replaying harvested tokens with satisfied MFA claims to bypass MFA

Persistence
Sustained intrusion with identities and open-source tools

Octo Tempest leverages publicly available security tools to establish persistence
within victim organizations, largely using account manipulation techniques and
implants on hosts. For identity-based persistence, Octo Tempest targets federated
identity providers using tools like AADInternals to federate existing domains, or
spoof legitimate domains by adding and then federating new domains. The threat
actor then abuses this federation to generate forged valid security assertion
markup language (SAML) tokens for any user of the target tenant with claims that
have MFA satisfied, a technique known as Golden SAML. Similar techniques have
also been observed using Okta as their source of truth identity provider, leveraging
Okta Org20rg functionality to impersonate any desired user account.

To maintain access to endpoints, Octo Tempest installs a wide array of legitimate
RMM tools and makes required network modifications to enable access. The usage
of reverse shells is seen across Octo Tempest intrusions on both Windows and
Linux endpoints. These reverse shells commonly initiate connections to the same
attacker infrastructure that deployed the RMM tools.

0] yos cup(s flency 0ros.0up2(s. fieno() 1 Fos.dupl(s flencd) 2oty spawn( /Bin/sh’)
Figure 5. Reverse shellcode used by Octo Tempest

A unique technique Octo Tempest uses is compromising VMware ESXi
infrastructure, installing the open-source Linux backdoor Bedevil, and then
launching VMware Python scripts to run arbitrary commands against housed virtual
machines.

6/15



11/30/23, 10:49 AM Case 1 23_CV_1068%t_oﬁfxeécrosijsggﬁ?ers]tgﬁi{tati%ﬂi%n, er':_wﬂtiénamﬁflit/mfigl/ﬁiéosoﬁ Sga 3098 Of 16

Additional tradecraft and techniques:

¢ Usage of open-source tooling: ScreenConnect, FleetDeck, AnyDesk, RustDesk,
Splashtop, Pulseway, TightVNC, LummaC2, Level.io, Mesh, TacticalRMM,
Tailscale, Ngrok, WsTunnel, Rsocx, and Socat

¢ Deployment of Azure virtual machines to enable remote access via RMM
installation or modification to existing resources via Azure serial console

e Addition of MFA methods to existing users

e Usage of the third-party tunneling tool Twingate, which leverages Azure

Container instances as a private connector (without public network exposure)

Actions on objectives
Common trifecta: Data theft, extortion, and ransomware

The goal of Octo Tempest remains financially motivated, but the monetization
techniques observed across industries vary between cryptocurrency theft and data
exfiltration for extortion and ransomware deployment.

Like in most cyberattacks, data theft largely depends on the data readily available
to the threat actor. Octo Tempest accesses data from code repositories, large
document management and storage systems, including SharePoint, SQL databases,
cloud storage blobs/buckets, and email, using legitimate management clients such
as DBeaver, MongoDB Compass, Azure SQL Query Editor, and Cerebrata for the
purpose of connection and collection. After data harvesting, the threat actor
employs anonymous file-hosting services, including GoFile.io, shz.al, StorjShare,
Temp.sh, MegaSync, Paste.ee, Backblaze, and AWS S3 buckets for data exfiltration.

Octo Tempest employs a unique technique using the data movement platform
Azure Data Factory and automated pipelines to extract data to external actor
hosted Secure File Transfer Protocol (SFTP) servers, aiming to blend in with typical
big data operations. Additionally, the threat actor commonly registers legitimate
Microsoft 365 backup solutions such as Veeam, AFI Backup, and CommVault to
export the contents of SharePoint document libraries and expedite data exfiltration.

Ransomware deployment closely follows data theft objectives. This activity targets
both Windows and Unix/Linux endpoints and VMware hypervisors using a variant
of ALPHV/BlackCat. Encryption at the hypervisor level has shown significant impact
to organizations, making recovery efforts difficult post-encryption.

Octo Tempest frequently communicates with target organizations and their
personnel directly after encryption to negotiate or extort the ransom—providing
“proof of life” through samples of exfiltrated data. Many of these communications
have been leaked publicly, causing significant reputational damage to affected
organizations.

Additional tradecraft and techniques:

o Use of the third-party services like FiveTran to extract copies of high-value
service databases, such as SalesForce and ZenDesk, using API connectors
o Exfiltration of mailbox PST files and mail forwarding to external mailboxes

Recommendations
Hunting methodology

Octo Tempest's utilization of social engineering, living-off-the land techniques, and
diverse toolsets could make hunting slightly unorthodox. Following these general
guidelines alongside robust deconfliction with legitimate users will surface their
activity:

Identity

https:/iwww.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/#:~:text=Octo Tempest crosses boundaries to facilitate extortion%2C en... 715



11/30/23, 10:49 AM

Case 1:23-cv-10685-PAE ™ Boctment 16°4" "Filed T2713/23™ Bage™ of 16

Understand authentication flows in the environment.

Centralize visibility of administrative changes in the environment into a single
pane of glass.

Scrutinize all user and sign-in risk detections for any administrator within the
timeframe. Common alerts that are surfaced during an Octo Tempest
intrusion include (but not limited to): Impossible Travel, Unfamiliar Sign-in
Properties, and Anomalous Token

Review the coverage of Conditional Access policies; scrutinize the use of
trusted locations and exclusions.

Review all existing and new custom domains in the tenant, and their
federation settings.

Scrutinize administrator groups, roles, and privileges for recent modification.
Review recently created Microsoft Entra ID users and registered device
identities.

Look for any anomalous pivots into organizational apps that may hold
sensitive data, such as Microsoft SharePoint and OneDrive.

Azure

Leverage and continuously monitor Defender for Cloud for Azure Workloads,
providing a wealth of information around unauthorized resource access.
Review Azure role-based access control (RBAC) definitions across the
management group, subscription, resource group and resource structure.
Review the public network exposure of resources and revoke any
unauthorized modifications.

Review both data plane and management plane access control for all critical
workloads such as those that hold credentials and organizational data, like
Key Vaults, storage accounts, and database resources.

Tightly control access to identity workloads that issue access organizational
resources such as Active Directory Domain Controllers.

Review the Azure Activity log for anomalous modification of resources.

Endpoints

Look for recent additions to the indicators or exclusions of the EDR solution in
place at the organization.

Review any generation of offboarding scripts.

Review access control within security products and EDR software suites.
Scrutinize any tools used to manage endpoints (SCCM, Intune, etc.) and look
for recent rule additions, packages, or deployments.

Scrutinize use of remote administration tools across the environment, paying
particular attention to recent installations regardless of whether they are used
legitimately within the network already.

Ensure monitoring at the network boundary is in place, that alerting is in
place for connections with common anonymizing services and scrutinize the
use of these services.

Defending against Octo Tempest activity

Align privilege in Microsoft Entra ID and Azure

Privileges spanning Microsoft Entra ID and Azure need to be holistically aligned,
with purposeful design decisions to prevent unauthorized access to critical

workloads. Reducing the number of users with permanently assigned critical roles is

paramount to achieving this. Segregation of privilege between on-premises and
cloud is also necessary to sever the ability to pivot within the environment.

It is highly recommended to implement Microsoft Entra Privileged Identity

Management (PIM) as a central location for the management of both Microsoft

Entra ID roles and Azure RBAC. For all critical roles, at minimum:
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e Review and understand the role definition Actions and NotActions — ensure to
select only the roles with actions that the user requires to do their role (least

privileged access).

e Configure these roles to be time-bound, deactivating after a specific
timeframe.

e Require users to perform MFA to elevate to the role.

e Optionally require users to provide justification or a ticket number upon
elevation.

e Enable notifications for privileged role elevation to a subset of administrators.

e Utilize PIM Access Reviews to reduce standing access in the organization on a
periodic basis.

Every organization is different and, therefore, roles will be classified differently in
terms of their criticality. Consider the scope of impact those roles may have on
downstream resources, services, or identities in the event of compromise. For help
desk administrators specifically, ensure to scope privilege to exclude administrative
operations over Global Administrators. Consider implementing segregation
strategies such as Microsoft Entra ID Administrative Units to segment
administrative access over the tenant. For identities that leverage cross-service
roles such as those that service the Microsoft Security Stack, consider implementing
additional service-based granular access control to restrict the use of sensitive
functionality, like Live Response and modification of I0C allow lists.

Segment Azure landing zones

For organizations yet to begin or are early in their modernization journey, end-to-
end guidance for cloud adoption is available through the Microsoft Azure Cloud
Adoption Framework. Recommended practice and security are central pillars—
Azure workloads are segregated into separate, tightly restricted areas known as
landing zones. When deploying Active Directory in the cloud, it is advised to create
a platform landing zone for identity—a dedicated subscription to hold all Identity-
related resources such as Domain Controller VM resources. Employ least privilege
across this landing zone with the aforementioned privilege and PIM guidance for
Azure RBAC.

Implement Conditional Access policies and authentication methods

TTPs outlined in this blog leverage strategies to evade multifactor authentication
defenses. However, it is still strongly recommended to practice basic security
hygiene by implementing a baseline set of Conditional Access policies:

e Require multifactor authentication for all privileged roles with the use of
authentication strengths to enforce phish-resistant MFA methods such as
FIDO2 security keys

e Require phishing-resistant multifactor authentication for administrators

¢ Enforce MFA registration from trusted locations from a device that also meets
organizational requirements with Intune device compliance policies

e User and sign-in risk policies for signals associated to Microsoft Entra ID
Protection

Organizations are recommended to keep their policies as simple as possible.
Implementing complex policies might inhibit the ability to respond to threats at a
rapid pace or allow threat actors to leverage misconfigurations within the
environment.

Develop and maintain a user education strateqgy

An organization’s ability to protect itself against cyberattacks is only as strong as its
people—it is imperative to put in place an end-to-end cybersecurity strategy
highlighting the importance of ongoing user education and awareness. Targeted
education and periodic security awareness campaigns around common cyber
threats and attack vectors such as phishing and social engineering not only for
users that hold administrative privilege in the organization, but the wider user base
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is crucial. A well-maintained incident response plan should be developed and
refined to enable organizations to respond to unexpected cybersecurity events and
rapidly regain positive control.

Use out-of-band communication channels

Octo Tempest has been observed joining, recording, and transcribing calls using
tools such as OtterAl, and sending messages via Slack, Zoom, and Microsoft Teams,
taunting and threatening targets, organizations, defenders, and gaining insights
into incident response operations/planning. Using out-of-band communication

channels is strongly encouraged when dealing with this threat actor.

Detections
Microsoft 365 Defender

Microsoft 365 Defender is becoming Microsoft Defender XDR. Learn more.

NOTE: Several tools mentioned throughout this blog are remote administrator tools
that have been utilized by Octo Tempest to maintain persistence. While these tools
are abused by threat actors, they can have legitimate use cases by normal users,
and are updated on a frequent basis. Microsoft recommends monitoring their use
within the environment, and when they are identified, defenders take the necessary
steps for deconfliction to verify their use.

Microsoft Defender Antivirus

Microsoft Defender Antivirus detects this threat as the following malware:

HackTool:Win32/Mimikatz
HackTool:Win64/Mimikatz
Behavior:Win32/BlackCatExec
e Ransom:Win32/Blackcat

e Ransom:Linux/BlackCat
Behavior:Win32/BlackCat
e Ransom:Win64/BlackCat

Turning on tamper protection, which is part of built-in protection, prevents
attackers from stopping security services.

Microsoft Defender for Endpoint

The following Microsoft Defender for Endpoint alerts can indicate associated threat
activity:

e Octo Tempest activity group

The following alerts might also indicate threat activity related to this threat. Note,
however, that these alerts can also be triggered by unrelated threat activity.

e Suspicious usage of remote management software
e Mimikatz credential theft tool

e BlackCat ransomware

o Activity linked to BlackCat ransomware

e Tampering activity typical to ransomware attacks

e Possible hands-on-keyboard pre-ransom activity

Microsoft Defender for Cloud Apps

https:/iwww.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/#:~:text=Octo Tempest crosses boundaries to facilitate extortion%2C e... 10/15



11/30/23, 10:49 AM

https:/iwww.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/#:~:text=Octo Tempest crosses boundaries to facilitate extortion%2C e...

Case 1:23-cv-10685-PAE “Boclment 16-4™ Filed 12/13]23™Page 12 of 16

Using Microsoft Defender for Cloud Apps connectors, Microsoft 365 Defender
raises AitM-related alerts in multiple scenarios. For Microsoft Entra ID customers
using Microsoft Edge, attempts by attackers to replay session cookies to access
cloud applications are detected by Microsoft 365 Defender through Defender for
Cloud Apps connectors for Microsoft Office 365 and Azure. In such scenarios,
Microsoft 365 Defender raises the following alerts:

e Backdoor creation using AADInternals tool

e Suspicious domain added to Microsoft Entra ID

e Suspicious domain trust modification following risky sign-in
e User compromised via a known AitM phishing kit

e User compromised in AiTM phishing attack

e Suspicious email deletion activity

Similarly, the connector for Okta raises the following alerts:

e Suspicious Okta account enumeration
e Possible AiTM phishing attempt in Okta

Microsoft Defender for Identity

Microsoft Defender for Identity raises the following alerts for TTPs used by Octo
Tempest such as NTDS stealing and Active Directory reconnaissance:

e Account enumeration reconnaissance

o Network-mapping reconnaissance (DNS)

e User and IP address reconnaissance (SMB)

e User and Group membership reconnaissance (SAMR)

e Suspected DCSync attack (replication of directory services)
e Suspected AD FS DKM key read

o Data exfiltration over SMB

Microsoft Defender for Cloud

The following Microsoft Defender for Cloud alerts relate to TTPs used by Octo
Tempest. Note, however, that these alerts can also be triggered by unrelated threat
activity.

¢ MicroBurst exploitation toolkit used to enumerate resources in your
subscriptions

¢ MicroBurst exploitation toolkit used to execute code on your virtual machine

¢ MicroBurst exploitation toolkit used to extract keys from your Azure key
vaults

e MicroBurst exploitation toolkit used to extract keys to your storage accounts

e Suspicious Azure role assignment detected

e Suspicious elevate access operation (Preview)

e Suspicious invocation of a high-risk ‘Initial Access’ operation detected
(Preview)

e Suspicious invocation of a high-risk ‘Credential Access’ operation detected
(Preview)

e Suspicious invocation of a high-risk ‘Data Collection’ operation detected
(Preview)

e Suspicious invocation of a high-risk ‘Execution’ operation detected (Preview)

e Suspicious invocation of a high-risk ‘Impact’ operation detected (Preview)

e Suspicious invocation of a high-risk ‘Lateral Movement' operation detected
(Preview)

e Unusual user password reset in your virtual machine

e Suspicious usage of VMAccess extension was detected on your virtual
machines (Preview)

e Suspicious usage of multiple monitoring or data collection extensions was
detected on your virtual machines (Preview)

e Run Command with a suspicious script was detected on your virtual machine
(Preview)
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e Suspicious Run Command usage was detected on your virtual machine
(Preview)

e Suspicious unauthorized Run Command usage was detected on your virtual
machine (Preview)

Microsoft Sentinel

Microsoft Sentinel customers can use the following Microsoft Sentinel Analytics
template to identify potential AitM phishing attempts:

e Possible AitM Phishing Attempt Against Azure AD

This detection uses signals from Microsoft Entra ID Identity Protection and looks for
successful sign-ins that have been flagged as high risk. It combines this with data
from web proxy services, such as ZScaler, to identify where users might have
connected to the source of those sign-ins immediately prior. This can indicate a
user interacting with an AitM phishing site and having their session hijacked. This
detection uses the Advanced Security Information Model (ASIM) Web Session
schema. Refer to this article for more details on the schema and its requirements.

Threat intelligence reports

Microsoft customers can use the following reports in Microsoft products to get the
most up-to-date information about the threat actor, malicious activity, and
techniques discussed in this blog. These reports provide the intelligence, protection
info, and recommended actions to prevent, mitigate, or respond to associated
threats found in customer environments.

Microsoft Defender Threat Intelligence

e Octo Tempest
e Octo Tempest uses social engineering_and AADInternals to compromise cloud

identities

Microsoft 365 Defender Threat analytics

e Actor profile: Octo Tempest

e Threat insights: Octo Tempest uses social engineering_and AADInternals to

compromise cloud identities

Hunting queries

Microsoft Sentinel

Microsoft Sentinel customers can use the TI Mapping analytics (a series of analytics
all prefixed with ‘Tl map’) to automatically match the malicious domain indicators
mentioned in this blog post with data in their workspace. If the TI Map analytics are
not currently deployed, customers can install the Threat Intelligence solution from
the Microsoft Sentinel Content Hub to have the analytics rule deployed in their
Sentinel workspace.

Microsoft Sentinel also has a range of detection and threat hunting content that
customers can use to detect the post exploitation activity detailed in this blog in
addition to Microsoft 365 Defender detections list above.

e Suspicious sign-in followed by MFA maodification

e Account MFA modifications
e Okta SSO phishing_detection
e QOkta rare MFA operations

e Okta login from different locations

e Okta user password reset

e SharePointFileOperation via clientlP with previously unseen user agents

e SharePointFileOperation via devices with previously unseen user agents
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SharePointFileOperation via previously unseen IPs of risky ASN’s

e SharePointFileOperation via previously unseen IPs

e Anomalous AAD account manipulation

o New external user granted admin

e Anomolous sign-ins based on time

e New account added to admin group

e Authentication methods changed for privileged account

e Rare run command PowerShell script

e Azure NSG administrative operations

e Rare operations of create and update of snapshots
e AdFind usage
e Anomalous listing_of storage keys

e Storage account key enumeration
e Potential Microsoft Security services tampering
e Potential Microsoft Defender tampering

o Office mail forwarding
e Multiple users Office mail forwarding

Further reading

Listen to Microsoft experts discuss Octo Tempest TTPs and activities on The
Microsoft Threat Intelligence Podcast.

Visit this page for more blogs from Microsoft Incident Response.

For more security research from the Microsoft Threat Intelligence community,
check out the Microsoft Threat Intelligence Blog: https://aka.ms/threatintelblog.

To get notified about new publications and to join discussions on social media,
follow us on X (formerly Twitter) at https://twitter.com/MsftSecintel.

November 1, 2023 update: Updated the Actions of objectives section to fix the list
of anonymous file-hosting services used by Octo Tempest for data exfiltration,
which incorrectly listed Sh.Azl. It has been corrected to shz.al.
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involved AiTM and BEC attacks across multiple supplier/partner ransomware as a service (Raa$) affiliate model and disambiguate
organizations for financial fraud, and did not use a reverse proxy between the attacker tools and the various threat actors at play
like typical AiTM attacks. during a security incident.

Research Threat intelligence Ransomware - Jun 13 - 15 min read Research Threat intelligence Microsoft Defender Mobile threats -

R Nov 20 - 9 min read
The many lives of BlackCat ransomware »

. ) ) Social engineering_ attacks lure Indian users to install
The use of an unconventional programming language, multiple Android banking trojans
target devices and possible entry points, and affiliation with T

prolific threat activity groups have made the BlackCat ransomware
a prevalent threat and a prime example of the growing
ransomware-as-a-service (RaaS) gig economy.

Microsoft has observed ongoing activity from mobile banking
trojan campaigns targeting users in India with social media
messages and malicious applications designed to impersonate
legitimate organizations and steal users’ information for financial
fraud scams.
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION, :
Plaintiff, : Case No.
-against- :
DUONG DINH TU,
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

DECLARATION OF CHRISTOPHER STANGL IN SUPPORT OF
PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

I, Christopher Stangl, declare as follows:

1. I am a Managing Director in the Cybersecurity and Investigations practice at
Berkeley Research Group (BRG). I respectfully submit this declaration in support of Microsoft’s
motion for an emergency ex parte temporary restraining order and order to show cause why a
preliminary injunction should not be entered in the above-captioned case.

2. Before joining BRG, I worked for the Federal Bureau of Investigation (FBI), in
supervisory roles and otherwise, for over twenty years as a FBI Special Agent. I most recently
spearheaded the implementation of a cybersecurity program within the FBI’s Science and
Technology Branch, safeguarding critical resources across multiple divisions.

3. As a FBI Agent, I investigated cybercrime, helped shape national cyber policy, and

worked directly with private industry through public and private partnerships.
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4. I investigated a wide range of cyber cases at the FBI, including computer intrusions
by cybercriminals and nation-states, counterintelligence and insider threats, intellectual property
rights violations, online child exploitation, extortion, and internet fraud. The cases for which I was
responsible included matters involving millions of dollars of illicit funds transferred to Russia via
a digital currency exchange; a cross-jurisdictional, coordinated takedown of over seventy
cybercriminals associated with the “Zeus Trojan” email malware'; the apprehension and
conviction of the creator of “Gozi” malware; a multinational investigation into the use of stolen
account information from a hacked ATM network, resulting in nine convictions and millions of
dollars seized in cash and property; dismantling of the LulzSec hacking group; and the FBI’s
response to nation-state—sponsored distributed denial-of-service (“DDoS”) attacks on U.S. banks’
websites—the most significant and sustained DDoS attacks against U.S. critical infrastructure
originating from a nation-state actor in history.

5. I held leadership roles at the FBI’s New York and Newark field offices as well as
at the FBI headquarters in Washington, DC. I served as Assistant Special Agent-in-Charge at the
FBI Newark field office, leading the Joint Terrorism Task Force, Cyber Task Force, and various
Counterintelligence squads. I also was Chief of Operations for the National Cyber Investigative
Joint Task Force, enhancing interagency information exchange and intelligence integration in the
cyber field.

6. I hold a Bachelor of Science degree from Peru State College, Nebraska, Master of
Business Administration degree from Monmouth University, New Jersey, and a Master of Science

in Information Technology from Carnegie Mellon University, Pennsylvania. 1 am a Certified

! Malware is software that is designed specifically to disrupt, damage, or gain unauthorized access to a
computer system.
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Information Systems Security Professional (CISSP). A true and correct copy of my curriculum
vitae is attached to this declaration as Exhibit 1.

7. I make this declaration based upon my personal knowledge, and upon information
and belief from my review of documents and evidence collected during this investigation,
including from my direct interaction with the online criminal enterprise operated by Defendants—
referred to in this action as the “Fraudulent Enterprise”—that is in the business of obtaining
Microsoft accounts through fraud and selling them to cybercriminals for a wide variety of internet-
based crimes.

I. BACKGROUND ON CYBERCRIME-AS-A-SERVICE

8. Crime-as-a-service (CaaS) is a business model for the trafficking of criminal
services on various forums and websites making them relatively easy for anyone who intends to
engage in unlawful conduct, including cybercriminal activities. CaaS is a challenge for law
enforcement and the cybersecurity community as it generally allows for less sophisticated
cybercriminals to engage in cybercrime without needing to possess advanced skills or develop the
tools and techniques themselves.

0. CaasS providers include:

a. Malware developers and individuals who specialize in building malware
delivery tools who sell their products on an underground marketplace, which is
managed and administered by another services provider.

b. Infrastructure providers who allow criminals to rent or purchase infrastructure
to host malware, deliver DDoS attacks, spam, and as a proxy to obfuscate their

identify and location.
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c. Phishing providers who offer phishing kits, which can be used to create and
distribute phishing emails, websites, or campaigns designed to steal sensitive
information.

d. Money laundering providers who launder the proceeds of cybercrime, helping
criminals convert stolen funds into assets that are difficult for law enforcement
to trace back to criminal activity, including cryptocurrency mixing services.

e. Botnet-for-hire and hacking-for-hire services, which are often advertised on
internet forum communications and available on websites or Dark Web
marketplaces, offering malicious actors the ability to attack any Internet-
connected target. These services are obtained through a monetary transaction,
usually in the form of online payment services or virtual currency.

II. HOTMAILBOX.ME AND 1stCAPTCHA.COM

10.  Based on my training, experience, and participation in the investigation in this case,
I believe and respectfully submit that the Defendants’ CaaS model enables cybercriminals to obtain
large numbers of Microsoft accounts (“MSAs”) in bulk through two fee-based services,
Hotmailbox.me and 1stCaptcha.com. The Hotmailbox.me service is available on the open Internet
and is a marketplace where the Defendants directly sell verified MSAs. Once an account is created
and funds are deposited, cybercriminals have access to active and verified email accounts that
could be used to conduct criminal activities, including scams, phishing campaigns, and
ransomware attacks, among others.

11.  More sophisticated cybercriminals can navigate to the Defendants’” CAPTCHA?

solve service, 1stCAPTCHA.com, which offers a tool for solving CAPTCHA security challenges,

2 T understand that Paragraphs 5-7 of the Declaration of Patrice Boffa in Support of Microsoft’s Motion for
an Emergency Ex Parte Temporary Restraining Order and Order to Show Cause (“Boffa Declaration™)
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including the CAPTCHA service used by Microsoft. Defendants provide detailed instructions on
their 1stCaptcha.com website and on Defendant Duong Dinh Tu’s YouTube channel, for how to
use their tool against multiple types of CAPTCHA software, including reCAPTCHA,
FunCAPTCHA, and hCAPTCHA.?

III. HOTMAILBOX.ME UNDERCOVER BUYS

12. As part of my work for Microsoft on this case, I conducted several undercover
purchases of Defendants’ services.
13. Specifically, on or about August 28, 2023, I navigated to www.hotmailbox.me and

was prompted to, and did, create an account as reflected in Figure 1.

Fig. 1

contain a description of CAPTCHA, familiarity with which is presumed.

3 T understand that Paragraphs 9—17 of the Declaration of Maurice Mason in Support of Microsoft’s Motion
for an Emergency Ex Parte Temporary Restraining Order and Order to Show Cause contain a description
of the above-referenced YouTube videos (explaining how Defendants’ CAPTCHA-defeating tools
function).
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14.  To use the services provided by Hotmailbox.me, I initially deposited $50.00 worth
of Bitcoin (“BTC”) into my Hotmailbox.me account through payment processor Sellix. The
recipient BTC address, which is a unique identifier that serves as a virtual location where
cryptocurrency may be sent, was bclqg74gvOuasz13cz8w7aj36fkzSe7ewwugknSvgS. Following
the deposit, I purchased 7,200 MSAs including 5,000 Outlook MSAs, 2,000 Hotmail Trusted
MSAs, 100 Outlook MSAs containing the country code top-level domain (ccTLD) for the Federal
Republic of Germany, and 100 Outlook MSAs containing the ccTLD for the Czech Republic.

15.  Following my purchase, I received email addresses and passwords for each account,
including (1) for the Outlook MSAs, the accounts mhaeykalan9@outlook.com and
maudyverkku2@outlook.com, with the passwords CmJD2175 and [zoYtN36, respectively; (2) for
the  Hotmail Trusted MSAs, the accounts dnasihselnik8 @hotmail.com  and
fikadubonanew(@hotmail.com, with the passwords q70AHPRHS80 and eA3qnxCt56, respectively;
(3) for the Outlook Germany MSAs, the accounts fieboramekoem@outlook.de and
kruisejouino@outlook.de, with the passwords bDZoCu05 and O3bEyk98, respectively; and (4) for
the  Outlook Czech  MSAs, the accounts yezminrenishn@outlook.cz  and
eburethrane8@outlook.cz, with the passwords aAFpBP96 and Gg2tzV38, respectively.

16.  Following these purchases, I tested the validity of two of the MSAs, which
confirmed that I had successfully established an Outlook mailbox with the address
mhaeykalan9@outlook.com and password, CmJD2175. I then successfully set up an Outlook
mailbox with the address maudyverkku2@outlook.com and password, 1zoYtN36. Finally, I
successfully sent an email from maudyverkku2@outlook.com to a Proton Mail account I set up

for testing.
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17. My review of MSA registration logs provided by Microsoft confirmed that the
maudyverkku2@outlook.com account was created on or about August 29, 2023, at or about
12:13:14 AM and the mhaeykalan9@outlook.com account was created on or about August 29,
2023, at or about 12:13:15 AM.

18.  On or about September 5, 2023, while located in New York City, I navigated to
www.hotmailbox.me and viewed the landing page, noting the scrolling banner at the top of the
page that read, “Recently, microsoft [sic] is fixing, the account may be locked after a few hours.
We are trying to fix it . . . ,” as seen in Figure 2. From a link on the website, I contacted a
Hotmailbox support contact, AnyBox Support, through its Telegram channel, and asked about the

banner.  AnyBox Support responded, “I will reffund [sic],” as seen in Figure 3.

Fig. 2
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Fig. 3

19.  Also on or about September 5, 2023, while still located in New York City, I
navigated to the Hotmailbox payment portal, as seen in Figure 4, and deposited $50.00 USD in
BTC through payment processor Cryptomus Pay.  The recipient BTC address was
bclgclne6hdnr9jvrgmr8q0z2xcdwzkkjm382p9ysc, as seen in Figure 4A. I received a payment

confirmation, as seen in Figure 4B.
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Fig. 4

Fig. 4A

Fig. 4B

20.  Following the deposit, I navigated to the Hotmailbox main page where I was able
to buy MSAs, as seen in Figure 5. I purchased 9,300 MSAs, including 2,500 Outlook MSAs, as

seen in Figure 5A and Figure 5B; 2,500 Outlook Domain MSAs; 2,500 Hotmail MSAs; 1,500
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Outlook Trusted MSAs; 150 Outlook MSAs containing the country code top-level domain
(ccTLD) for the country of Spain, and 150 Outlooks MSAs containing the ccTLD for the Republic

of Korea.

Fig. 5

Fig. 5A

10
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Fig. 5B

21. My review of MSA registration logs provided by Microsoft relating to the first two
Outlook accounts listed in Fig. 5B confirmed that the vipejiatO@outlook.com account was created
on or about September 6, 2023, at or about 12:52:10 AM, and the fensyvitrimu@outlook.com
account was also created on or about September 6, 2023, at or about 12:52:10 AM.

IV. 1MCAPTCHA UNDERCOVER BUYS

22.  On or about August 24, 2023, I navigated to www.1stCAPTCHA.com and viewed
the landing page, as seen in Figure 6. I scrolled down the page to see the “Supported CAPTCHA

Types & Pricing” and specifically observed one of the supported CAPTCHA types was

11
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FunCAPTCHA for Outlook with a price of $2.50 per 1,000 tokens and a touted accuracy of 100%,

as noted in Figure 6A.

Fig. 6

Fig. 6B

23.  On or about August 30, 2023, I navigated back to 1stCAPTCHA and created an

account, as seen in Figure 7. I deposited $50.00 USD worth of BTC into my 1stCAPTCHA

12
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account using the payment processor Sellix. The recipient BTC address, which is a unique
identifier that serves as a virtual location where cryptocurrency may be sent, was
bclgbaggSng0lgylc3uudrxelc9grSky9ltejhausl. 1 also deposited $50.00 USD worth of BTC into
my 1stCAPTCHA account using the payment processor Cryptomus Pay. The recipient BTC

address was bclqOrme2vjlc2jpgfpv4x452hl6q02npgjrfadzkq.

Fig 7

24.  While investigating how to buy tokens on 1stCAPTCHA, I sent a message to the
1stCAPTCHA provided Telegram contact, IstCAPTCHA.com, @the lstcaptcha. When I asked
where 1 could purchase FunCAPTCHA tokens, the 1stCAPTCHA contact responded, “Bypass
reCAPTCHA, HCAPTCHA, FunCAPTCHA, Image CAPTCHA for the cheapest price and fastest.
No user interaction required...,” as seen on Figure 8. I also communicated with the IstCAPTCHA
Messenger contact and asked about a tutorial. The 1st Captcha contact responded on or about
August 31, 2023 that “you deposit money and then use the default apikey. For each successful

request, the system will automatically deduct money,” as seen in Figure 9.

13
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Fig. 8

Fig. 9

25.  On or about October 10, 2023, I logged into 1stCAPTCHA.com and navigated to
docs.1stcaptcha.com where I located instructions to create a script to integrate with the
IstCAPTCHA Application Programming Interface (API). 1 know from my training and

experience that an API is a set of rules and specifications that allow different software applications

14
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to interact with each other and exchange data. Specifically, 1stCAPTCHA provides a token API
that allows a user to input three parameters into a string of code that when executed in my browser,
will return certain values, such as a TaskID and a token, as well as an indication of success or
failure. As seen in Figure 10, the required parameters are (1) an API Key (or an “apikey,” which
authenticates the user and allows their API to interact with other software applications) unique to
my user account, to be used for accounting and payment; (2) a FunCAPTCHA sitekey, which is
in the target website; and (3) the siteURL, which is the browser address where the FunCAPTCHA

appears.

Fig. 10

26.  Obtaining the token is a two-step process. First, using the input parameters
discussed in Figure 10, a user enters a string of code to return a unique TaskID, as seen in Figure

11. Second, the TaskID is added to a new string of code that, when run, will return a token, as

15
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seen in Figure 12, that is submitted in the webpage via JavaScript, which then indicates that the

CAPTCHA puzzle was solved successfully.

Fig. 11

Fig.12

27.  After running Step 2, in Figure 12, I successfully obtained a “token,” as seen in

Figure 13.* On or about October 12, 2023, a representative from Arkose Labs (Microsoft’s

“Tunderstand that Paragraph 5 of the Boffa Declaration contains a description of the how these CAPTCHA -
defeating “tokens” function, familiarity with which is presumed.

16
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CAPTCHA provider) confirmed that the token I purchased from 1stCAPTCHA on or about

October 10, 2023, was valid.
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Fig. 13
28.  On or about October 12, 2023, while located in New York City, I logged into
1stCAPTCHA.com and purchased ten additional tokens in the same manner described above.

I declare under penalty of perjury of the laws of the United States of America that the

foregoing is true and correct.

Executed on this | = day of December [ 2023in (&)G.Shl-*_l‘h)ﬂ, D.c.

S &

Christopher Stangl ¢

17
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Exhibit 1
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Christopher Stangl
BERKELEY RESEARCH GROUP, LLC

Direct: I

SUMMARY

Christopher Stangl is a managing director in BRG’s Cybersecurity and Investigations practice.

A veteran FBI Agent, he spent his law enforcement career investigating cybercrime, shaping national cyber
policy, and working directly with private industry through the Federal Bureau of Investigation’s
public/private partnerships. His tenure in government encompassed the full range of cyber threats facing
corporations and individuals, from ransomware to advanced persistent threats.

Mr. Stangl leverages his deep cybersecurity expertise to help clients tackle and overcome a wide range of
data security, data protection, and privacy challenges. He specializes in the design and implementation of
robust cybersecurity programs to safeguard critical assets, proactive threat intelligence, complex cyber
investigations, and navigating the legal and regulatory implications of security incidents.

Before joining BRG, Mr. Stangl had a distinguished career spanning over twenty years as an FBI Special
Agent, including as a member of the FBI’s Senior Executive Service. He most recently spearheaded the
implementation of a cybersecurity program within the FBI’s Science and Technology Branch, safeguarding
critical resources across multiple divisions. Mr. Stangl adhered to industry standards and best practices,
including the NIST Cybersecurity and Risk Management Frameworks.

Mr. Stangl investigated a wide range of cyber cases at the FBI, including computer intrusions by
cybercriminals and nation-states, counterintelligence and insider threats, intellectual property rights
violations, online child exploitation, extortion, and internet fraud. The cases for which Mr. Stangl was
responsible included matters involving millions of dollars of illicit funds transferred to Russia via a digital
currency exchange; a cross-jurisdictional, coordinated takedown of over seventy cybercriminals associated
with the “Zeus Trojan” email malware; the apprehension and conviction of the creator of “Gozi” malware; a
multinational investigation into the use of stolen account information from a hacked ATM network,
resulting in nine convictions and millions of dollars seized in cash and property; dismantlement of the
LulzSec hacking group; and the FBI’s response to nation-state—sponsored distributed denial-of-service
(DDoS) attacks on US banks’ websites—the most significant and sustained DDoS attacks against US critical
infrastructure originating from a nation-state actor in history.

Mr. Stangl held leadership roles at the FBI’s New York and Newark field offices as well as FBI headquarters
in Washington, DC. He served as Assistant Special Agent-in-Charge at the FBI Newark field office, leading the
Joint Terrorism Task Force, Counterintelligence squads, and Cyber Task Force. He also was Chief of
Operations for the National Cyber Investigative Joint Task Force, enhancing interagency information
exchange and intelligence integration in the cyber field.

Mr. Stangl earned a number of awards for distinguished government service, including the FBI Director’s
Award for Excellence in Outstanding Cyber Investigation in 2010 for his instrumental role in identifying and
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dismantling an international cybercrime organization that targeted US critical infrastructure; and again in
2011 for his leadership in an innovative investigation into a prolific cybercrime enterprise.

During his time at the FBI, Mr. Stangl emphasized partnering with the private sector by fostering shared
situational awareness of the cyber threat landscape through collaboration, information exchange, and
intelligence sharing. In 2015, he received the Director of National Intelligence’s National Intelligence
Community Award for Intelligence Integration for leadership in neutralizing a threat country through
analytic, operational, and outreach initiatives.

Work History
Section Chief, Senior Executive Service (SES), Federal Bureau of Investigation, 06/2020 to 06/2023.

FBI — Washington, DC

Science and Technology Branch (STB)

e Architected and led the implementation of a cybersecurity program to protect high-level scientific and
operational technology resources used for investigations and intelligence across the Criminal Justice Information
Services, Laboratory, and Operational Technology Divisions, using industry standards and best practices such as
the NIST Cybersecurity and Risk Management Framework (NIST SP 800-37).

e As a senior advisor and SME to the Executive Assistant Director, worked with FBI executives to identify, monitor,
and reduce risk in conjunction with the FBI Office of the Chief Information Officer (OCIO).

e Created a unique risk register to provide executives with empirical data and expert opinion to make risk-based
decisions.

e implemented a cybersecurity sprint plan with a catalog of security and privacy controls (NIST SP 800-53) to
protect organizational operations and assets from a variety of threats.

e Toincrease awareness and improve the culture, educated stakeholders on cybersecurity, including developing a

Cybersecurity Principle statement for STB and ensuring its adoption.

Cyber Division
o Executive-led the National Cyber Investigative Joint Task Force (NCIJTF), a multi-agency national focal point

comprised of more than 30 law enforcement, intelligence, and Department of Defense agencies with co-located
representatives working together to fulfill the U.S. Government's mission. Utilized technology to widen the
scope of interagency communication and integration of intelligence.

e Responsible for leading the FBI Cyber Division's 24/7 Federal Cyber Center, Cyber Watch, to ensure the FBI
complied with the Presidential Policy Directive (PPD-41) and U.S. Cyber Incident Coordination. In charge of
coordinating notable activities in response to cyber threats:

o Logdl): Exploitation of critical remote code execution (RCE) vulnerabilities in Apache’s Log4j software
library, including CVE-2021-44228 (known as “Log4Shell”), CVE-2021-45046, and CVE-2021-45105.

o SolarWinds Response: Supply-chain attack of SolarWinds Corporation by the Russian Foreign
Intelligence Service.

o Kaseya VSA Supply-Chain Ransomware Attack: Supply-chain ransomware attack exploiting a

vulnerability in Kaseya VSA software against multiple managed service providers (MSPs).
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o Colonial Pipeline Networks Ransomware Attack: Ransomware attack on Colonial Pipeline Company

networks, impacting the oil supply along the East Coast.

Assistant Special Agent-In-Charge (ASAC), 01/2017 to 06/2020
FBI — Newark, NJ

e Responsible for leading National Security programs, including the New Jersey-based Joint Terrorism Task Force
(JTTF). This JTTF was comprised of investigators and analysts from various law enforcement and intelligence
agencies, and its primary duties included conducting counterterrorism investigations, collecting and sharing
intelligence for shared situational awareness, responding to threats and incidents, and crisis management.
Additionally, led the Counterintelligence program to prevent and investigate intelligence activities in the U.S., as
well as the Cyber program to investigate cyber attacks and provide subject matter expertise to the private sector
in support of network defense efforts.

e Partnered with the New Jersey Office of Homeland Security and Preparedness to create the Biotechnology
Threat Focus Cell (BTFC) to recognize and reduce threats to the biotechnology industry that are related to
national security and insider threats. Encouraged threat sharing with private sector companies, which improved
cooperation, intelligence and pattern sharing, and tackled issues that the industry is dealing with. Fostered
intelligence sharing during Operation Warp Speed, a federal effort that expedited the growth of numerous
COVID-19 vaccine candidates.

Acting Section Chief, Cyber Division, 06/2014 to 12/2016
FBI — Washington, DC

e Established a new cybercriminal operations section to provide oversight and assistance to field operations,
allowing them to disrupt cyber adversaries, as well as analyze and provide intelligence for operational action and
the protection of victims.

e Oversaw executive operations of three locations, including the Cyber Initiative and Resources Fusion Unit,
Internet Crime Complaint Center, and Major Cyber Crimes Unit. Created initiatives to disrupt the cybercrime
ecosystem in terms of malware, infrastructure, communications, and financial. Maintained contact with
management, co-workers, external agencies, government officials, media, and the public. Drove the workforce
to reach goals through respect, mentorship, and guidance. Set a vision and created plans to attain goals and
objectives. Made decisions after examining all related circumstances, events, and options.

e Formed an international cybercrime coordination cell to unite the FBI's most important international and
domestic partners in the battle against cybercrime in one place. A cross-functional multi-national development
team was set up to design a standardized database schema to normalize various data types, such as bulletin
boards, private messages, image galleries, blogs, marketplaces, and virtual currency databases, to enhance

information sharing and reduce the time needed to identify actors and link criminal activity.

Unit Chief, Cyber Division, 07/2012 to 05/2014
FBI — Washington, DC
e Headed a team to identify and defeat nation-state adversaries that were targeting U.S. critical infrastructure

from the Middle East and Africa. Implemented a model for private sector coordination which involved the rapid
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distribution of reliable indicators; classified briefings to provide more information; and cooperation among
competitors to promote the exchange of best practices to support collective defense.

e Created the FBI Liaison Alert System (FLASH) report to supply important technical data compiled by the FBI to
private sector partners, aiming to equip recipients with effective intelligence to assist in the quick reaction in

combating threats.

Supervisory Special Agent, 01/2010 to 06/2012
FBI — New York, NY
e Led a team investigating complex cybercrime matters on behalf of the FBI with a direct impact on the welfare,
economy, and security of the United States.
e Collaborated with the United States Attorney’s Office, local, state, and federal partners, Legal Attaché Offices,
the FBI’s overseas offices, and foreign law enforcement counterparts to create strategic partnerships, plans, and

initiatives that aided in apprehending and prosecuting international cyber criminals.

Special Agent (Cyber), 05/2003 to 12/2010
FBI — Oklahoma City, OK
e Duties included investigating cybercrime related to computer intrusions, intellectual property rights violations,
online child exploitation, extortion, and Internet fraud.
e Member of the FBI's Cyber Action Team (CAT), a rapid-response team that could be deployed anywhere in the
country to handle major cyber incidents.
e Program coordinator for the Oklahoma chapter of the InfraGard Members Alliance, a joint venture between the

FBI and the private sector to safeguard U.S. Critical Infrastructure.

Notable Milestones

Loomis, Fargo, and Company High Tech Heist

| successfully investigated an operations manager who had unlawfully obtained an encrypted combination for a bank
drop box in an Oklahoma City, Oklahoma mall and stole more than $200,000 over a Thanksgiving weekend. This
resulted in one of the earliest jury trial convictions of the Computer Fraud and Abuse Act (CFAA) in the State of

Oklahoma.

Operation Cardshop

| conceived and led an undercover operation targeting online criminals engaged in the theft and trafficking of stolen
financial and personal identification data, known as "carding." This operation established an undercover forum, called
"Carder Profit," which allowed users to discuss criminal activity, make offers to sell and exchange goods and services
related to carding, among other things. The purpose of the operation was to identify cybercriminals, investigate their
crimes, and protect innocent victims from harm. The FBI was able to monitor discussion threads posted to the site, as
well as private messages sent between registered users, and record the Internet Protocol addresses of users'
computers when they accessed the site. Coordinated action by 34 FBI offices and 20 foreign law enforcement
partners across 15 countries resulted in over 120 enforcement actions, including 27 arrests, 30 subject interviews, 30

search warrants, and the prevention of over $205 million in economic losses, protection of over 400,000 potential
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cybercrime victims, and the notification of over 40 companies, government entities, and educational institutions of

the breach of their networks.

Iran DDoS Attacks Private Sector Coordination

| led the FBI's response to Iran state-sponsored Distributed Denial of Service (DDoS) attacks conducted by Islamic
Revolutionary Guard Corps-Affiliated Entities on U.S. banks' websites, which were the most significant and sustained
DDoS attacks against U.S. critical infrastructure originating from a nation-state actor in history. To help the targeted
victims, | created the FBI Liaison Alert System (FLASH) report, which provided attack indicators and was key for private
industry as the FBI was able to articulate that the indicators were of "high confidence," meaning companies knew the
actions they took would not affect legitimate customers. Disseminated 35 FLASH messages having over 115,000
attack indicators and supplied classified threat briefings to Chief Information Security Officers (CISOs) from 145
financial institutions and government agencies. Through this outreach and expedited release of indicators, the FBI
was able to reduce the impact of DDoS attacks and established a best practice for the dissemination of information

related to other cyber threats.

Saudi ARAMCO Investigation

| assembled a team and traveled to the Kingdom of Saudi Arabia (KSA) to investigate a major cyberattack on ARAMCO,
an oil company, which rendered over 30,000 desktop computers inoperable. With the support of KSA, my team
studied the available intelligence and evidence to create a one-page overview of the attack and a whitepaper
containing details such as malware executables, files, MD5 hashes, and registry keys. This information was used to

give threat briefings to oil and gas companies, as well as to bolster the defense of critical infrastructure.

Lulzec Hacktivist Group Investigation

| led a team in the investigation of the Lulzec hacktivist group, which had orchestrated hundreds of cyber-attacks that
compromised the security of government, education, financial services, entertainment, and technology entities.
Through collaboration with our partners, my team successfully identified, apprehended, and gained the cooperation
of the group's leader, Hector Monsegur, also known as "Sabu". The pinnacle of our investigation was the arrest of
Jeffrey Hammond, also known as "Anarchaos", who was responsible for high-profile intrusions such as the Strategic
Forecasting, Inc. hack, which affected thousands of people, including employees and subscribers. As the actor had
used The Onion Router (TOR) to mask his identity, we needed to deploy sophisticated investigative techniques and
work with our partners in order to bring the investigation to a successful conclusion. Ultimately, our team was able to

prevent over 300 cyber-attacks worldwide.

Operation Citiskim

As lead investigator, extensive coordination with foreign law enforcement and utilizing sophisticated investigative
techniques, resulted in 14 arrests, 10 indictments, 9 convictions, spin-off investigations, millions of dollars seized in
cash and property, and the first-ever criminal extradition from Estonia in the case of Aleksandr Kalinin, aka “Grig” and
Nikolay Nasenkov, aka “Loader”. These two Russian nationals had conspired to hack U.S.-based financial institutions
and use stolen account information to steal millions of dollars from victims’ bank accounts. Through the scheme, they

had hacked an ATM network used by multiple financial institutions and stole over 800,000 accounts, causing at least
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$7.8 million in losses. One of the investigative techniques | used was posing as a cooperating individual online, which

led to the arrest of a leader of the criminal organization when two foreign nationals were lured to the U.S.

Gozi Malware Investigation

| led a team in prosecuting a Russian national and their cohorts for their involvement in the "Gozi" malware, which
was created to evade antivirus scanners and infect over a million computers worldwide. This malware was used to
steal usernames and passwords from victims' bank accounts, resulting in tens of millions of dollars in losses. The three
main perpetrators were Nikita Kuzmin (known as "76"), Deniss Calovskis (known as "Miami"), and Mihai lonut
Paunescu (known as "Virus"). All three were charged in relation to the scheme.

Coletronic Computer, Inc.

Investigated and obtained the conviction of the owner of Coletronic Computer, Inc. for trafficking counterfeit Cisco
products. The owner imported generic computer equipment from China that resembled Cisco networking devices, as
well as packages of white stickers with CISCO model numbers, which he then marketed and sold as genuine Cisco
products in the US and Europe.

Operation Trident BreACH

| formed the Money Mule Working Group (MMWG) by leveraging liaison contacts, a first of its kind collaboration
between the United States Secret Service, Diplomatic Security Service, Department of Homeland Security/Homeland
Security Investigations, the United States Attorney, Southern District of New York, and New York District Attorney-
New York County. Cybercriminals spread the “Zeus Trojan” malware through email, which, when opened, embedded
itself onto victim computers and recorded bank account numbers and passwords. From there, the criminals took
control of the victim bank accounts and made unauthorized wire transfers into accounts opened by foreign actors
with student visas and fake foreign passports. The MMWG was able to identify, arrest, and disrupt the activity,
culminating in a cross-jurisdictional coordinated take-down that resulted in 73 actors charged, 25 convictions, and
over $360,000 in restitution.

WebMoney Exchanger Investigation
| succeeded in bringing to justice a digital currency exchanger in New York who had enabled millions of dollars of illicit
funds to be transferred to Russia through the conversion of those funds into WebMoney, a virtual currency with a

cash equivalent.

Education

Master of Science in Information Technology (2018)
Carnegie Mellon University - Pittsburgh, PA
Graduated with Highest Distinction

Master of Business Administration (2001)
Monmouth University - West Long Branch, NJ

Bachelor of Science (1995)
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Peru State College - Peru, NE

Accomplishments

New York City Federal Executive Board, Teamwork Award (2010)
e Recognized for outstanding achievement in the service of the United States Government, Operation High Rise
counterterrorism investigation.
Recipient of FBI Director's Award, Outstanding Cyber Investigation (2010)

e Recognized for successfully dismantling a well-organized international cybercrime ring.
Recipient of FBI Director’s Award, Outstanding Cyber Investigation (2011)

e Recognized for exemplary leadership in an innovative investigation into a prolific cybercrime enterprise.
Director of National Intelligence's Intelligence's National Intelligence Community Award for Intelligence Integration
(2015)

e For my leadership in providing sustained integrated intelligence support through analytic, operational, and

outreach initiatives, | was recognized for successfully neutralizing an identified threat country.

Certifications

GIAC Cloud Security Essentials Certification (GCLD), Issued, June, 2023
Certified Information Systems Security Professional (CISSP), Issued November 2021
GIAC Information Security Professional (GISP), Issued August 2020

LinkedIn Profile

www.linkedin.com/in/christopherstangl
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION, :
Plaintiff, : Case No.
-against- :
DUONG DINH TU, : JURY TRIAL DEMANDED
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

DECLARATION OF PATRICE BOFFA IN SUPPORT OF
PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

I, Patrice Boffa, declare as follows:

1. I am the Chief Customer Officer of Arkose Labs, a global cybersecurity company
focused on detecting, preventing, and eliminating cyber fraud and other cyber threats for prominent
institutional clients such as Microsoft Corporation. Arkose has approximately 200 employees
across offices in the United States, Australia, Spain, England, Costa Rica, India, and Argentina. I
make this declaration in support of Microsoft’s motion for an emergency ex parte temporary
restraining order and order to show cause why a preliminary injunction should not be entered in
the above-captioned case.

2. In my role at Arkose, I advise our customers, including Microsoft, on the use of
Arkose cybersecurity and antifraud products and services. Prior to joining Arkose in October

2021, I held various roles within the security departments of two major technology companies
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where I had a considerable focus on cybersecurity threats. A true and correct copy of my
curriculum vitae is attached to this declaration as Exhibit 1.

3. Since in or about August 2021, I have been investigating the structure and function
of a criminal organization referred to herein as the “Fraudulent Enterprise” (or the “Enterprise™).
The Enterprise is a group of individuals in the business of using fraud and deception to breach
Microsoft’s security systems, procuring Microsoft accounts in the names of fictitious users, and
selling these fake accounts to cybercriminals for a wide variety of internet-based crimes (the
“Fraudulent Scheme”).

4. I make this declaration based upon my personal knowledge, and upon information
and belief from my review of documents and evidence collected during Arkose’s investigation of
the Fraudulent Enterprise.

I. Background on CAPTCHA

5. The cybersecurity services that Arkose provides to Microsoft include so-called
“CAPTCHA” security measures. The term “CAPTCHA” stands for “Completely Automated
Public Turing Test to tell Computers and Humans Apart.” CAPTCHA is a security measure used
to verify that someone attempting to enter a particular service or ecosystem over the Internet is
actually a human being, as opposed to an Internet “bot.” CAPTCHA tests do so by presenting
different types of challenges that, if answered correctly, provide a high level of confidence that the
apparent user solving the challenge is, in fact, a human being. Such challenges may include, for
example, (1) re-typing a code appearing in an image, (ii) selecting the images that display a certain
type of object (e.g., streets or cars), or (iii) rotating a figure a particular way as requested. When
a CAPTCHA challenge is successfully solved, a unique digital “token” is created, which may then

be used for a very short period of time (before “timing out™) to gain access to a particular service
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or ecosystem. Each unique token is supposed to grant access one time only, but can be exploited
to bypass other CAPTCHA challenges until the token “times out.”

6. Because of the high incidence of cybercrime associated with the use of bots,
Microsoft utilizes CAPTCHA challenges powered and operated by Arkose as an antifraud tool to
help ensure, among other things, that only real human beings are permitted to obtain Microsoft
accounts.

7. While CAPTCHA has been widely acclaimed for its success in defeating fraud,
some bad actors (including the Fraudulent Enterprise) have found ways to misuse CAPTCHA
tokens by harvesting them in bulk through the use of bots and then selling them to customers, who
may then quickly utilize the tokens for improper purposes before they expire. Such improper
purposes include the bulk creation of fake Microsoft accounts for later use in cyberattacks and
other misconduct.

II. History of the Fraudulent Enterprise

8. Arkose first discovered signs of the Fraudulent Enterprise in or about August 2021,
when my team observed anomalies in Microsoft account-creation traffic, including the creation of
accounts at a scale so large, fast, and efficient that it must have been perpetrated through
automated, machine-learning technology (rather than through human actions).

0. Arkose conducted various initial mitigation efforts in and around August 2021,
including by enhancing existing CAPTCHA challenges, verifying timeouts (in order to limit the
lifetime of a solved puzzle token so it would have little or no value to the Enterprise or its criminal
customers), and blocking verifications on any challenges that we understood to be coming from
the Enterprise’s website, which we eventually learned was called “AnyCAPTCHA.com” (the

“AnyCAPTCHA Website”). By November 2021, however, the sophisticated cybercriminals
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operating the AnyCAPTCHA Website began defeating the challenges again, suggesting that they
had adapted to Arkose’s enhancements.

10. Through queries on the “WHOIS.com” database (which contains public
information about website domains and registration), we learned that in addition to operating the
AnyCAPTCHA.com website (which, as noted, sold only the tokens to defeat CAPTCHA tests for
the purpose of creating a Microsoft account), the Fraudulent Enterprise also began operating a
website known as “Hotmailbox.me,” which sells pre-authorized Microsoft accounts that the
Fraudulent Enterprise procured itself by using its own bot-harvested CAPTCHA-defeating tokens
(the “Hotmailbox Website”).

11. The fact that the same cybercriminals operated both the AnyCAPTCHA and
Hotmailbox Websites is evidenced by a chat, which occurred on January 14, 2022, between a
member of my team at Arkose and the “help desk” function of the AnyCAPTCHA website. A

screenshot of this chat is depicted in Figure 1 below.!

' A redaction has been made to information within Figure 1 that, if revealed, would identify the
undercover methods and means used to investigate the Fraudulent Enterprise’s ongoing criminal
activity. An unredacted version of Figure 1 will be made available during discovery in this action
assuming that an appropriate protective order is entered.
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FIGURE 1

12. In or about December 2022, the Fraudulent Enterprise appeared to migrate its
criminal services from the AnyCAPTCHA Website to a similar but revamped site known as
IstCAPTCHA.com (“1stCAPTCHA Website”), from which they claimed to process fraudulently-
obtained CAPTCHA tokens four times faster than on the prior site. Figure 2 below is a screenshot
of'a message displayed on July 4, 2023 on the AnyCAPTCHA Website, directing customers to the

1stCAPTCHA Website.
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FIGURE 2

13. Based on my investigation, the Fraudulent Enterprise attempts to avoid detection
and disguise itself by using proxy services and recycling their U.S. Internet protocol (“IP”)
addresses and Autonomous System Numbers (“ASNs”) through products offered by companies
known as ColoCrossing, Cloudflare, Bright Data and Proxyrack. In total, the Fraudulent
Enterprise has utilized at least 2.6 million IP addresses across 16,000 ASN numbers.

I11. Connections to Defendants

14. Arkose’s investigation of the Fraudulent Enterprise has determined that one of the
individuals involved in the Enterprise is Linh Van Nguyen, who is named as a Defendant in the
above-captioned case. This is based in part on the fact that when someone attempts to purchase

the CAPTCHA-defeating tool provided by the IstCAPTCHA Website using PayPal or
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Vietcombank, the 1stCAPTCHA Website directs them to make the payment directly to this
individual.

15. Furthermore, WHOIS search results verify that the AnyCAPTCHA,
IstCAPTCHA, and Hotmailbox Websites were all registered by registrants in Vietnam.
Specifically, the AnyCAPTCHA and 1stCAPTCHA Websites were registered by the same
corporation in Vietnam, and the Hotmailbox Website was registered by Duong Dinh Tu, who is
also named as a Defendant in the above-captioned case. Figure 3 below depicts a screenshot of
the WHOIS results for the Hotmailbox Website reflecting that it was registered by Tu.

Figure 3

IV. Damage Caused by the Fraudulent Enterprise

16. Based on our assessment of dedicated IP addresses used by the Fraudulent
Enterprise and Password Unique Identifiers with sign-ins from these accounts,” we estimate that
the Fraudulent Enterprise has created and sold roughly 750 million fake Microsoft accounts to
date.

17. According to its websites, the Fraudulent Enterprise sells such fake Microsoft

accounts for an average sale price of roughly $0.004 per account, meaning that the Enterprise

2 Every Microsoft account has its own unique Password Unique Identifier code.
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would have collected an unlawful profit of roughly $3 million as a result of the Fraudulent Scheme
victimizing Microsoft and its customers.

18. Arkose has undertaken resource-intensive efforts—at millions of dollars in expense
to Microsoft—to identify and disrupt the Fraudulent Enterprise. Indeed, since approximately
August 2021, when Arkose first discovered the threat that became known as the Fraudulent
Enterprise, we have assigned as many as 30 employees, working 24 hours per day, each day of the
week (24/7), to a team focused on abating these efforts. As a result, Microsoft has incurred
millions of dollars in fees and costs for Arkose services relating to disrupting the Fraudulent
Enterprise.

19. Based on my experience, the Fraudulent Enterprise currently poses the largest
danger to Microsoft of any cyber threat actor. Specifically, according to Arkose’s traffic
categorization statistics, which are shown in Figure 4 below, as compared to other attackers,
IstCAPTCHA has the highest percentage of verified sessions, nearly doubling other attackers.
This demonstrates the level of sophistication of the Fraudulent Enterprise and its ability to
constantly adapt to avoid Arkose’s and Microsoft’s detection and prevention efforts.

FIGURE 4
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20. In February 2023, Arkose experienced a distributed denial-of-service (“DDoS”)
attack on its systems.> Arkose has attributed this DDoS attack, based on a root cause analysis, to
the AnyCAPTCHA Website and the Fraudulent Enterprise as its operator.

V. Defendants’ Scheme is an Industry-Wide Problem

21.  The Enterprise’s CAPTCHA-defeating tools are used against a host of technology
companies that employ CAPTCHA challenges provided by Arkose to secure their systems. In
other words, the Enterprise’s Fraudulent Scheme is a significant issue not only for Microsoft, but

for numerous other Arkose clients and the technology industry as a whole.

I declare under penalty of perjury of the laws of the United States of America that the
foregoing is true and correct.

Exccuted on this 30 kK day of //aumb;g, 2023 in /Waaulw'y ‘/iw , CA

Patrice Boffa

-
K]

DDoS attacks disrupt the traffic of a network, service, or sever by overwhelming it or its
surrounding infrastructure with irregularly large amounts of internet traffic.
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PATRICE BOFFA

Chief Customer Officer

Innovative, profit-oriented Services and Support Executive with proven success in increasing
revenues, improving margins and customer satisfaction. M&A services and support expertise in
evaluation, diligence and integration of corporate acquisitions.

Areas of expertise

= Product management and Innovation = MA&A due diligence and integration
= Strategic planning and execution = Resource planning and allocation
= Change management =  Business consulting

EXPERIENCE

OCT 2020 — CURRENT
CHIEF CUSTOMER OFFICER, ARKOSE LABS

= As CCO built a scalable high growth global business, driving productivity
improvements and maximizing capital efficiency.

= 140% NRR achieved through executing a customer first approach to ensure
customer success.

= Built out 24/7 live support organization across LATAM, EMEA and APJ

= Launched a Managed Services offer that generated 15% of company revenue and
make the Customer Success organization profitable after 18 months.

OCT 2019 - OCT 2020
ADVISOR AND SEED INVESTOR, HYDROLIX INC.
= Advising early-stage startup with big ambitions to change the economics of high-
density data.
= Helped the team with customer success ground work around support best
practices, documentation, processes and workflows.

JAN 2016 - JUN 2019
VICE PRESIDENT AND CTO SERVICES AND SUPPORT, AKAMAI TECHNOLOGIES

= Consistently delivered revenue and margins. On track to deliver 16% YoY growth
hitting SS00M in services and support revenue with and operational gross margin
of 55% in 2019

= Implemented modeling and reporting for services products in alignment with P&L,
revenue and margins

= Developed and implemented a deal approval system improving revenue by 7%
and margins by 5% on new deals and renewals

= Rationalized active product catalog from 21 products to 6 products and end of
life/sale over 300 products to improve operational efficiency
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= Realigned expectations and built an effective engineering organization that
successfully improved margin by 8% automating manual processes

= MA&A performed: evaluation, due diligence, modeling and integration of services
and support for: SOHA, SOASTA, Nominum and Janrain. Consistently delivering
margins modeled in the 3-year plan

2013 - 2016
SENIOR DIRECTOR PROFESSIONAL SERVICES, AKAMAI TECHNOLOGIES
= Transformed Professional Services by introducing “security services”, charging
18% premium and contributing to 30% of overall services in the first 2 years
=  MR&A Evaluation, due diligence, modeling and implementation of services and
support for Prolexic
2010 - 2013
SENIOR MANAGER PROFESSIONAL SERVICES, AKAMAI TECHNOLOGIES — BAY AREA
= Created services consulting vision with the notion of revenue drag (for every $1
spend in consulting customers buy an additional S4/month of platform revenue)
=  MR&A Evaluation, due diligence, modeling and implementation of services and
support for: Blaze and Cotendo

2008 - 2010
STRATEGIC ENGAGEMENT MANAGER, AKAMAI TECHNOLOGIES — BAY AREA

Supported 5 of the top 15 US accounts delivering consistent growth and no churn

2007 — 2008
MAJOR ACCOUNT EXECUTIVE, AKAMAI TECHNOLOGIES - FRANCE

Application Performance sales overlay for Southern Europe achieved 118% of quota

2004 - 2007
SENIOR TECHNICAL CONSULTANT, AKAMAI TECHNOLOGIES - FRANCE

Providing pre and post sales consulting and support for Southern Europe and Brazil
customers

2000 - 2004
SYSTEMS AND NETWORK ENGINEER, MONACO TELECOM - MONACO

Building Monaco Telecom ISP online subscription portal and public WIFI infrastructure

EDUCATION

JUNE 2004
MASTER INTERNET ENGINEERING, UNIVERSITE DE TOULON - FRANCE

Valedictorian of 2004 class

JUNE 2000
BACHERLOR INFORMATION AND COMMUNICATION, UNIVERSITE NICE - FRANCE
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ACTIVITIES

e Culture and Languages — fluent in English, Spanish, French and Portuguese

¢ Innovation — 3 patents (US US9531720B2, WO EP US CN US20170109797A1, US
US20160057163A1)

e Recognition — Danny Lewin Award (highest Akamai Technologies award) and 3 times
Akamai President’s Club
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION, :
Plaintiff, : Case No.
-against- :
DUONG DINH TU, : JURY TRIAL DEMANDED
LINH VAN NGUYEN, and :
TAI VAN NGUYEN, : REQUEST TO FILE UNDER SEAL
Defendants.
X

DECLARATION OF JASON ROZBRUCH IN SUPPORT OF
PLAINTIFF MICROSOFT’S MOTION FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

I, Jason Rozbruch, declare as follows:

1. I am an attorney with the law firm of Cahill Gordon & Reindel LLP (“Cahill”’) and
am counsel for Plaintiff Microsoft Corporation (“Microsoft”) in the above-captioned action. I
make this declaration in support of Microsoft’s Motion for an Emergency Ex Parte Temporary
Restraining Order and Order to Show Cause (“TRO Motion”). Unless otherwise noted, the facts
set forth below are based on my personal knowledge or upon information and belief on the basis
of my review of evidence collected as part of Microsoft’s investigation in this case.

L. Parties

2. Plaintiff Microsoft seeks an Emergency Ex Parte Temporary Restraining Order and
Order to Show Cause to disable specified Internet domains that are being used by Defendants
Duong Dinh Tu, Linh Van Nguyen (a/k/a Nguyen Van Linh), and Tai Van Nguyen (“Defendants™)

to operate a sophisticated Internet-based criminal operation referred to herein as the “Fraudulent
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Enterprise” (or the “Enterprise”). The Fraudulent Enterprise specializes in selling fraudulently-
procured Microsoft accounts in bulk to cybercriminals who then use the accounts for various types
of cybercrime activity, wreaking havoc on Microsoft and its customers.

3. As counsel of record for Plaintiff, I am aware of previous efforts by Microsoft to
disable other types of unlawful Internet activity, including the “Waledac” Botnet in February 2010
in the Eastern District of Virginia; the “Rustock” Botnet in March 2011 in the Western District of
Washington; the “Kelihos” Botnet in September 2011 in the Eastern District of Virginia; the
“Zeus” Botnets in March 2012 in the Eastern District of New York; the “Bamital” Botnet in
February 2013 in the Eastern District of Virginia; the “Citadel” Botnets in May 2013 in the
Western District of North Carolina; the “ZeroAccess” Botnet in November 2013 in the Western
District of Texas; the “Shylock” Botnet in June 2014 in the Eastern District of Virginia; the
“Ramnit” Botnet in February 2015 in the Eastern District of Virginia; the “Dorkbot” Botnet in
November 2015 in the Eastern District of New York; the “Strontium” threat infrastructure in
August 2016 in the Eastern District of Virginia; the “Phosphorous” threat infrastructure in March
2019 in the District of Columbia; the “Thallium” threat infrastructure in December 2019 in the
Eastern District of Virginia; the “Trickbot” threat infrastructure in October 2020 in the Eastern
District of Virginia; the “ZLoader” threat infrastructure in April 2022 in the Northern District of
Georgia; and the “Cobalt Strike” threat infrastructure in March 2023 in the Eastern District of New
York.

4. As part of my involvement in the investigation in this case, I have learned about
Microsoft’s prior experiences litigating claims against cybercrime defendants who conduct their
operations using technological infrastructure consisting of a set of websites, domains, and Internet

protocol (“IP”) addresses. Based Microsoft’s prior experiences in such matters, I believe and
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respectfully submit that the request ex parte relief is necessary here, as notice to Defendants would
allow them to destroy the evidence of their illicit activity and give them an opportunity to move
the instrumentalities they used to conduct their unlawful activity. This would render the
prosecution of this matter futile.

5. For example, I am aware that in an earlier matter in which Microsoft attempted to
disable the Rustock Botnet, the operators of the Rustock Botnet—after learning of the attempt to
disable the botnet—attempted to migrate that botnet’s command and control infrastructure to new
IP addresses and attempted to delete files from the seized host servers. Likewise, [ understand that
in a prior matter involving the Dorkbot Botnet, its operators attempted to activate previously
dormant command and control domains so that they could continue to illegally control the Dorkbot
infected devices one day after Microsoft executed a court-approved temporary restraining order.
Moreover, during a prior action regarding the ZeroAccess Botnet in November 2013, the operators
of that botnet immediately attempted (unsuccessfully) to act, in response to the seizure of domains
to attempt to move the botnet’s command and control infrastructure. Based on these and other
prior experiences of Microsoft, I believe and respectfully submit that there is a similar risk that
Defendants here would take similar actions to evade or obstruct a temporary restraining order in
this case.

6. Microsoft’s counsel has not attempted to provide notice of the TRO Motion to
Defendants, and I respectfully submit should not be required to provide notice at this time. I
respectfully submit that good and sufficient reasons exist for this TRO Motion to be made by Order
to Show Cause in lieu of by notice of motion. Microsoft has previously sought and received ex
parte temporary restraining orders in a number of federal district courts in prior cases, including:

Microsoft Corporation and FSISAC, Inc. v. John Does 1-2, Case No. 20 Civ. 1171 (E.D. Va. 2020)
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(Trenga, J.); Microsoft Corporation et al. v. Malikov and John Does 1-7, Case No. 22 Civ. 01328
(N.D. Ga.) (Cohen, J.); Microsoft Corp. et al. v. John Does 1-2 et al., Case No. 23 Civ. 02447
(E.D.N.Y. 2023) (Morrison, J.). Microsoft, however, has not previously sought ex parte relief in
this District or as to these particular Defendants.

7. Plaintiff has identified certain Internet domains that are believed to be part of the
infrastructure used by the Defendants’ Fraudulent Enterprise. The domains associated with
Defendants’ infrastructure are set forth in Appendix A to Plaintiff’s proposed Complaint in this
case. A true and correct copy of Appendix A to the Complaint is attached hereto as Exhibit 1.

8. I understand that investigators of Microsoft’s Digital Crimes Unit and of Arkose
Labs, including declarants in this action, have worked to determine the true identities of
Defendants. Based on my own research and based on Digital Crimes Unit’s research regarding
these domains, the WHOIS information associated with these domains is not public and the only
way to make contact with Defendants are the registrant email contact facilities provided by the
domain registrars and the email addresses provided by Defendants to the Internet domain name
registrars during the domain name registration and maintenance process.! This information may
further include individual and entity names, physical addresses, email addresses, facsimile
numbers, and telephone numbers, which can only be obtained through a court order or subpoena.

0. To the extent Defendants have provided such information, the information most
likely to be accurate are e-mail addresses as, upon information and belief, such are necessary to

register Internet domains and associated infrastructure. It is more likely that the email addresses

! Through its investigation, Microsoft has uncovered several email addresses that, upon information and
belief, it asserts belong to the three named Defendants. Cahill, on behalf of Microsoft, will seek to
effectuate notice to these email addresses: “duongdinhtu93@gmail.com,” “duongdinhtu93@outlook.com,”
“17021195@vnu.edu.vn,” “nguyenlinh.uet@gmail.com,” and “nvt.kscentt@gmail.com.”
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exist and are functional than it is likely that the personal names and physical addresses are correct
or accurate. I believe this in part based on the fact that when registrants set up Internet domains
and associated infrastructure they must receive confirmation from the Internet domain registrars
or hosting companies via email in order to utilize and access the Internet domains and associated
IP addresses. Other contact information, such as physical address information, is more likely to
be false. I base this conclusion, in part, on my knowledge of past experiences relating to
cybercrime in which domain or IP address registration name, address, and telephone number were
determined to be fraudulent or stolen, but the email address provided by Defendants was, in fact,
associated with them. Further supporting this conclusion, in May 2010, the Internet Corporation
for Assigned Names and Numbers (“ICANN”’)—an organization that administers the domain name
system—issued a study indicating the ease with which name and physical mailing addresses for
domain registrations may be falsified. Attached hereto as Exhibit 2 is a true and correct copy of
the ICANN’s May 2010 study, “WHOIS Proxy/Privacy Service Abuse — Definition.”

10. Based on my knowledge of prior experience and from Microsoft’s research, I
believe that the most reliable contact information for effecting communication with Defendants
are email addresses that have been discovered to be associated with Defendants domains or IP
addresses, and the contact information, particularly email addresses, in possession of the Internet
domain registrars or hosting companies. From my research, I believe that such contact information
is likely to be valid, as it is necessary to obtain Internet domain names or web hosting services.
Upon provision of such contact information by the Internet domain registrars and web hosting
companies to Microsoft, notice of this proceeding and service of process may be attempted using
such contact information. Through my research, aside from the email addresses provided above,

I have not discovered any other information that would enable, at this point, further identification
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of or contact with Defendants other than that in the possession of these companies. I believe that
absent an order directing discovery, these companies will be unlikely to share contact information
that would allow Microsoft to provide notice and service to Defendants.

II. Notice and Service of Process

A. Microsoft has Robust Plans to Provide Notice

11. On behalf of Microsoft, Cahill will attempt notice of any preliminary injunction
hearing, as well as service of the Complaint, by sending the pleadings and/or links to the pleadings
to e-mail addresses, facsimile numbers, and mailing addresses associated with Defendants or
otherwise provided by Defendants to the Internet domain registrars and IP address hosting
companies. Cahill will send such documents to the email addresses of Defendants Duong Dinh
Tu (“duongdinhtu93@gmail.com” and “duongdinhtu93@outlook.com”), Linh Van Nguyen (a/k/a
Nguyen Van Linh) (“17021195@yvnu.edu.vn” and “nguyenlinh.uet@gmail.com”), and Tai Van
Nguyen (“nvt.kscntt@gmail.com™).

12. On behalf of Microsoft, Cahill will attempt notice of any preliminary injunction
hearing and service of the Complaint by publishing those pleadings on a publicly accessible
website located at: https://dcu-noticeofpleadings.azurewebsites.net/. Cahill will publish such
notice on the website for a period of six months. The following information will be made available
on the website:

a. The information contained in the case caption and the content of the summons.

b. The following summary statement of the object of the Complaint and the
demand for relief:

Plaintiff Microsoft Corporation (“Microsoft”) has sued Defendants
Duong Dinh Tu, Linh Van Nguyen (a/k/a Nguyen Van Linh), and
Tai Van Nguyen, who are associated with the Internet domains set
forth in the documents referenced in this communication. Microsoft
alleges that Defendants have violated Federal and state law by
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hosting a cybercriminal operation through these Internet domains,
causing unlawful deception of and intrusion into Microsoft’s
computer systems; and intellectual property violations to the injury
of Microsoft and Microsoft’s customers. Microsoft seeks a
preliminary injunction directing the registries associated with these
Internet domains to take all steps necessary to transfer these Internet
domains to Microsoft’s control and/or disable access to and
operation of these domains, to ensure that changes or access to the
Internet domains cannot be made absent a court order and that all
content and material associated with these Internet domains are to
be isolated and preserved pending resolution of the dispute.
Microsoft seeks a final judgment and permanent injunction, other
equitable relief and damages. Full copies of the pleading documents
are available at https://dcu-noticeofpleadings.azurewebsites.net/.

c. The date of first publication.

d. The following text:
NOTICE TO DEFENDANT: READ THESE PAPERS
CAREFULLY! You must “appear” in this case or the other side
will win automatically. To “appear” you must file with the court a
legal document called a “motion” or “answer.” The “motion” or
“answer” must be given to the court clerk or administrator within 21
days of the date of first publication specified herein. It must be in
proper form and have proof of service on Microsoft’s attorneys,
attention to Jason Rozbruch, 32 Old Slip, 19th Floor, New York, NY
10005. If you have questions, you should consult with your own
attorney immediately.

13. On behalf of Microsoft, Cahill will serve each of the third parties identified in
Microsoft’s [Proposed] Emergency Ex Parte Temporary Restraining Order and Order to Show
Cause with copies of all documents served on Defendants.

14. On behalf of Microsoft, Cahill will also attempt notice of any preliminary
injunction hearing, as well as service of the Complaint, by personal delivery on any Defendant in
this case that has provided existing physical addresses in the United States.

15. On behalf of Microsoft, Cahill will prepare Requests for Service Abroad of Judicial

or Extrajudicial Documents to attempt notice of any preliminary injunction hearing, as well as
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service of the Complaint, on any Defendants in this case that have provided contact information
in foreign countries that are signatories to the Hague Convention on Service Abroad or any similar
treaty, and will comply with the requirements of those treaties. Upon entry of any TRO, Cabhill
will execute and deliver these documents to the appropriate Central Authority and request,
pursuant to the Hague Convention or similar treaty, that the Central Authority deliver these
documents to the contact information provided by Defendants. I am informed, and therefore
believe, that notice of any preliminary injunction hearing, and service of the Complaint, could take
approximately three to six months or longer through this process.

B. Notice Under ICANN Domain Name Registration Policies

16. Attached hereto as Exhibit 3 is a true and correct copy of a document describing
ICANN’s role. Exhibit 3 reflects the following: ICANN is a not-for-profit partnership formed in
1998. ICANN coordinates domain names and IP addresses (unique identifying numbers for
computers throughout the world), which enables the operation of the global Internet. ICANN’s
responsibilities include running an accreditation system for domain name “registrars.” Domain
name registrars enter into arrangements with individual “registrants” who wish to register
particular domain names. ICANN has a contractual relationship with all accredited registrars that
set forth the registrars’ obligations. The purpose of the requirements of ICANN’s accreditation
agreements with registrars is to provide a consistent and stable environment for the domain name
system, and hence the Internet.

17. A true and correct copy of the [ICANN Registrar Accreditation Agreement between
ICANN and domain name registrars is attached hereto as Exhibit 4.

18. The following summarizes provisions set forth in the ICANN accreditation

agreements with registrars at Exhibit 4.
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ICANN Requires That Registrants Agree To Provide Accurate Contact Information

19. Section 3.7.7.1 of the accreditation agreement provides that domain registrants will
provide the registrar accurate and reliable contact information. In particular, the domain name
registrant:

shall provide to Registrar accurate and reliable contact details and correct and update them
within seven (7) days of any change during the term of the Registered Name registration,
including: the full name, postal address, email address, voice telephone number, and fax
number if available of the Registered Name Holder; name of authorized person for contact
purposes in the case of an Registered Name Holder that is an organization, association, or
corporation].]

20.  Section 3.7.7.2 of the accreditation agreement provides that if the registrant fails to
respond for over 15 days to a registrar’s inquiry about inaccurate contact information, the domain
may be cancelled. In particular, the domain name registrant’s:

willful provision of inaccurate or unreliable information, its willful failure to update
information provided to Registrar within seven (7) days of any change, or its failure to
respond for over fifteen (15) days to inquiries by Registrar concerning the accuracy of
contact details associated with the Registered Name Holder’s registration shall constitute
a material breach of the Registered Name Holder-registrar contract and be a basis for
suspension and/or cancellation of the Registered Name registration.

ICANN Requires That Registrants Agree To A Dispute Resolution Policy Under Which
Notice Is Given By Sending The Complaint To The Registrant’s Contact Information

21.  Section 3.8 of the accreditation agreement provides that registrars shall require
registrants to agree to the Uniform Domain Name Dispute Resolution Policy (“UDRP”). The
UDREP is a policy between a registrar and its customer and is included in registration agreements
for all ICANN-accredited registrars. Attached hereto as Exhibit 5 is a true and correct copy of the
UDRP.

22.  Aspart of the registrant’s agreement to the UDRP, the registrant agrees to the Rules
for Uniform Domain Name Dispute Resolution Policy (“Rules”). Attached hereto as Exhibit 6 is

a true and correct copy of the Rules.
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23. Pursuant to the Rules, “Written Notice” of a complaint regarding a domain requires
electronic transmittal of the complaint to a domain registrant and hardcopy notification that the
complaint was sent by electronic means. In particular, “Written Notice” is defined as:

hardcopy notification by the Provider to the Respondent of the commencement of an
administrative proceeding under the Policy which shall inform the respondent that a
complaint has been filed against it, and which shall state that the Provider has electronically
transmitted the complaint including any annexes to the Respondent by the means specified
herein. Written notice does not include a hardcopy of the complaint itself or any annexes.

24, Pursuant to the Rules, notice of a complaint may be achieved by the registrar
forwarding the complaint to the postal address, facsimile number and email addresses of the
domain registrant. In particular, the Rules define the procedure for providing notice as follows:

(a) When forwarding a complaint, including any annexes, electronically to the Respondent,
it shall be the Provider’s responsibility to employ reasonably available means calculated to
achieve actual notice to Respondent. Achieving actual notice, or employing the following
measures to do so, shall discharge this responsibility:

(1) sending Written Notice of the complaint to all postal mail and facsimile
addresses (A) shown in the domain name’s registration data in Registrar’s Whois
database for the registered domain-name holder, the technical contact, and the
administrative contact and (B) supplied by Registrar to the Provider for the
registration’s billing contact; and

(i1) sending the complaint, including any annexes, in electronic form by e-mail to:

(A) the e-mail addresses for those technical, administrative and billing
contacts;

(B) postmaster@<the contested domain name.; and

(C) if the domain name (or “www.” followed by the domain name) resolves
to an active web page other than a generic page the Provider concludes is
maintained by a registrar or ISP for parking domain-names registered by
multiple domain-name holders), any e-mail address shown or e-mail links
on that web page; and

(i11) sending the complaint, including any annexes, to any e-mail address the

Respondent has notified the Provider it prefers and, to the extent practicable, to all
other e-mail addresses provided to the Provider by Complainant].]

10
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25. The effect of the UDRP and the Rules is that domain name registrants agree that
notice of a complaint relating to their domains may be provided by the foregoing means, including
by sending the complaint to postal, facsimile and email addresses provided by registrants.

ICANN Requires That Registrants Agree That Domains
May Be Suspended Or Cancelled Pursuant To The Dispute Resolution Policy

26.  Section 3.7.7.11 of the accreditation agreement provides that registrars shall require
that a domain name registrant “shall agree that its registration of the Registered Name shall be
subject to suspension, cancellation, or transfer” pursuant to [CANN’s policies for the resolution of
disputes concerning domain names.

ICANN Requires That Registrants Agree Not To Use Domains In An Illegal Manner

27.  Under Section 2 of the UDRP, the domain registrant agrees that:

By applying to register a domain name, or by asking us to maintain or renew a domain
name registration, you hereby represent and warrant to us that (a) the statements that you
made in your Registration Agreement are complete and accurate; (b) to your knowledge,
the registration of the domain name will not infringe upon or otherwise violate the rights
of any third party; (c) you are not registering the domain for an unlawful purpose; and (d)
you will not knowingly use the domain name in violation of any applicable laws or
regulations. It is your responsibility to determine whether your domain name registration
infringes or violates someone else’s rights.

28. Similarly, Section 3.7.7.9 of the accreditation agreement provides that the domain
name registrant “shall represent that, to the best of the Registered Name Holder’s knowledge and
belief, neither the registration of the Registered Name nor the manner in which it is directly or
indirectly used infringes the legal rights of any third party.”

Defendants’ Internet Domain Registrars
Send Account-Related Information To Customer Provided Contacts

29. The terms of service for Internet domain registrars used by Defendants provide that
their customers must provide contact information, including the email address, postal address, and

a valid telephone number where they can reach their customers. These Internet domain registrars

11
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further provide that they may contact their respective customers based on the information provided
by that customer. For example, Public Domain Registry’s (“Public Domain”) Registrar-Registrant

Terms of Service, available at https://publicdomainregistry.com/legal/#tos, include such

provisions. A true and correct copy of Public Domain’s Domain Name Registration Terms of
Service attached hereto as Exhibit 7.

30. Based on my research of third parties that Defendants use to provide domain name
services, the other third party Internet hosting companies and Internet domain name registrars
require that similar contact information be provided.

The Defendants’ Internet Domain Name Registrars’ Terms
Of Service Prohibit Customers From Using Services In An Illegal Manner

31.  The Internet domain registrars’ terms of service prohibit customers, including
Defendants, from using the services in an illegal manner, and customer accounts may be
terminated for violation of those terms. For example, Public Domain’s agreement prohibits,
among other conduct, the registered domain being used to:

a. distributing malware or other malicious code;

b. hosting or linking to a website intended to deceive the public;

c. infringing upon the Intellectual Property Rights of Others;

d. purposely send out mass spams like mass unsolicited, commercial advertising
or solicitations and so on;

e. send out retroactive, pornographic or other harmful emails that violate the
country laws and rules;

f. Accessing another network without permission, to probe or scan for
vulnerabilities or breach security or authentication measures;

g. Attacking other networks (i.e., Denial of Service (DoS) attacks);

12
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h. Intercepting or monitoring data without permission;

i.  Running a file sharing site;

j. Running any software that interfaces with an IRC (Internet Relay Chat)
network;

k. Using any deep-link, page-scrape, robot, crawl, index, spider, offline reader,
click spam, macro programs, internet agent, or other automatic device,
program, algorithm or methodology which does the same things, to use, access,
copy, index, acquire information, generate impressions or clicks, input
information, store information, search, generate searches, or monitor any
portion of our website or servers for any unauthorized purpose;

. resolve, point or forward to the website with harmful information that violate
the country laws and rules; or

m. engage in other illegal actions.

32. Public Domain’s policies also provide that it may suspend or terminate its
customer’s services if that customer has been found to engage in prohibited conduct. Based on
my knowledge of prior experience and my current research of other Internet domain registrars and
hosting companies, and on information and belief, the other Internet domain registrars and hosting
companies used by Defendants prohibit similar unlawful conduct.

III. OTHER AUTHORITY AND EVIDENCE

33. Attached hereto as Exhibit 8 is a true and correct copy of the March 31, 2023 Ex
Parte Temporary Restraining Order and Order to Show Cause (ECF 13) in the matter of Microsoft

Corp. et al. v. John Does 1-2 et al., Case No. 23 Civ. 02447 (E.D.N.Y. 2023).

13
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34, Attached hereto as Exhibit 9 is a true and correct copy of the March 5, 2020 Ex
Parte Temporary Restraining Order and Order to Show Cause (ECF 11) in the matter of Microsoft
Corp. v. John Does 1-2, Case No. 20 Civ. 1217 (E.D.N.Y. 2020).

35. Attached hereto as Exhibit 10 is a true and correct copy of the May 1, 2020 Ex
Parte Temporary Restraining Order and Order To Show Cause (ECF 15) in the matter of Sophos
v. John Does 1-2, Case No. 20 Civ. 00502 (E.D. Va. 2020).

36. Attached hereto as Exhibit 11 is a true and correct copy of the July 1, 2020 Ex Parte
Temporary Restraining Order and Order To Show Cause (ECF 15) in the matter of Microsoft v.
John Does 1-2, Case No. 20 Civ. 00730 (E.D. Va. 2020).

37. Attached hereto as Exhibit 12 is a true and correct copy of the July 22, 2020 Ex
Parte Temporary Restraining Order and Order To Show Cause (ECF 13) in the matter of DXC
Technology Company v. John Does 1-2, Case No. 20 Civ. 00814 (E.D. Va. 2020).

38. Attached hereto as Exhibit 13 is a true and correct copy of the December 7, 2021
Ex Parte Temporary Restraining Order and Order To Show Cause (ECF 8) in the matter of Google
LLC v. Starovikov, et al., Case No. 21 Civ. 10260 (S.D.N.Y. 2021).

39. Attached hereto as Exhibit 14 is a true and correct copy of Microsoft’s Annual
Report 2023, which is also available at

https://www.microsoft.com/investor/reports/ar23/index.html.

14
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I declare under penalty of perjury of the laws of the United States of America that the

foregoing is true and correct.

[ o™
Exccutedonthis _{ __ dayof 1) €CeAbeN 2023 in New York, New York.

Py

Wson Rozbruch

15
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Results for: Anycaptcha.com

Download Whois Result
Record Source:anycaptcha.com
Registrant:Privacy Protect, LLC (PrivacyProtect.org)

Statuses:
clientTransferProhibited

Created:2021-08-03

Expiration:2024-08-03T15:08:18+00:00

Last Updated:2023-07-06T16:54:34+00:00

Registrar Name:mat bao corporation MAT BAO CORPORATION
Abuse Contact Phone#:+84-2836229999 EXT :8899

Abuse Contact Email:abuse@matbao.com

IANA ID:1586

Url:https://www.matbao.net, http://www.matbao.net

Whois Server:ver.whois.matbao.net

Registrant Contact Name:Domain Admin

Registrant Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Registrant Contact Street:
10 Corporate Drive

Registrant Contact City:Burlington
Registrant Contact State:MA

Registrant Contact Postal Code:01803
Registrant Contact Country:US

Registrant Contact Phone#:+1.8022274003
Registrant Contact Fax#:

Registrant Contact Email:contact@privacyprotect.org
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Admin Contact Name:Domain Admin
Admin Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Admin Contact Street:
10 Corporate Drive

Admin Contact City:Burlington

Admin Contact State:MA

Admin Contact Postal Code:01803

Admin Contact Country:US

Admin Contact Phone#:+1.8022274003

Admin Contact Fax#:

Admin Contact Email:contact@privacyprotect.org

Tech Contact Name:Domain Admin

Tech Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Tech Contact Street:
10 Corporate Drive

Tech Contact City:Burlington

Tech Contact State:MA

Tech Contact Postal Code:01803
Tech Contact Country:US

Tech Contact Phone#:+1.8022274003
Tech Contact Fax#:

Tech Contact Email:contact@privacyprotect.org
Billing Contact Name:

Billing Contact Org:

Billing Contact Street:

Billing Contact City:
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Billing Contact State:

Billing Contact Postal Code:
Billing Contact Country:
Billing Contact Phone#:
Billing Contact Fax#:

Billing Contact Email:

Dns Sec:unsigned

Registry Domain Id:
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Results for: 1stcaptcha.com

Download Whois Result
Record Source:1stcaptcha.com
Registrant:Privacy Protect, LLC (PrivacyProtect.org)

Statuses:
clientTransferProhibited

Created:2023-06-28

Expiration:2024-06-28T08:26:47+00:00

Last Updated:2023-06-28T08:37:09+00:00

Registrar Name:mat bao corporation MAT BAO CORPORATION
Abuse Contact Phone#:+84-2836229999 EXT :8899

Abuse Contact Email:abuse@matbao.com

IANA ID:1586

Url:https://www.matbao.net, http://www.matbao.net

Whois Server:ver.whois.matbao.net

Registrant Contact Name:Domain Admin

Registrant Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Registrant Contact Street:
10 Corporate Drive

Registrant Contact City:Burlington
Registrant Contact State:MA

Registrant Contact Postal Code:01803
Registrant Contact Country:US

Registrant Contact Phone#:+1.8022274003
Registrant Contact Fax#:

Registrant Contact Email:contact@privacyprotect.org
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Admin Contact Name:Domain Admin
Admin Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Admin Contact Street:
10 Corporate Drive

Admin Contact City:Burlington

Admin Contact State:MA

Admin Contact Postal Code:01803

Admin Contact Country:US

Admin Contact Phone#:+1.8022274003

Admin Contact Fax#:

Admin Contact Email:contact@privacyprotect.org

Tech Contact Name:Domain Admin

Tech Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Tech Contact Street:
10 Corporate Drive

Tech Contact City:Burlington

Tech Contact State:MA

Tech Contact Postal Code:01803
Tech Contact Country:US

Tech Contact Phone#:+1.8022274003
Tech Contact Fax#:

Tech Contact Email:contact@privacyprotect.org
Billing Contact Name:

Billing Contact Org:

Billing Contact Street:

Billing Contact City:
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Billing Contact State:

Billing Contact Postal Code:
Billing Contact Country:
Billing Contact Phone#:
Billing Contact Fax#:

Billing Contact Email:

Dns Sec:unsigned

Registry Domain Id:
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Results for: Hotmailbox.me

Download Whois Result
Record Source:hotmailbox.me
Registrant:Duong Dinh Tu

Statuses:
ok

Created:2021-11-03702:21:41+00:00
Expiration:2023-11-03T02:21:41+00:00

Last Updated:2022-09-29T02:52:33+00:00
Registrar Name:OnlineNIC, Inc.

Abuse Contact Phone#:

Abuse Contact Email:complaints@onlinenic.com
IANA ID:82
Url:https://www.onlinenic.com/signup/

Whois Server:.www.onlinenic.com/domain-whois/
Registrant Contact Name:REDACTED FOR PRIVACY
Registrant Contact Org:Duong Dinh Tu

Registrant Contact Street:
REDACTED FOR PRIVACY

Registrant Contact City:REDACTED FOR PRIVACY
Registrant Contact State:Ho Chi Minh

Registrant Contact Postal Code:REDACTED FOR PRIVACY
Registrant Contact Country:VN

Registrant Contact Phone#:REDACTED FOR PRIVACY xREDACTED FOR
PRIVACY

Registrant Contact Fax#:REDACTED FOR PRIVACY xREDACTED FOR PRIVACY
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Registrant Contact Email:Please query the RDDS service of the Registrar of
Record identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.

Admin Contact Name:REDACTED FOR PRIVACY
Admin Contact Org:REDACTED FOR PRIVACY

Admin Contact Street:
REDACTED FOR PRIVACY

Admin Contact City:REDACTED FOR PRIVACY

Admin Contact State:REDACTED FOR PRIVACY

Admin Contact Postal Code:REDACTED FOR PRIVACY

Admin Contact Country:REDACTED FOR PRIVACY

Admin Contact Phone#:REDACTED FOR PRIVACY xREDACTED FOR PRIVACY
Admin Contact Fax#:REDACTED FOR PRIVACY xREDACTED FOR PRIVACY

Admin Contact Email:Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Contact Name:REDACTED FOR PRIVACY
Tech Contact Org:REDACTED FOR PRIVACY

Tech Contact Street:
REDACTED FOR PRIVACY

Tech Contact City:REDACTED FOR PRIVACY

Tech Contact State:REDACTED FOR PRIVACY

Tech Contact Postal Code:REDACTED FOR PRIVACY

Tech Contact Country:REDACTED FOR PRIVACY

Tech Contact Phone#:REDACTED FOR PRIVACY xREDACTED FOR PRIVACY
Tech Contact Fax#:REDACTED FOR PRIVACY xREDACTED FOR PRIVACY
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Tech Contact Email:Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Billing Contact Name:
Billing Contact Org:
Billing Contact Street:
Billing Contact City:
Billing Contact State:
Billing Contact Postal Code:
Billing Contact Country:
Billing Contact Phone#:
Billing Contact Fax#:
Billing Contact Email:
Dns Sec:unsigned

Registry Domain Id:
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Results for: nonecaptcha.com

Download Whois Result
Record Source:nonecaptcha.com
Registrant:Privacy Protect, LLC (PrivacyProtect.org)

Statuses:
clientTransferProhibited

Created:2023-05-28

Expiration:2024-05-28T10:03:43+00:00

Last Updated:2023-05-28T10:14:41+00:00

Registrar Name:mat bao corporation MAT BAO CORPORATION
Abuse Contact Phone#:+84-2836229999 EXT :8899

Abuse Contact Email:abuse@matbao.com

IANA ID:1586

Url:https://www.matbao.net, http://www.matbao.net

Whois Server:ver.whois.matbao.net

Registrant Contact Name:Domain Admin

Registrant Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Registrant Contact Street:
10 Corporate Drive

Registrant Contact City:Burlington
Registrant Contact State:MA

Registrant Contact Postal Code:01803
Registrant Contact Country:US

Registrant Contact Phone#:+1.8022274003
Registrant Contact Fax#:

Registrant Contact Email:contact@privacyprotect.org
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Admin Contact Name:Domain Admin
Admin Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Admin Contact Street:
10 Corporate Drive

Admin Contact City:Burlington

Admin Contact State:MA

Admin Contact Postal Code:01803

Admin Contact Country:US

Admin Contact Phone#:+1.8022274003

Admin Contact Fax#:

Admin Contact Email:contact@privacyprotect.org

Tech Contact Name:Domain Admin

Tech Contact Org:Privacy Protect, LLC (PrivacyProtect.org)

Tech Contact Street:
10 Corporate Drive

Tech Contact City:Burlington

Tech Contact State:MA

Tech Contact Postal Code:01803
Tech Contact Country:US

Tech Contact Phone#:+1.8022274003
Tech Contact Fax#:

Tech Contact Email:contact@privacyprotect.org
Billing Contact Name:

Billing Contact Org:

Billing Contact Street:

Billing Contact City:
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Billing Contact State:

Billing Contact Postal Code:
Billing Contact Country:
Billing Contact Phone#:
Billing Contact Fax#:

Billing Contact Email:

Dns Sec:unsigned
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WHOIS Proxy / Privacy Service Abuse Study —Definition

This study will measure how often domains associated with illegal or harmful Internet
communication abuse Privacy/Proxy services to obscure the perpetrator’s identity.

1. Objective

This study is intended to help the ICANN community determine the extent to which
Proxy and Privacy services are abused during illegal or harmful Internet communication.
Specifically, it will attempt to prove/disprove the following hypothesis:

A significant percentage of the domain names used to conduct illegal or
harmful Internet activities are registered via Privacy or Proxy services to
obscure the perpetrator’s identity.

As defined by [1], "illegal or harmful communication" refers to online activities (e.g.,
email messages, web transactions, file downloads) that violate criminal or civil law or
which harm their targets (e.g., email/download recipients, website visitors). These
activities include unsolicited commercial bulk email (spam), online intellectual property
or identity theft, email harassment or stalking, phishing websites, online malware
dissemination, and cybersquatting. Further examples include DoS attacks, DNS cache
poisoning, pirated software (warez) distribution sites, money laundering email (mules
scams), advanced fee fraud email (411 scams), and online sale of counterfeit merchandise
or pharmaceuticals.

Allegations of actionable harm may require victims, law enforcement officials, and others
to contact domain users (i.e., owners or licensees). To facilitate identification and contact,
section 3.3.1 of the ICANN Registrar Accreditation Agreement (RAA) [4] requires
Registrars to provide an interactive web page and a port 43 WHOIS service to enable free
access to up-to-date data concerning all active registered domain names. This WHOIS
data includes the name and postal address of the Registered Name Holder and technical
and administrative contacts for the domain.

According to [1], Proxy and Privacy registration services provide anonymity or privacy
protection for domain users. Privacy services hide certain user details from WHOIS by
offering alternate contact information and mail forwarding services while not actually
shielding the user’s identity. Proxy services have a third-party register domain names on
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the user's behalf and then license the use of the domain name so that a third-party's
contact information (and not the licensee’s) is published in WHOIS. According to the
WHOIS Privacy/Proxy Prevalence Study [3], approximately 15 to 25 percent of gTLD
domain names are likely to be registered using a Privacy or Proxy service.

Study proposals [8][9][10] suggest that Privacy/Proxy services are being abused to
obscure the identity of perpetrators that instigate illegal or harmful Internet
communication, thereby impeding investigation. For example, proposal [8] indicates that
Privacy/Proxy registrations lengthen phishing website take-down times. Proposal [9]
indicates that Privacy/Proxy services are being abused to shield cyber squatters (i.e.,
parties that register or use a domain name in bad faith to profit from someone else's
trademark).

A recent study of 384 domains hosted by ISP 3FN (shut down in June 2009 for abetting
criminal activity) found that 38 percent were registered to Proxy services [11]. Of those,
approximately half were associated with least one kind of illegal activity. Although small
and informal, this study illustrated that domains used by criminals do use Proxy services
— in this case, more often than the random domains studied by [3].

To provide the ICANN community with empirical data to evaluate such concerns, this
study will methodically analyze a large, broad sample of domains associated with various
kinds of illegal or harmful Internet activities. It will measure how often these alleged
“bad actors” abuse Privacy/Proxy services, comparing rates for each kind of activity to
overall Privacy/Proxy rates measured by [3]. If those rates are found to be significant,
policy changes may be warranted to deter Privacy/Proxy abuse.

Note: This study will NOT measure the frequency of illegal/harmful Internet activity.
This study will gather a representative sample of illegal/harmful incidents to measure
how often Privacy/Proxy services are abused by perpetrators (alleged and confirmed).

2. Approach

This hypothesis will be tested by performing a descriptive study on a representative
sample of domains within the top five gTLDs (.biz, .com, .info, .net, .org). To focus on
study goals, this sample will be composed exclusively of domains involved in illegal or
harmful Internet communication, as documented by organizations that routinely track,
investigate, and/or remediate various kinds of activities. To measure frequency of abuse,
this study will divvy sampled domain users into those that can be reached directly using
WHOIS data and those that must be contacted via a referenced Privacy/Proxy service.

Because creating a single sample that proportionally represents every major kind of
illegal or harmful Internet communication is unrealistic, subsamples will be created for
each activity to be studied (e.g., a spam sender list, a warez site list). Many domains are
likely to be associated with multiple activities and may thus appear in more than one
subsample. However, rates will be measured independently for each subsample to
determine which activities most often abuse Privacy/Proxy services.
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Furthermore, because the nature and duration of illegal/harmful Internet activities varies,
different methods will be required for incident tracking, investigation, and remediation.

e Timely response is essential for extremely short-lived activities (e.g., spam,
phishing, DoS attacks). Where possible, domain subsamples for these activities will
be generated by monitoring live-feeds (e.g., real-time blacklists), letting researchers
query and record WHOIS data in near-real-time.

e Timely response is less critical for activities associated with long-lived activities
(e.g., trademark infringement, cybersquatting). Subsamples for these activities would
be impossible to generate in near-real-time; live-feeds do not exist. Instead, these
domains and WHOIS data will be recorded over time by study participants routinely
involved in these incidents (e.g., first responders and real-time cybercrime
researchers, complaint centers and law enforcement agencies, victim advocates).

To meet this study’s goals, Privacy/Proxy determination must be based on WHOIS data
as it was at the time of the incident. WHOIS queries usually return Registrant data long
after an offending domain's web, file, or mail servers disappear, appear on an RBL, or are
taken down. However, WHOIS data may well change following illegal activity, such as
when a malicious domain is suspended or re-registered. Study goals can still be met so
long as a significant percentage of WHOIS queries performed shortly after incidents do
not return recently-updated or no Registrant data.

Note that other WHOIS studies [3][6][7] have been defined to measure the overall
frequency of Privacy/Proxy use, what types of entities (e.g., natural or legal persons)
commonly use Privacy/Proxy-registered domains and for what apparent purpose (e.g.,
personal or commercial), and how Privacy/Proxy providers respond to domain user reveal
requests. Those questions are therefore outside the scope of this study.

However, overall frequency of Privacy/Proxy use [3] must be considered when sizing this
study’s subsamples so that they represent the top 5 gTLD domain population with a 95%
confidence interval. Furthermore, because harmful/illegal Internet communication tends
to originate from certain countries and regions, live-feeds and incident reports may be
geographically skewed. To reflect world-wide experiences, subsamples must be
generated from input sources with international scope — for example, global RBLs.

Finally, this study should build upon the foundation laid by the WHOIS Accuracy Study
[2] and WHOIS Privacy/Proxy Prevalence Study [3] as follows.

e Sample Cleaning and Coding: WHOIS data for every domain name must include
certain mandatory values (e.g., Registrant Name), but there is no RFC-standard
record format or even a single global database from which WHOIS data can be
obtained. The Accuracy Study [2] developed a methodology for cleaning sampled
domain WHOIS data to eliminate parsing errors, translate non-ASCII characters, map
Registrants to country code/name, and sort the sample by Regional Internet Registry.
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o Registrant Type Classification: Next, based on WHOIS Registrant Name and
Organization values, the Accuracy Study assigned each sampled domain one of the
following Apparent Registrant Types: name completely missing or patently false, a
natural person, an organization with or without a person’s name, a multiple domain
name holder (ISP or reseller), or a potential Privacy/Proxy service provider. All
potential Privacy/Proxy service providers were then either confirmed or reclassified.

Even though this study's sample design process and parameters differ, researchers are
strongly encouraged to apply the same sample cleaning, coding, and classification
process to reduce cost and promote consistency across all WHOIS studies. In particular,
the Accuracy Study’s methodology for confirming potential Privacy/Proxy use should be
applied, as this is the key differentiator upon which this study's findings will be based.

3. Inputs

The first step in conducting this study will be to generate subsamples of domain names
associated with each kind of illegal or harmful Internet communication to be measured.
As noted in Section 2, because activity nature and duration varies, this study will employ
two different research methods: Live-Feed Monitoring for incidents typically reported in
real-time and Offline Third-Party Recording for all other kinds of incidents.

Method 1: Live-Feed Monitoring

Domain names associated with the following short-lived illegal/harmful Internet
activities should ideally be collected from live-feed sources. Possible sources are listed
below; additional suggestions are welcome. Researchers are expected to refine and
finalize this source list during the first phase of the study.

As alleged "bad actors" are identified from live-feeds, reverse DNS lookups and WHOIS
queries will be performed in near-real-time' to record the Registrant’ Name,
Organization, and Address for domain names associated with each incident. Note that
"associated domain name" depends upon the type of activity (e.g., spam sender, phishing
website, malware server).

Note that, after incident investigation, many alleged bad actors do not end up being the
real perpetrators. For example, many spam senders and phishing servers will be "bots" --
compromised hosts used by criminals without the Registrant's knowledge. Furthermore,
domains may be added to RBLs based on complaints rather than verified incidents.

However, these “false positive” incident reports still require investigation; WHOIS
Registrant data for those domains plays a role in enabling (or inhibiting) investigation.
Therefore, this study must gather and analyze the WHOIS data associated with al// alleged
bad actors (proven or otherwise). To avoid skewing results, this study will also analyze
refined samples that have been filtered to weed out low-probability cases — for example,

! Researchers will need to work around port 43 rate limits by pacing WHOIS queries, retrying failed
queries, arranging for preferential access from a WHOIS query provider, or enlisting the help of a live-feed
supplier that already has preferential access.
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eliminating domains associated with fewer than N reported incidents. Objective sample
filtering methods should be defined by researchers at study start; suggestions are
welcome.

Once sufficiently large subsamples have been collected for each activity, they will be
cleaned, coded, and classified by Registrant Type as described in Section 2 for statistical
analysis as described in Section 4.

e Spam: Live-feeds from several major real-time Domain Name System Blacklists
(DNSBLs) could be used to generate a subsample of spam sender IP addresses/ranges
and associated unique domain names. Possible sources include Spamhaus Blocklist,
Mailshell Live-Feed, SURBL, URIBL, and SORBS DNSBL.

e Phishing: Several major Phishing website live-feeds could be used to generate a
subsample of phishing URLs and the domain names that host them. Possible sources
include OpenDNS PhishTank and Internet Identity RealPhish.

e Malware: A subsample of domains used to host and disseminate malware could be
created from live-feeds maintained by major malware researchers and/or Internet
security vendors. Possible sources include SRI Malware Threat Center, FireEye
Malware Analysis & Exchange, and Malware Domains.

¢ Denial-of-Service and DNS Cache Poisoning: Input is requested on live-feed
sources that could be used to generate subsamples of domains that send harmful
messages during these time-sensitive attacks. Potential sources include the IMPACT
Global Response Centre NEWS feed and FIRST-member incident response teams.

Method 2: Offline Third-Party Recording

Domain names associated with less time-critical illegal/harmful activities will be
gathered from third-parties that routinely respond to or track such incidents in large
volume and might be willing to assist by recording WHOIS data early in their
investigation. Candidates include first responders and real-time cybercrime researchers,
Internet crime complaint centers and law enforcement agencies, and victim advocates.
Possible participants are listed below; additional suggestions are welcome. Researchers
are expected to refine and finalize this participant list during the first phase of the study.

Consistency and accuracy of reported data is always a concern whenever numerous
independent parties supply input for aggregate statistical analysis. To address this
concern, researchers will develop a short, simple incident reporting form and process that
participants can use to record the type of illegal/harmful activity, associated domain
name, and WHOIS Registrant Name, Organization, and Address in a timely fashion. Here
again, note that "associated domain name" depends upon the type of activity (e.g.,
phishing website, warez server, money laundering email sender).

At study start, researchers will identify and invite representative sources to participate.
All participants must agree to record and report all incidents encountered as part of their

May 18,2010 Page 5



Case 1:23-cv-10685-PAE Document 19-2 Filed 12/13/23 Page 7 of 11

WHOIS Proxy/Privacy Abuse Study

normal operation during a specified study period (e.g., 30 days). In particular,
participants shall be asked to report all alleged perpetrators (proven or otherwise), and to
indicate whether investigation confirmed or refuted their alleged involvement in the
incident. This data collection approach makes it possible to study both the entire sample
and a refined sample, filtered to focus on high-probability bad actors.

Although these longer-lived incidents may not be as time-sensitive as those monitored by
live-feed, participants must still perform reverse DNS lookups and WHOIS queries on
alleged perpetrator IP addresses and domain names as soon as possible after incidents are
detected, not at the end of the study period.

A submission process will be designed to minimize participant effort while promoting
consistent, accurate reporting. After a sufficiently large/broad set of third-party reports
have been submitted, researchers will clean, code, and classify WHOIS data by
Registrant Type as described in Section 2 for analysis as described in Section 4.

e Phishing: In proposal [8], the Anti Phishing Working Group (APWG) offered to
supply a global list of phishing URLs, domains used to host them, and associated
shutdown times. Due to the short duration of phishing sites, live-feed monitoring is
preferable. However, analyzing this activity with both research methods might be
useful to determine whether results differ significantly.

e Cybersquatting: Data on domains cited in alleged cybersquatting incidents might be
gathered by organizations like the International Trademark Association (INTA).
Approved dispute resolution service providers involved in ICANN's Uniform
Domain-Name Dispute Resolution Policy (UDRP) are another possible source,
although waiting until a dispute is filed to query WHOIS may be too much delay.

e Intellectual property theft: Data on domains cited in intellectual property theft
complaints might be gathered by organizations like the UK Alliance Against [P Theft
or the International Intellectual Property Rights (IPR) Advisory Program. However,
data might be more readily available from groups that routinely record and investigate
specific kinds of IP theft complaints, described below.

e Media Piracy: Data on domain names used by servers that illegally share
copyrighted movies and music might be gathered by The International Federation of
the Phonographic Industry (IFPI), the Motion Picture Association of America
(MPAA), the Recording Industry Association of America (RIAA), and their
international counterparts.

e Software Piracy: Data on domain names used by servers that illegally distribute
copyrighted software might be gathered by major software vendors like Microsoft

and Adobe or from an anti-piracy organization like the Business Software Alliance
(BSA).
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Trademark Infringement: Data on domain names alleged to infringe upon
registered trademarks might be gathered by an organization like the International
Trademark Association (INTA) or commercial first-responders like Mark Monitor.

Counterfeit Merchandise: Data on domains that send email advertising counterfeit
merchandise and illegal pharmaceuticals might be gathered by an investigative
agency like the US National Intellectual Property Rights Coordination Center Cyber
Crimes Section (CCS). However, given that spam (one primary vector for online sale
of counterfeit merchandise) can be studied more easily via live-feed, it might not be
necessary to study this activity with method 2.

Money Laundering: Data on domains that send recruiting email associated with
fraudulent money laundering scams might be gathered by legitimate job recruitment
websites like Monster and HotJobs or by an organization like BobBear that focuses
specifically on tracking this type of illegal activity.

Advanced Fee Fraud: Data on domains that send solicitation email associated with
advanced fee fraud scams might be gathered by a tracking site like Artists Against
419 or bodies that handle Internet fraud complaints such as the FBI/NWCC Internet
Crime Complaint Center (IC3) and its counterparts in other countries.

Identity Theft: Data on domains that send bait email associated with online identity
thefts might be gathered by the FBI/NWCC Internet Crime Complaint Center (IC3) or
the US National Intellectual Property Rights Coordination Center Identity Fraud
Initiative. However, major online identity theft vectors like phishing and malware can
be studied more easily via live-feed monitoring; reliably correlating reported identity
thefts to specific email messages and domains that caused them could be difficult.

Child Pornography: Data on domain names of servers involved in online
distribution of child pornography might be gathered by US National Intellectual
Property Rights Coordination Center Cybercrimes Child Exploitation Section (CES)
and Operation Predator. However, study [11] found it hard to obtain WHOIS data for
child porn domains because, not only were sites taken down, but domain names were
suspended.

Harassment or Stalking: Input is requested on how to obtain a representative
subsample of domain names that send online harassment and cyber-stalking email.
Incidents are reported to local law enforcement agencies like FBI field offices. While
HaltAbuse.org tracks statistics, based upon data supplied voluntarily by victims,
many victims are reluctant to disclose these crimes. The highly personal nature of
these activities could make it difficult to obtain a representative subsample.

Other Cybercrimes: The FBI/NWCC Internet Crime Complaint Center (IC3) might
also be able to supply data on perpetrator domains cited in complaints by victims of
other cybercrimes, including online auction, investment fraud, and Internet extortion.
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Because domain subsamples are likely to have some degree of cross-over, other readily-
available online resources can be consulted to confirm and expand upon the kinds of
illegal or harmful Internet communication associated with each domain. For example, in
addition to RBLs, study [11] searched for domains using ReputationAuthority.org,
Google Safe Browsing, McAfee SiteAdvisor, and Malware Domain List (either by
searching a published list or by attempting to browse a website).

For each sampled domain, an Apparent Registrant Type must be assigned using the
methodology defined by the WHOIS Accuracy Study [2], including confirmation of all
domains potentially registered using Privacy/Proxy services. After this classification has
been completed, the following input data will be available for each sampled domain:

Raw Data recorded by monitoring live-feed or reported by study participants
Domain Name

Registrant Name (may be a Privacy/Proxy service)

Registrant Organization (may be a Privacy/Proxy service)

Full WHOIS record for the domain

Number of Illegal or Harmful Activity reported for this domain

Kind(s) of Illegal or Harmful Activity reported for this domain

Input Source(s) which supplied this domain name

Incident Investigation Outcome (confirmed, refuted, in-progress/unknown)

Additional Data supplied by researchers
e Apparent Registrant Country Code/Name
e Apparent Registrant Type: missing/false, natural person, organization, multiple
domain holder, or Privacy/Proxy service provider
e Additional Kind(s) of Illegal or Harmful Activity associated with this domain,
as determined by searching RBLs and site reputation lists

4. Outputs

This study will quantify the frequency of Privacy/Proxy use among domains allegedly
involved in illegal or harmful communication, broken down by kind of activity. To
deliver these empirical results, this study will examine the WHOIS Registrant data
associated with each sampled domain as follows.

e During classification, some domains will be found to have missing, patently false,
or otherwise unusable WHOIS Registrant data, thereby impeding perpetrator
identification. These domains represent another method of WHOIS abuse which
should be measured and included in study findings, but do not constitute
Privacy/Proxy abuse.

e During classification, some domains will be found to have WHOIS Registrant
data that explicitly identifies and supplies direct contact information for a natural
person, an organization (with or without a person's name), or a multiple domain
holder. These Registrants may or may not actually be responsible for the reported
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illegal or harmful communication. For example, many domain names will be
mapped to spambot-compromised residential broadband hosts or trojan-hacked
websites operated by legitimate businesses. However, for the purposes of this
study, the users of these domains shall be considered readily-identifiable and
directly-contactable using Registrant data returned from a simple WHOIS query.

e The rest of the sample will consist of domains that, following classification, have
WHOIS Registrant data that identifies an apparent Privacy/Proxy provider. For
the purposes of this study, all such domains will be considered to have abused a
Privacy/Proxy service for the purpose of obscuring perpetrator identification. To
determine significance, this abuse rate shall be compared to the overall rate of
Privacy/Proxy use measured by [3] (15-25%).

For each kind of activity studied, the following measurements will be derived from the
entire subsample of alleged bad actors (including bots and other false positives):

e Percentage of entire sample that could not be analyzed, categorized by reason
(e.g., false/missing WHOIS, recently modified WHOIS, suspended domain)

e Percentage of entire sample with Registrant NOT obscured via Privacy/Proxy,
distributed by gTLD/country

e Percentage of entire sample apparently registered via Privacy service,
distributed by gTLD/country

e Percentage of entire sample apparently registered via Proxy service,
distributed by gTLD/country

For each kind of activity studied, similar measurements will also be derived from a
refined subsample, filtered to reduce false positives and focus on confirmed bad actors:

e Percentage of refined sample that could not be analyzed, categorized by reason
Percentage of refined sample with Registrant NOT obscured via Privacy/Proxy,
distributed by gTLD/country

e Percentage of refined sample apparently registered via Privacy service,
distributed by gTLD/country

e Percentage of refined sample apparently registered via Proxy service,
distributed by gTLD/country

Finally, these results will be aggregated and used to answer the following questions:

Are Privacy services abused more/less often by bad actors (alleged or confirmed)?
Are Proxy services abused more/less often by bad actors (alleged or confirmed)?
Which illegal/harmful activities are most likely to abuse Privacy/Proxy services?
Which illegal/harmful activities are least likely to abuse Privacy/Proxy services?
Were there any kinds of illegal/harmful Internet communication for which
Privacy/Proxy abuse could not be studied in a reliable way and why?
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websites, email and so on. These domains are sold by a large number of “registrars”, free to charge whatever
they wish, although in each case they pay a set per-domain fee to the particular registry under whose name
the domain is being registered.

Business
Civil Society
Complaints Office

Domain Name System

Abuse ICANN draws up contracts with each registry®. It also runs an accreditation system for registrars. It is these
contracts that provide a consistent and stable environment for the domain name system, and hence the

Contractual Compliance Internet.

Registrars

In summary then, the DNS provides an addressing system for the Internet so people can find particular
. websites. It is also the basis for email and many other online uses.
Registry Operators

i ?
Domain Name Registrants What does ICANN have to do with IP addresses?

GDS Metrics ICANN plays a similar administrative role with the IP addresses used by computers as it does with the domain
names used by humans. In the same way that you cannot have two domain names the same (otherwise you

Identifier never know where you would end up), for the same reason it is also not possible for there to be

Systems Security, Stability and RegiigPcad$E3<es the same.

IS-SSR)

cTLDs Again, ICANN does not run the system, but it does help co-ordinate how IP addresses are supplied to avoid

repetition or clashes. ICANN is also the central repository for IP addresses, from which ranges are supplied to

Internationalized Domain regional registries who in turn distribute them to network providers.

Names
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Policy

Operational Design Phase
(ODP)

Implementation

Public Comment
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Technical Functions
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| Need Help

What about root servers?

Root servers are a different case again. There are 13 root servers — or, more accurately, there are

13 IP addresses on the Internet where root servers can be found (the servers that have one of the

13 IP addresses can be in dozens of different physical locations). These servers all store a copy of the same
file which acts as the main index to the Internet’'s address books. It lists an address for each top-level domain
(.com, .de, etc) where that registry’s own address book can be found.

In reality, the root servers are consulted fairly infrequently (considering the size of the Internet) because once
computers on the network know the address of a particular top-level domain they retain it, checking back only
occasionally to make sure the address hasn’t changed. Nonetheless, the root servers remain vital for the
Internet’s smooth functioning.

The operators of the root servers remain largely autonomous, but at the same time work with one another and
with ICANN to make sure the system stays up-to-date with the Internet’'s advances and changes.

What is ICANN’s role?

As mentioned earlier, ICANN's role is to oversee the huge and complex interconnected network of unique
identifiers that allow computers on the Internet to find one another.

This is commonly termed “universal resolvability” and means that wherever you are on the network — and
hence the world — that you receive the same predictable results when you access the network. Without this,
you could end up with an Internet that worked entirely differently depending on your location on the globe.

How is ICANN structured?

ICANN is made up of a number of different groups, each of which represent a different interest on the Internet
and all of which contribute to any final decisions that ICANN’s makes.

There are three “supporting organisations” that represent:

» The organisations that deal with IP addresses
¢ The organisations that deal with domain names

* The managers of country code top-level domains (a special exception as explained at the bottom).

Then there are four “advisory committees” that provide ICANN with advice and recommendations. These
represent:

* Governments and international treaty organisations
* Root server operators
» Those concerned with the Internet’s security

e The “at large” community, meaning average Internet users.

And finally, there is a Technical Liaison Group, which works with the organisations that devise the basic
protocols for Internet technologies.

ICANN'’s final decisions are made by a Board of Directors. The Board is made up of 21 members: 15 of which
have voting rights and six are non-voting liaisons. The majority of the voting members (eight of them) are
chosen by an independent Nominating Committee and the remainder are nominated members from
supporting organisations.

ICANN then has a President and CEO who is also a Board member and who directs the work of ICANN staff,
who are based across the globe and help co-ordinate, manage and finally implement all the different
discussions and decisions made by the supporting organisations and advisory committees.

An ICANN Ombudsman acts as an independent reviewer of the work of the ICANN staff and Board.

How does ICANN make decisions?
When it comes to making technical changes to the Internet, here is a simplified rundown of the process:
Any issue of concern or suggested changes to the existing network is typically raised within one of the

supporting organisations (often following a report by one of the advisory committees), where it is discussed
and a report produced which is then put out for public review. If the suggested changes impact on any other
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group within ICANN’s system, that group also reviews the suggested changes and makes its views known.
The result is then put out for public review a second time.

At the end of that process, the ICANN Board is provided with a report outlining all the previous discussions
and with a list of recommendations. The Board then discusses the matter and either approves the changes,
approves some and rejects others, rejects all of them, or sends the issue back down to one of the supporting
organisations to review, often with an explanation as to what the problems are that need to be resolved before
it can be approved.

The process is then rerun until all the different parts of ICANN can agree a compromise or the Board of
Directors make a decision on a report it is presented with.

How is ICANN held accountable?
ICANN has external as well as internal accountabilities.

Externally, ICANN is an organisation incorporated under the law of the State of California in the United States.
That means ICANN must abide by the laws of the United States and can be called to account by the judicial
system i.e. ICANN can be taken to court.

ICANN is also a non-profit public benefit corporation and its directors are legally responsible for upholding
their duties under corporation law.

Internally, ICANN is accountable to the community through:

o lts bylaws

* The representative composition of the ICANN Board from across the globe

« An independent Nominating Committee that selects a majority of the voting Board members
« Senior staff who must be elected annually by the Board

« Three different dispute resolution procedures (Board reconsideration committee; Independent Review
Panel; Ombudsman)

The full range of ICANN's accountability and transparency frameworks and principles are available online.

* There is an important exception to this in the form of “country code top-level domains” (ccTLDs) such as .de
for Germany or .uk for the United Kingdom. There are over 250 ccTLDs, some of which have a contract

with ICANN; others of which have signed working agreements with ICANN; and some of which have yet to
enter any formal agreement with ICANN. ICANN however does carry out what is known as the “IANA function”
in which every ccTLD’s main address is listed so the rest of the Internet can find it. ICANN is also in the
position where it can add new TLDs to the wider system, as it did in 2000 and 2004 when seven and six new
TLDs respectively were “added to the root”.
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Get Started Locations TRANSPARENCY
ICANN Leam | Need Help Accountability Mechanisms
Participate Report Security Pocument Disclosure

. . Issues Independent Review Process
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{-;;\'2 Registrar

Accreditation
ICANN Agreement

This REGISTRAR ACCREDITATION AGREEMENT (this “Agreement”) is by and between
the Internet Corporation for Assigned Names and Numbers, a California non-profit, public
benefit corporation (“ICANN”), and [Registrar Name], a [Organization type and jurisdiction]
(“Registrar”), and shall be deemed made on , at Los Angeles,
California, USA.

1. DEFINITIONS. For purposes of this Agreement, the following definitions shall apply:

1.1 “Account Holder” means the person or entity that is paying for the Registered Name
or otherwise controls the management of the registered name, when that person or entity
is not the Registered Name Holder.

1.2 “Accredited” or “Accreditation” means to identify and set minimum standards for the
performance of registration functions, to recognize persons or entities meeting those
standards, and to enter into an accreditation agreement that sets forth the rules and
procedures applicable to the provision of Registrar Services.

1.3 “Affiliate” means a person or entity that, directly or indirectly, through one or more
intermediaries, Controls, is controlled by, or is under common control with, the person or
entity specified.

1.4 “Affiliated Registrar” is another Accredited registrar that is an Affiliate of Registrar.

1.5 “Applicable Registrar Family” means, with respect to Affiliated Registrars, such
Affiliated Registrar as a group.

1.6 “Consensus Policy” has the meaning set forth in the Consensus Policies and
Temporary Policies Specification attached hereto.

1.7 “Control” (including the terms “controlled by” and “under common control with”)
means the possession, directly or indirectly, of the power to direct or cause the direction of
the management or policies of a person or entity, whether through the ownership of
securities, as trustee or executor, by serving as an employee or a member of a board of
directors or equivalent governing body, by contract, by credit arrangement or otherwise.

1.8 “DNS” refers to the Internet domain-name system.

1.9 The “Effective Date” is

1.10 The “Expiration Date” is
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1.11 “gTLD” or “gTLDs” refers to the top-level domain(s) of the DNS delegated by ICANN
pursuant to a registry agreement that is in full force and effect, other than any country code
TLD (ccTLD) or internationalized domain name (IDN) country code TLD.

1.12 “gTLD Zone-File Data” means all data contained in a DNS zone file for the registry, or
for any subdomain for which Registry Services are provided and that contains Registered
Names, as provided to nameservers on the Internet.

1.13 “Illegal Activity” means conduct involving use of a Registered Name sponsored by
Registrar that is prohibited by applicable law and/or exploitation of Registrar’s domain
name resolution or registration services in furtherance of conduct involving the use of a
Registered Name sponsored by Registrar that is prohibited by applicable law.

1.14 “Personal Data” refers to data about any identified or identifiable natural person.

1.15 “RDDS Accuracy Program Specification” means the RDDS Accuracy Program
Specification attached hereto, as updated from time to time in accordance with this
Agreement.

1.16 “RDDS Specification” means the Registration Data Directory Services Specification
attached hereto, as updated from time to time in accordance with this Agreement.

1.17 “Registered Name” refers to a domain name within the domain of a gTLD, whether
consisting of two (2) or more (e.g., john.smith.name) levels, about which a gTLD Registry
Operator (or an Affiliate or subcontractor thereof engaged in providing Registry Services)
maintains data in a Registry Database, arranges for such maintenance, or derives revenue
from such maintenance. A name in a Registry Database may be a Registered Name even
though it does not appear in a zone file (e.g., a registered but inactive name).

1.18 “Registered Name Holder” means the holder of a Registered Name.

1.19 The word “registrar,” when appearing without an initial capital letter, refers to a
person or entity that contracts with Registered Name Holders and with a Registry Operator
and collects registration data about the Registered Name Holders and submits registration
information for entry in the Registry Database.

1.20 “Registrar Approval” means the receipt of either of the following approvals:

1.20.1 The affirmative approval of Applicable Registrars accounting for 90% of the
Total Registered Names Under Management by the Applicable Registrars; provided
that, for purposes of calculating the Total Registered Names Under Management by
Applicable Registrars, the Total Registered Names Under Management by each
Applicable Registrar Family shall not exceed the Total Registered Names Under
Management of the Applicable Registrar Family that is the fifth largest Applicable
Registrar Family (measured by number of Registered Names Under Management),
both for purposes of the numerator and the denominator; or
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1.20.2 The affirmative approval of 50% plus one of the Applicable Registrars that
participate in the process to approve or disapprove (i.e. vote for or against, but not
abstain or otherwise fail to vote) a proposed amendment under Section 6, and the
affirmative approval of Applicable Registrars accounting for 66.67% of the Total
Registered Names Under Management by all Applicable Registrars; provided that,
for purposes of calculating the Total Registered Names Under Management by
Applicable Registrars, the Total Registered Names Under Management by each
Applicable Registrar Family shall not exceed the total Registered Names Under
Management of the Applicable Registrar Family that is the fifth largest Applicable
Registrar Family (measured by number of Registered Names Under Management),
both for purposes of the numerator and the denominator. An example of these
calculations is set forth in Appendix 1 attached hereto.

1.21 “Registrar Services” means the services subject to this Agreement provided by a
registrar in connection with a gTLD, and includes contracting with Registered Name
Holders, collecting registration data about the Registered Name Holders, and submitting
registration information for entry in the Registry Database.

1.22 “Registry Data” means all Registry Database data maintained in electronic form, and
shall include gTLD Zone-File Data, all data used to provide Registry Services and submitted
by registrars in electronic form, and all other data used to provide Registry Services
concerning particular domain name registrations or nameservers maintained in electronic
form in a Registry Database.

1.23 “Registry Database” means a database comprised of data about one or more DNS
domain names within the domain of a registry that is used to generate either DNS resource
records that are published authoritatively or responses to domain-name availability lookup
requests or RDDS queries, for some or all of those names.

1.24 A “Registry Operator” is the person or entity then responsible, in accordance with an
agreement between ICANN (or its assignee) and that person or entity (those persons or
entities) or, if that agreement is terminated or expires, in accordance with an agreement
between the US Government and that person or entity (those persons or entities), for
providing Registry Services for a specific gTLD.

1.25 “Registry Services,” with respect to a particular gTLD, shall have the meaning defined
in the agreement between ICANN and the Registry Operator for that gTLD.

1.26 A “Reseller” is a person or entity that participates in Registrar’s distribution channel
for domain name registrations (a) pursuant to an agreement, arrangement or
understanding with Registrar or (b) with Registrar’s actual knowledge, provides some or
all Registrar Services, including collecting registration data about Registered Name
Holders, submitting that data to Registrar, or facilitating the entry of the registration
agreement between Registrar and the Registered Name Holder.

Page 4 of 71
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1.27 “Restricted Amendment” means (i) an amendment of the Consensus Policies and
Temporary Policies Specification or (ii) the term of this Agreement as specified in Section
5.1, as such term may be extended pursuant to Section 5.2.

1.28 A Registered Name is “sponsored” by the registrar that placed the record associated
with that registration into the registry. Sponsorship of a registration may be changed at the
express direction of the Registered Name Holder or, in the event a registrar loses
Accreditation, in accordance with then-current ICANN Specifications and Policies.

1.29 “Specifications and/or Policies” include Consensus Policies, Specifications (such as
the RDDS Accuracy Program Specification) referenced in this Agreement, and any
amendments, policies, procedures, or programs specifically contemplated by this
Agreement or authorized by ICANN’s Bylaws.

1.30 “Term of this Agreement” begins on the Effective Date and continues to the earlier of
(a) the Expiration Date, or (b) termination of this Agreement.

1.31 “Total Registered Names Under Management” means the total number of Registered
Names sponsored by all Applicable Registrars as reflected in the latest monthly reports
submitted to ICANN by Registrars.

1.32 “WHOIS Accuracy Program Specification” refers to the RDDS Accuracy Program
Specification and is included in this Section 1 for purposes of external documents linking to
this Agreement using this definition.

1.33 “Working Group” means representatives of the Applicable Registrars and other
members of the community that the Registrar Stakeholder Group appoints, from time to
time, to serve as a working group to consult on amendments to the Applicable Registrar
Agreements (excluding bilateral amendments pursuant to Section 6.9).

2. ICANN OBLIGATIONS.

2.1  Accreditation. During the Term of this Agreement and subject to the terms and
conditions of this Agreement, Registrar is hereby Accredited by ICANN to act as a registrar
(including to insert and renew registration of Registered Names in the Registry Database)
for gTLDs.

2.2 Registrar Use of ICANN Name, Website and Trademarks. ICANN hereby grants to
Registrar a non-exclusive, worldwide, royalty-free license during the Term of this
Agreement (a) to state that it is Accredited by ICANN as a registrar for gTLDs, and (b) to
link to pages and documents within the ICANN website. Subject to the terms and
conditions set forth in the Logo License Specification attached hereto, ICANN hereby
grants to Registrar a non-exclusive, worldwide right and license to use the Trademarks (as
defined in the Logo License Specification). No other use of ICANN's name, website or
Trademarks is licensed hereby. This license may not be assigned or sublicensed by
Registrar to any other party, including, without limitation, any Affiliate of Registrar or any
Reseller.

Page 5 of 71
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2.3 General Obligations of ICANN. With respect to all matters that impact the rights,
obligations, or role of Registrar, ICANN shall during the Term of this Agreement:

2.3.1 exercise its responsibilities in an open and transparent manner;

2.3.2 notunreasonably restrain competition and, to the extent feasible, promote
and encourage robust competition;

2.3.3 notapply standards, policies, procedures or practices arbitrarily,
unjustifiably, or inequitably and not single out Registrar for disparate treatment
unless justified by substantial and reasonable cause; and

2.3.4 ensure, through its reconsideration and independent review policies,
adequate appeal procedures for Registrar, to the extent it is adversely affected by
ICANN standards, policies, procedures or practices.

2.4 Use of ICANN Accredited Registrars. In order to promote competition in the
registration of domain names, and in recognition of the value that ICANN-Accredited
registrars bring to the Internet community, ICANN has ordinarily required gTLD registries
under contract with ICANN to use ICANN-Accredited registrars, and ICANN will during the
course of this agreement abide by any ICANN adopted Specifications or Policies requiring
the use of ICANN-Accredited registrars by gTLD registries.

3. REGISTRAR OBLIGATIONS.

3.1 Obligations to Provide Registrar Services. During the Term of this Agreement,
Registrar agrees that it will operate as a registrar for one or more gTLDs in accordance
with this Agreement.

3.2 Submission of Registered Name Holder Data to Registry. During the Term of this
Agreement:

3.2.1 As part of its registration of Registered Names in a gTLD, Registrar shall
submit to, or shall place in the Registry Database operated by, the Registry Operator
for the gTLD the following data elements:

3.2.1.1 The name of the Registered Name being registered;

3.2.1.2 The IP addresses of the primary nameserver and secondary
nameserver(s) for the Registered Name;

3.2.1.3 The corresponding names of those nameservers;

3.2.1.4 Unless automatically generated by the registry system, the identity
of Registrar;

3.2.1.5 Unless automatically generated by the registry system, the
expiration date of the registration; and
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3.2.1.6 Any other data the Registry Operator requires be submitted to it.

The agreement between the Registry Operator of a gTLD and Registrar may, if
approved by ICANN in writing, state alternative required data elements applicable
to that gTLD, in which event, the alternative required data elements shall replace
and supersede Subsections 3.2.1.1 through 3.2.1.6 stated above for all purposes
under this Agreement but only with respect to that particular gTLD. When seeking
approval for alternative required data elements, the data elements set forth in
Subsections 3.2.1.1 through 3.2.1.6 should be considered suggested minimum
requirements.

3.2.2 Within seven (7) days after receiving any updates from the Registered Name
Holder to the data elements listed in Subsections 3.2.1.2, 3.1.2.3, and 3.2.1.6 for any
Registered Name that Registrar sponsors, Registrar shall submit the updated data
elements to, or shall place those elements in the Registry Database operated by, the
relevant Registry Operator.

3.2.3 In order to allow reconstitution of the Registry Database in the event of an
otherwise unrecoverable technical failure or a change in the designated Registry
Operator, within ten (10) days of any such request by ICANN, Registrar shall submit
an electronic database containing the data elements listed in Subsections 3.2.1.1
through 3.2.1.6 for all active records in the registry sponsored by Registrar, in a
format specified by ICANN, to the Registry Operator for the appropriate gTLD.

3.3 Public Access to Data on Registered Names. During the Term of this Agreement:

3.3.1 Atits expense, Registrar shall provide an RDAP Directory Service (as defined
in the RDDS Specification) (accessible via both [Pv4 and IPv6) providing free public
query-based access to up-to-date (i.e., updated at least daily) data concerning all
active Registered Names sponsored by Registrar in any gTLD. Until otherwise
specified by a Consensus Policy, such data shall consist of the following elements as
contained in Registrar's database:

3.3.1.1 The name of the Registered Name;

3.3.1.2 The names of the primary nameserver and secondary nameserver(s)
for the Registered Name;

3.3.1.3 The identity of Registrar (which may be provided through
Registrar's website);

3.3.1.4 The original creation date of the registration;
3.3.1.5 The expiration date of the registration;

3.3.1.6 The name and postal address of the Registered Name Holder;
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3.3.1.7 The name, postal address, e-mail address, voice telephone number,
and (where available) fax number of the technical contact for the Registered
Name; and

3.3.1.8 The name, postal address, e-mail address, voice telephone number,
and (where available) fax number of the administrative contact for the
Registered Name.

The agreement between the Registry Operator of a gTLD and Registrar may, if
approved by ICANN in writing, state alternative required data elements applicable
to that gTLD, in which event, the alternative required data elements shall replace
and supersede Subsections 3.3.1.1 through 3.3.1.8 stated above for all purposes
under this Agreement but only with respect to that particular gTLD.

3.3.2 Upon receiving any updates to the data elements listed in Subsections 3.3.1.2,
3.3.1.3, and 3.3.1.5 through 3.3.1.8 from the Registered Name Holder, Registrar shall
promptly update its database used to provide the public access described in
Subsection 3.3.1.

3.3.3 Registrar may subcontract its obligation to provide the public access
described in Subsection 3.3.1 and the updating described in Subsection 3.3.2,
provided that Registrar shall remain fully responsible for the proper provision of
the access and updating.

3.3.4 Registrar shall abide by any Consensus Policy that requires registrars to
cooperatively implement a distributed capability that provides query-based RDDS
search functionality across all registrars. If the RDDS service implemented by
registrars does not in a reasonable time provide reasonably robust, reliable, and
convenient access to accurate and up-to-date data, Registrar shall abide by any
Consensus Policy requiring Registrar, if reasonably determined by ICANN to be
necessary (considering such possibilities as remedial action by specific registrars),
to supply data from Registrar's database to facilitate the development of a
centralized RDDS database for the purpose of providing comprehensive Registrar
RDDS search capability.

3.3.5 In providing query-based public access to registration data as required by
Subsections 3.3.1 and 3.3.4, Registrar shall not impose terms and conditions on use
of the data provided, except as permitted by any Specification or Policy established
by ICANN. Unless and until ICANN establishes a different Consensus Policy,
Registrar shall permit use of data it provides in response to queries for any lawful
purposes except to: (a) allow, enable, or otherwise support the transmission by e-
mail, telephone, postal mail, facsimile or other means of mass unsolicited,
commercial advertising or solicitations to entities other than the data recipient's
own existing customers; or (b) enable high volume, automated, electronic processes
that send queries or data to the systems of any Registry Operator or ICANN-
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Accredited registrar, except as reasonably necessary to register domain names or
modify existing registrations.

3.3.6 In the event that ICANN determines, following analysis of economic data by
an economist(s) retained by ICANN (which data has been made available to
Registrar), that an individual or entity is able to exercise market power with respect
to registrations or with respect to registration data used for development of value-
added products and services by third parties, Registrar shall provide third-party
bulk access to the data subject to public access under Subsection 3.3.1 under the
following terms and conditions:

3.3.6.1 Registrar shall make a complete electronic copy of the data available
at least one (1) time per week for download by third parties who have
entered into a bulk access agreement with Registrar.

3.3.6.2 Registrar may charge an annual fee, not to exceed US$10,000, for
such bulk access to the data.

3.3.6.3 Registrar's access agreement shall require the third party to agree
not to use the data to allow, enable, or otherwise support any marketing
activities, regardless of the medium used. Such media include but are not
limited to e-mail, telephone, facsimile, postal mail, SMS, and wireless alerts.

3.3.6.4 Registrar's access agreement shall require the third party to agree
not to use the data to enable high-volume, automated, electronic processes
that send queries or data to the systems of any Registry Operator or ICANN-
Accredited registrar, except as reasonably necessary to register domain
names or modify existing registrations.

3.3.6.5 Registrar's access agreement must require the third party to agree
not to sell or redistribute the data except insofar as it has been incorporated
by the third party into a value-added product or service that does not permit
the extraction of a substantial portion of the bulk data from the value-added
product or service for use by other parties.

3.3.7 To comply with applicable statutes and regulations and for other reasons,
ICANN may adopt a Consensus Policy establishing limits (a) on the Personal Data
concerning Registered Names that Registrar may make available to the public
through a public-access service described in this Subsection 3.3 and (b) on the
manner in which Registrar may make such data available. Registrar shall comply
with any such Consensus Policy.

3.3.8 Registrar shall meet or exceed the requirements set forth in the RDDS
Specification.

3.3.9 Until the WHOIS Services Sunset Date (as defined in the RDDS Specification),
Registrar shall, at its expense, provide web-based WHOIS and, with respect to any
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gTLD operating a “thin” registry, a port 43 WHOIS service (each accessible via both
[Pv4 and IPv6) providing free public query-based access to up-to-date (i.e., updated
at least daily) data concerning all active Registered Names sponsored by Registrar
in any gTLD. Until otherwise specified by a Consensus Policy or a Temporary Policy,
such data shall consist of at least the elements described in Subsection 3.3.1.1
through 3.3.1.8 as contained in Registrar's database and in the format set forth in
Subsection 1.4 of the RDDS Specification.

3.4 Retention of Registered Name Holder and Registration Data.

3.4.1 For each Registered Name sponsored by Registrar within a gTLD, Registrar
shall collect and securely maintain, in its own electronic database, as updated from
time to time:

3.4.1.1 the data specified in the Data Retention Specification attached
hereto for the period specified therein;

3.4.1.2 The data elements listed in Subsections 3.3.1.1 through 3.3.1.8;

3.4.1.3 the name and (where available) postal address, e-mail address, voice
telephone number, and fax number of the billing contact;

3.4.1.4 any other Registry Data that Registrar has submitted to the Registry
Operator or placed in the Registry Database under Subsection 3.2; and

3.4.1.5 the name, postal address, e-mail address, and voice telephone
number provided by the customer of any privacy service or licensee of any
proxy registration service, in each case, offered or made available by
Registrar or its Affiliates in connection with each registration. Effective on
the date that ICANN fully implements a Proxy Accreditation Program
established in accordance with Section 3.14, the obligations under this
Section 3.4.1.5 will cease to apply as to any specific category of data (such as
postal address) that is expressly required to be retained by another party in
accordance with such Proxy Accreditation Program.

3.4.2 During the Term of this Agreement and for two (2) years thereafter,
Registrar (itself or by its agent(s)) shall maintain the following records relating to
its dealings with the Registry Operator(s) and Registered Name Holders:

3.4.2.1 In electronic form, the submission date and time, and the content, of
all registration data (including updates) submitted in electronic form to the
Registry Operator(s);

3.4.2.2 In electronic, paper, or microfilm form, all written communications
constituting registration applications, confirmations, modifications, or
terminations and related correspondence with Registered Name Holders,
including registration contracts; and
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3.4.2.3 In electronic form, records of the accounts of all Registered Name
Holders with Registrar.

3.4.3 During the Term of this Agreement and for two (2) years thereafter,
Registrar shall make the data, information and records specified in this Section 3.4
available for inspection and copying by ICANN upon reasonable notice. In addition,
upon reasonable notice and request from ICANN, Registrar shall deliver copies of
such data, information and records to ICANN in respect to limited transactions or
circumstances that may be the subject of a compliance-related inquiry; provided,
however, that such obligation shall not apply to requests for copies of Registrar’s
entire database or transaction history. Such copies are to be provided at Registrar’s
expense. In responding to ICANN’s request for delivery of electronic data,
information and records, Registrar may submit such information in a format
reasonably convenient to Registrar and acceptable to ICANN so as to minimize
disruption to Registrar’s business. In the event Registrar believes that the provision
of any such data, information or records to ICANN would violate applicable law or
any legal proceedings, ICANN and Registrar agree to discuss in good faith whether
appropriate limitations, protections, or alternative solutions can be identified to
allow the production of such data, information or records in complete or redacted
form, as appropriate. ICANN shall not disclose the content of such data, information
or records except as expressly required by applicable law, any legal proceeding or
Specification or Policy.

3.4.4 Notwithstanding any other requirement in this Agreement or the Data
Retention Specification, Registrar shall not be obligated to maintain records relating
to a domain registration beginning on the date two (2) years following the domain
registration's deletion or transfer away to a different registrar.

3.5 Rights in Data. Registrar disclaims all rights to exclusive ownership or use of the
data elements listed in Subsections 3.2.1.1 through 3.2.1.3 for all Registered Names
submitted by Registrar to the Registry Database for, or sponsored by Registrar in, each
gTLD for which it is Accredited. Registrar does not disclaim rights in the data elements
listed in Subsections 3.2.1.4 through 3.2.1.6 and Subsections 3.3.1.3 through 3.3.1.8
concerning active Registered Names sponsored by it in each gTLD for which itis
Accredited, and agrees to grant non-exclusive, irrevocable, royalty-free licenses to make
use of and disclose the data elements listed in Subsections 3.2.1.4 through 3.2.1.6 and
3.3.1.3 through 3.3.1.8 for the purpose of providing a service or services (such as a RDDS
service under Subsection 3.3.4) providing interactive, query-based public access. Upon a
change in sponsorship from Registrar of any Registered Name in each gTLD for which it is
Accredited, Registrar acknowledges that the registrar gaining sponsorship shall have the
rights of an owner to the data elements listed in Subsections 3.2.1.4 through 3.2.1.6 and
3.3.1.3 through 3.3.1.8 concerning that Registered Name, with Registrar also retaining the
rights of an owner in that data. Nothing in this Subsection prohibits Registrar from (1)
restricting bulk public access to data elements in a manner consistent with this Agreement
and any Specifications or Policies or (2) transferring rights it claims in data elements
subject to the provisions of this Subsection 3.5.
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3.6 Data Escrow. During the Term of this Agreement, on a schedule, under the terms,
and in the format specified by ICANN, Registrar shall submit an electronic copy of the data
described in Subsections 3.4.1.2 through 3.4.1.5 to ICANN or, at Registrar's election and at
its expense, to a reputable escrow agent mutually approved by Registrar and ICANN, such
approval also not to be unreasonably withheld by either party. The data shall be held under
an agreement among Registrar, ICANN, and the escrow agent (if any) providing that (1) the
data shall be received and held in escrow, with no use other than verification that the
deposited data is complete, consistent, and in proper format, until released to ICANN; (2)
the data shall be released from escrow upon expiration without renewal or termination of
this Agreement; and (3) ICANN's rights under the escrow agreement shall be assigned with
any assignment of this Agreement. The escrow shall provide that in the event the escrow is
released under this Subsection, ICANN (or its assignee) shall have a non-exclusive,
irrevocable, royalty-free license to exercise (only for transitional purposes) or have
exercised all rights necessary to provide Registrar Services.

3.7 Business Dealings, Including with Registered Name Holders.

3.7.1 Inthe event ICANN adopts a Specification or Policy that is supported by a
consensus of ICANN-Accredited registrars as reflected in the Registrar Stakeholder
Group (or any successor group), establishing or approving a Code of Conduct for
ICANN-Accredited registrars, Registrar shall abide by that Code of Conduct.

3.7.2 Registrar shall abide by applicable laws and governmental regulations.

3.7.3 Registrar shall not represent to any actual or potential Registered Name
Holder that Registrar enjoys access to a registry for which Registrar is Accredited
that is superior to that of any other registrar Accredited for that registry.

3.7.4 Registrar shall not activate any Registered Name unless and until it is
satisfied that it has received a reasonable assurance of payment of its registration
fee. For this purpose, a charge to a credit card, general commercial terms extended
to creditworthy customers, or other mechanism providing a similar level of
assurance of payment shall be sufficient, provided that the obligation to pay
becomes final and non-revocable by the Registered Name Holder upon activation of
the registration.

3.7.5 Atthe conclusion of the registration period, failure by or on behalf of the
Registered Name Holder to consent that the registration be renewed within the time
specified in a second notice or reminder shall, in the absence of extenuating
circumstances, result in cancellation of the registration by the end of the auto-renew
grace period (although Registrar may choose to cancel the name earlier).

3.7.5.1 Extenuating circumstances are defined as: UDRP action, valid court
order, failure of a Registrar's renewal process (which does not include failure
of a registrant to respond), the domain name is used by a nameserver that
provides DNS service to third-parties (additional time may be required to
migrate the records managed by the nameserver), the registrant is subject to
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bankruptcy proceedings, payment dispute (where a registrant claims to have
paid for a renewal, or a discrepancy in the amount paid), billing dispute
(where a registrant disputes the amount on a bill), domain name subject to
litigation in a court of competent jurisdiction, or other circumstance as
approved specifically by ICANN.

3.7.5.2 Where Registrar chooses, under extenuating circumstances, to
renew a domain name without the explicit consent of the registrant, the
registrar must maintain a record of the extenuating circumstances associated
with renewing that specific domain name for inspection by ICANN consistent
with clauses 3.4.2 and 3.4.3 of this registrar accreditation agreement.

3.7.5.3 In the absence of extenuating circumstances (as defined in Section
3.7.5.1 above), a domain name must be deleted within 45 days of either the
registrar or the registrant terminating a registration agreement.

3.7.5.4 Registrar shall provide notice to each new registrant describing the
details of their deletion and auto-renewal policy including the expected time
at which a non-renewed domain name would be deleted relative to the
domain's expiration date, or a date range not to exceed ten (10) days in
length. If a registrar makes any material changes to its deletion policy during
the period of the registration agreement, it must make at least the same
effort to inform the registrant of the changes as it would to inform the
registrant of other material changes to the registration agreement (as
defined in clause 3.7.7 of the registrars accreditation agreement).

3.7.5.5 If Registrar operates a website for domain name registration or
renewal, details of Registrar's deletion and auto-renewal policies must be
clearly displayed on the website.

3.7.5.6 If Registrar operates a website for domain registration or renewal, it
should state, both at the time of registration and in a clear place on its
website, any fee charged for the recovery of a domain name during the
Redemption Grace Period.

3.7.5.7 Inthe event that a domain which is the subject of a UDRP dispute is
deleted or expires during the course of the dispute, the complainant in the
UDRP dispute will have the option to renew or restore the name under the
same commercial terms as the registrant. If the complainant renews or
restores the name, the name will be placed in Registrar HOLD and Registrar
LOCK status, the RDDS contact information for the registrant will be
removed, and the RDDS entry will indicate that the name is subject to
dispute. If the complaint is terminated, or the UDRP dispute finds against the
complainant, the name will be deleted within 45 days. The registrant retains
the right under the existing redemption grace period provisions to recover
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the name at any time during the Redemption Grace Period, and retains the
right to renew the name before it is deleted.

3.7.6 Registrar shall not insert or renew any Registered Name in any gTLD registry
in a manner contrary to (i) any Consensus Policy stating a list or specification of
excluded Registered Names that is in effect at the time of insertion or renewal, or
(ii) any list of names to be reserved from registration as required by the specific
Registry Operator for which Registrar is providing Registrar Services.

3.7.7 Registrar shall require all Registered Name Holders to enter into an
electronic or paper registration agreement with Registrar including at least the
provisions set forth in Subsections 3.7.7.1 through 3.7.7.12, and which agreement
shall otherwise set forth the terms and conditions applicable to the registration of a
domain name sponsored by Registrar. The Registered Name Holder with whom
Registrar enters into a registration agreement must be a person or legal entity other
than Registrar, provided that Registrar may be the Registered Name Holder for
domains registered for the purpose of conducting its Registrar Services, in which
case Registrar shall submit to the provisions set forth in Subsections 3.7.7.1 through
3.7.7.12 and shall be responsible to ICANN for compliance with all obligations of the
Registered Name Holder as set forth in this Agreement and Specifications and
Policies. Registrar shall use commercially reasonable efforts to enforce compliance
with the provisions of the registration agreement between Registrar and any
Registered Name Holder that relate to implementing the requirements of
Subsections 3.7.7.1 through 3.7.7.12 or any Consensus Policy.

3.7.7.1 The Registered Name Holder shall provide to Registrar accurate and
reliable contact details and correct and update them within seven (7) days of
any change during the term of the Registered Name registration, including:
the full name, postal address, e-mail address, voice telephone number, and
fax number if available of the Registered Name Holder; name of authorized
person for contact purposes in the case of an Registered Name Holder that is
an organization, association, or corporation; and the data elements listed in
Subsections 3.3.1.2, 3.3.1.7 and 3.3.1.8.

3.7.7.2 A Registered Name Holder's willful provision of inaccurate or
unreliable information, its willful failure to update information provided to
Registrar within seven (7) days of any change, or its failure to respond for
over fifteen (15) days to inquiries by Registrar concerning the accuracy of
contact details associated with the Registered Name Holder's registration
shall constitute a material breach of the Registered Name Holder-registrar
contract and be a basis for suspension and/or cancellation of the Registered
Name registration.

3.7.7.3 Any Registered Name Holder that intends to license use of a domain
name to a third party is nonetheless the Registered Name Holder of record
and is responsible for providing its own full contact information and for
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providing and updating accurate technical and administrative contact
information adequate to facilitate timely resolution of any problems that
arise in connection with the Registered Name. A Registered Name Holder
licensing use of a Registered Name according to this provision shall accept
liability for harm caused by wrongful use of the Registered Name, unless it
discloses the current contact information provided by the licensee and the
identity of the licensee within seven (7) days to a party providing the
Registered Name Holder reasonable evidence of actionable harm.

3.7.7.4 Registrar shall provide notice to each new or renewed Registered
Name Holder stating:

3.7.7.4.1 The purposes for which any Personal Data collected from
the applicant are intended;

3.7.7.4.2 The intended recipients or categories of recipients of the
data (including the Registry Operator and others who will receive the
data from Registry Operator);

3.7.7.4.3 Which data are obligatory and which data, if any, are
voluntary; and

3.7.7.4.4 How the Registered Name Holder or data subject can access
and, if necessary, rectify the data held about them.

3.7.7.5 The Registered Name Holder shall consent to the data processing
referred to in Subsection 3.7.7.4.

3.7.7.6 The Registered Name Holder shall represent that notice has been
provided equivalent to that described in Subsection 3.7.7.4 to any third-party
individuals whose Personal Data are supplied to Registrar by the Registered
Name Holder, and that the Registered Name Holder has obtained consent
equivalent to that referred to in Subsection 3.7.7.5 of any such third-party
individuals.

3.7.7.7 Registrar shall agree that it will not process the Personal Data
collected from the Registered Name Holder in a way incompatible with the
purposes and other limitations about which it has provided notice to the
Registered Name Holder in accordance with Subsection 3.7.7.4 above.

3.7.7.8 Registrar shall agree that it will take reasonable precautions to
protect Personal Data from loss, misuse, unauthorized access or disclosure,
alteration, or destruction.

3.7.7.9 The Registered Name Holder shall represent that, to the best of the
Registered Name Holder's knowledge and belief, neither the registration of
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the Registered Name nor the manner in which it is directly or indirectly used
infringes the legal rights of any third party.

3.7.7.10 For the adjudication of disputes concerning or arising from use of
the Registered Name, the Registered Name Holder shall submit, without
prejudice to other potentially applicable jurisdictions, to the jurisdiction of
the courts (1) of the Registered Name Holder's domicile and (2) where
Registrar is located.

3.7.7.11 The Registered Name Holder shall agree that its registration of the
Registered Name shall be subject to suspension, cancellation, or transfer
pursuant to any Specification or Policy, or pursuant to any registrar or
registry procedure not inconsistent with any Specification or Policy, (1) to
correct mistakes by Registrar or the Registry Operator in registering the
name or (2) for the resolution of disputes concerning the Registered Name.

3.7.7.12 The Registered Name Holder shall indemnify and hold harmless the
Registry Operator and its directors, officers, employees, and agents from and
against any and all claims, damages, liabilities, costs, and expenses (including
reasonable legal fees and expenses) arising out of or related to the Registered
Name Holder's domain name registration.

3.7.8 Registrar shall comply with the obligations specified in the RDDS Accuracy
Program Specification. In addition, notwithstanding anything in the RDDS Accuracy
Program Specification to the contrary, Registrar shall abide by any Consensus Policy
requiring reasonable and commercially practicable (a) verification, at the time of
registration, of contact information associated with a Registered Name sponsored
by Registrar or (b) periodic re-verification of such information. Registrar shall, upon
notification by any person of an inaccuracy in the contact information associated
with a Registered Name sponsored by Registrar, take reasonable steps to investigate
that claimed inaccuracy. In the event Registrar learns of inaccurate contact
information associated with a Registered Name it sponsors, it shall take reasonable
steps to correct that inaccuracy.

3.7.9 Registrar shall abide by any Consensus Policy prohibiting or restricting
warehousing of or speculation in domain names by registrars.

3.7.10 Registrar shall publish on its website(s) and/or provide a link to the
Registrants’ Benefits and Responsibilities Specification attached hereto and shall not
take any action inconsistent with the corresponding provisions of this Agreement or
applicable law.

3.7.11 Registrar shall make available a description of the customer service handling
processes available to Registered Name Holders regarding Registrar Services,
including a description of the processes for submitting complaints and resolving
disputes regarding the Registrar Services.
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3.7.12 Nothing in this Agreement prescribes or limits the amount Registrar may
charge Registered Name Holders for registration of Registered Names.

3.8 Domain-Name Dispute Resolution. During the Term of this Agreement, Registrar
shall have in place a policy and procedures for resolution of disputes concerning Registered
Names. Until ICANN adopts an alternative Consensus Policy or other Specification or Policy
with respect to the resolution of disputes concerning Registered Names, Registrar shall
comply with the Uniform Domain Name Dispute Resolution Policy (“UDRP”) identified on
ICANN's website (https://www.icann.org/consensus-policies), as may be modified from
time to time. Registrar shall also comply with the Uniform Rapid Suspension (“URS”)
procedure or its replacement, as well as with any other applicable dispute resolution
procedure as required by a Registry Operator for which Registrar is providing Registrar
Services.

3.9 Accreditation Fees. As a condition of Accreditation, Registrar shall pay Accreditation
fees to ICANN. These fees consist of yearly and variable fees.

3.9.1 Registrar shall pay ICANN a yearly Accreditation fee in an amount
established by the ICANN Board of Directors, in conformity with ICANN's bylaws
and articles of incorporation. This yearly Accreditation fee shall not exceed
US$4,000. Payment of the yearly fee shall be due within thirty (30) days after
invoice from ICANN, provided that Registrar may elect to pay the yearly fee in four
(4) equal quarterly installments.

3.9.2 Registrar shall pay the variable Accreditation fees established by the ICANN
Board of Directors, in conformity with ICANN's bylaws and articles of incorporation,
provided that in each case such fees are reasonably allocated among all registrars
that contract with ICANN and that any such fees must be expressly approved by
registrars accounting, in the aggregate, for payment of two-thirds of all registrar-
level fees. Registrar shall pay such fees in a timely manner for so long as all material
terms of this Agreement remain in full force and effect, and notwithstanding the
pendency of any dispute between Registrar and I[CANN.

3.9.3 For any payments thirty (30) days or more overdue, Registrar shall pay
interest on late payments at the rate of 1.5% per month or, if less, the maximum rate
permitted by applicable law from later of the date of the invoice or the date the
invoice is sent pursuant to Section 7.6 of this Agreement. On reasonable notice given
by ICANN to Registrar, accountings submitted by Registrar shall be subject to
verification by an audit of Registrar's books and records by an independent third-
party designated by ICANN that shall preserve the confidentiality of such books and
records (other than its findings as to the accuracy of, and any necessary corrections
to, the accountings).

3.9.4 The Accreditation fees due under this Agreement are exclusive of tax. All
taxes, duties, fees and other governmental charges of any kind (including sales,
turnover, services, use and value-added taxes) that are imposed by or under the
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authority of any government or any political subdivision thereof on the
Accreditation fees for any services, software and/or hardware shall be borne by
Registrar and shall not be considered a part of, a deduction from, or an offset against
such Accreditation fees. All payments due to ICANN shall be made without any
deduction or withholding on account of any tax, duty, charge, or penalty except as
required by applicable law, in which case, the sum payable by Registrar from which
such deduction or withholding is to be made shall be increased to the extent
necessary to ensure that, after making such deduction or withholding, [CANN
receives (free from any liability with respect thereof) a net sum equal to the sum it
would have received but for such deduction or withholding being required.

3.10 Insurance. Registrar shall maintain in force commercial general liability insurance or
similar liability insurance as specified by ICANN with policy limits of at least US$500,000
covering liabilities arising from Registrar's registrar business during the Term of this
Agreement.

3.11 Obligations of Registrars under common controlling interest. Registrar shall be in
breach of this Agreement if:

3.11.1 ICANN terminates an Affiliated Registrar's accreditation agreemen